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Preface

The merger of information system technology and transportation infrastructure is transforming
the freight transportation industry in a variety of ways. These changes are producing new ways to
organize companies supply chainsaswell as military logistics. Asthe new freight information
systems become more fully integrated, they are expected to have great private and public
benefits.

These systems, however, may be vulnerable to cyberattack. In accordance with the
national initiative to increase security of critical infrastructure, the U.S. Department of
Transportation (DOT) requested that the National Research Council (NRC) review trendsin the
use of information technology in the freight transportation industry and assess potential
vulnerabilities to a cyberattack. In response, NRC formed the Committee on Freight
Transportation Information Systems Security, under the Transportation Research Board and the
Computer Science and Technology Board, to conduct a scoping study to develop an approach,
study, or other process that DOT could use to address the vulnerabilities of freight information
systems.

Specifically, the committee was charged with recommending how to conduct a study that
would result in

1. A basdline description of the U.S. freight transportation communication and
information systems, including interconnectivity with international carriers, government entities
(U.S. and non-U.S.), customers, and other business partners;

2. A summary of ongoing and emerging efforts in such areas as electronic data
interchange, telecommunications and data transfer, trends in the use of the Internet, business
practices, customs, immigration and agriculture clearance processes, electronic letters of credit,
integrated logistics software, positive train control, intelligent transportation systems, and all
other information- and communication-based processes and technology improvements that affect
transportation, shipping, and logistics;

3. A review of current industry practices addressing security (with emphasis on
information technology—related dimensions); and

4. Anidentification and summary of the potential vulnerabilities that may be created by
the interconnection/interface and possible integration of these new systems.

One of the complexities of a project such asthisisthat devel opers and operators of the
relevant system will be reluctant to discuss or admit to specific security weaknesses publicly.
Thus the committee had to recommend a process that would permit the problems to be identified
and addressed.
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The committee held its first meeting on November 25-26, 2002. The project, from
committee formation to final report, took 7 months. During that time the committee met twice at
NRC headquarters in Washington, D.C. In addition, its members and staff held numerous
telephone conferences to discuss their findings.

After the start of the study, the Department of Homeland Security (DHS), which
incorporates many of the relevant functions formerly performed by DOT, was created. Hence the
committee directs many of its recommendations and comments to DHS as well asto DOT.
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Chapter 1
Executive Summary

The potential vulnerability of freight transportation information systemsto terrorist attacksis a
serious concern for homeland security. This report lays the groundwork for a study of the
cybersecurity of the information systems on which freight transportation depends to facilitate
efficient delivery of the goods and materials that drive the economy.

The development of potential computer security system designs and strategies for the
freight transportation industry must be accomplished within aframework that is sensitive to the
following important attributes of the industry:

1. It consists of different carrier modes (i.e., truck, rail, sea, air, and pipeline). Its
companies cover awide range of characteristics, including: size, economic condition, technical
know-how, cargo types, and geographical location. This diversity makesit impossible to develop
auniform security design concept with managed implementation schedules. Instead,
evolutionary steps tailored to the different parts of the industry on a case-by-case basis must be
developed to address identified vulnerabilities.

2. Theexisting freight transportation information system is a confederation of company-
to-company information system integrations constructed to permit more efficient operation. The
design is not uniform, not specified, not documented, not evaluated, not tested, and not under
configuration control. These features make security design analysis and evaluation
extraordinarily difficult.

3. Many potential cyberattacks on the freight transportation industry would result in
consequences to stakeholders other than the industry itself. For example, (a) customers that
depend on the freight industry for tightly managed supply delivery schedules can suffer
significantly when deliveries are delayed; (b) safety-related attacks, such as an attack on a
hazmat freight vehicle, would affect the general public directly; and (c) political attacks, such as
threats to import a nuclear weapon into the United States, would affect the government’s policies
on imports. Consideration of possible measures to address such scenarios, and their costs, should
reflect these facts.

As aresult of this situation, afocused, evolutionary process for identifying and
prioritizing security enhancements will be required. Development and implementation of such a
process are likely to be slower than one might like, so there is a need to focus efforts on the most
critical areas. Otherwise, unnecessary expense will be incurred, and, under some conditions, the
efforts might even be counterproductive—every change to the system introduces the risk of new
vulnerabilities.

1-1
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TYPESOF THREATS

Cyberattacks on transportation and |ogistics networks could take severa different forms, with
varying consegquences and probabilities. Reducing vulnerability requires consideration of all
plausible types, including those discussed here. The first oneis adirect attack on the information
systems, while the latter two use information technology (IT) to enable or amplify a physical
attack. It should be noted that a physical attack on the IT systems coordinated with a cyberattack
could cause far more damage than either type alone. This report, however, is concerned only
with cyberattacks, which would not differ much if they were accompanied by physical attacks.
The full study should consider all types of threats involving cyberattacks, and their
consequences.

Denial of service: Cyberattacks, whether by terrorists or hackers, might bring down
information systems with what is known as a “denial-of-service” attack. For example, the
perpetrator might gain entry to alarge number of unprotected computers on the Internet and
program them to access selected Web sites simultaneously. The computers controlling these Web
sites might then crash. Companies in other industries have been subjected to denial-of-service
attacks on their Web sites and servers, which were probably perpetrated by individual hackers.
Such attacks are not the subject of this report, which focuses on large-scale, organized attacks
intended to inflict maximum economic damage over along period of time. No massive,
coordinated attacks have yet been launched on any network, but if directed at freight information
systems, such attacks could disrupt freight service, causing significant damage to the economy.*
A related concern is deliberate disruption of a military mobilization during a national crisis.
Although individual freight companies may not be unusually vulnerable to such attacks, the
interconnections of the industry’ s information systems and the increasing role of the Internet
suggest the potential for widespread damage. One individual system whose loss could result in
significant economic harm is that of the Bureau of Customs and Border Protection (Customs,
formerly the U.S. Customs Service), because it is vital for the orderly flow of imports and
exports.? The full study suggested by this report should also consider how quickly the system
could recover from an attack and how well the freight system could operate in the interim. Of the
three types of attacks, denial-of-service attacks probably are the easiest to perpetrate but the |east
damaging.

Hazardous material shipments: More than 800,000 hazmat shipments occur daily in the
United States. Some are potential targets for terrorists trying to harm people or seeking materials
for making weapons. Terrorists could hack into and misuse information systemsto identify and
track such shipmentsin order to attack them at high-consequence locations. Under some
conditions, the malefactors might actually cause an accident resulting in the release of hazardous
materials purely through a cyberattack, for example by seizing control of railroad switches or
signals. Alternatively, terrorists might commandeer the supervisory control and data acquisition

! Economic damage from the 12-day shutdown of West Coast ports in October 2002 due to |abor-management
issues probably exceeded $1 billion (Anderson and Geckil 2002). Damage was limited because the shutdown was
widely anticipated. A cyberattack might have different consequences.

2 Loss of theair traffic control system could be even more devastating, but that is not included in this study because
it is not an interconnected system and does not rely on the Internet. Therefore, it is much less vulnerable to terrorist
cyberattacks than are freight information systems.
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(SCADA) system of a pipeline network carrying dangerous material to maximize the damage
following aphysical attack.

Weapons of mass destruction: Terrorists trying to bring aweapon of mass destruction
(chemical, biological, or nuclear) into the United States could disguise it as ordinary freight.
They could exploit vulnerabilitiesin transportation information systems to mask and track their
shipments, thus reducing the risk of detection. This approach islikely to become more attractive
to terrorists as physical security requirements become more stringent. Terrorists also might use
unauthorized access to freight information systems to move weapons around in the United States
or export them to other countries. Thistype of attack could have extremely serious
consequences, but it also may be the least likely, and the I T role in the attack may not be central.
Information systems could, however, play arole in reducing physical vulnerability to such use of
the freight transportation system.

All mgjor industries are vulnerable to cyber- and physical attacks. The freight
transportation industry appearsto offer unusual potential for both economic and physical
damage from terrorist cyberattacks.® These concerns may grow because freight transport is
increasingly dependent on IT. Aslong as the threat of terrorism remains, cybersecurity in the
freight transport sector will be an important issue, athough it isimpossible to define the threat
exactly or quantify it.

KEY CHARACTERISTICSOF THE FREIGHT TRANSPORTATION INDUSTRY

A cyberattack could come at any time and hit any point of vulnerability in the system. A variety
of measures to reduce vulnerability are being implemented or considered. The factors discussed
here and in more detail in Chapters 2 and 3 should be taken into account when such measures are
considered.

Industry Scale and Complexity

Freight transportation is handled by a great many individual companies operating different
modes of transport (e.g., ship, truck, train, air) in alarge and complex global system. The
industry uses millions of trucks, rail cars, containers, and so forth and employs millions of people
to move hillions of tons of freight annually. Some modes (e.g., air, rail, pipelines) are
concentrated, with relatively few companies. Others (e.g., trucking, international shipping)
include many companies, ranging from large and highly sophisticated organizations to “mom

and pop” operations using manual or low-technology systems. The fragmented and changing
nature of the industry, the diversity of the modes, and the lack of overall system security
coordination can lead to vulnerability. Intense competition keeps profit margins low for

3 For example, large parts of the electric network could be shut down by cyberattacks, but these probably would not
cause much physical damage to system components. The system could then be restarted quickly. See Making the
Nation Safer: The Role of Science and Technology in Countering Terrorism (NRC 2002). It also should be noted
that as systems become more automated, it may become easier for cyberattackers to cause physical damage.
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companiesin al modes, which limits their ability to fund new infrastructure, technology, and
procedures if the return on investment is not readily apparent.

Public—Private I nteractions

Freight operations in the United States are essentialy all in the private sector, but they are
intimately connected with the public sector. In addition to using government-owned facilities
such as highways, ports, and airports, the freight transportation industry is affected by many
aspects of government regulation—federal, state, local, and regional. Government monitoring
(e.g., customs clearance, truck weighing, and even first responder monitoring of hazmat
shipments) provides opportunities for unauthorized access to information systems, including the
electronic cargo declarations submitted to Customs, because any entry point provides a potential
vulnerability for cyberterrorists.

Information Systems Complexity

Freight information systems are a significant factor in the steadily improving efficiency of the
industry. These systems also help provide highly reliable delivery, which, among other benefits,
permits customers to operate with lower inventories, including “just-in-time” inbound materials
strategies. The transport/logistics system functions globally, but it is made up of discrete and
varied subsystems among the different modes and even among the companies within a mode.
The system is not integrated; instead, the subsystems are only interconnected at many different
points and in different ways. Many transport and logistics firms also connect with their
customers and government agencies such as Customs. Each interconnection represents a point of
potential vulnerability to attack. In addition, the ever-changing mix of carriers, shippers,
distributors, and freight forwarders who are or can be connected to the “system” makes it very
difficult to identify and authenticate users. The complexity and diversity of these systems are a
serious challenge in the development and implementation of a comprehensive cybersecurity
strategy for freight transportation information systems.

Overall Coordination

Coordination of efforts to reduce cyber vulnerability isamajor chalenge. No single government
agency, private firm, or association isin a position to consider the whole transportation/logistics
continuum as a complex system. Instead, many different organizations have influence over
fragments of the system. They act where they can, but that is not necessarily at the point of
highest priority.

VULNERABILITIES, SECURITY, AND TECHNOLOGIES

Many factors create potential vulnerabilitiesto cyberattacks on freight transportation information
systems, including the interconnection of systems, the increased reliance on the Internet for
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communications, and the emergence of decentralized systems. These potential vulnerabilities
and associated technologies are discussed here. A fundamental issue is whether the improvement
in security is adequate to justify the cost.

| nter connections

The interconnection of systems across large transportation sectors allows carriers, shippers, and
manufacturers alike to increase the efficiency of their operations. Asthe web of interconnected
information systems grows, however, it can become more susceptible to denial-of-service
attacks, improper use, and unauthorized access.

Large organizations in the transportation sector have interconnected their own
information systems to create systems spanning the enterprise. Smaller companies have
interconnected their systemsto create “federated” or “cooperative” systemsthat allow them to
compete more effectively with larger organizations. In addition, regulatory forces (some
motivated by post—September 11 homeland security concerns) are driving the interconnection of
commercia and government systems by requiring carriers, importers, exporters, and
manufacturers to submit more information electronically to the government. For example,
Customs Automated Manifest System (AMYS) represents avital link in the flow of information
about imported goods.

Documents such as bills of lading and letters of credit are essential for the shipments of
goods. They are increasingly sent in electronic form, but electronic documents can easily be
altered or counterfeited if not appropriately protected. Electronic data interchange (EDI)
standards exist for the transportation sector, but the sector has generally not incorporated
authentication technologies into its emerging systems and standards to ensure the authenticity of
the document author and that the document can be exchanged privately with another party.

I nternet Communications

The Internet is used increasingly as the primary communication method among transportation
partners or transportation carriers and their customers. Freight transportation has benefited from
arevolution in logistics based largely on improved communications through the Internet. In
supply chain management and the optimization of logistics, the ability to transmit data across the
Internet reliably is critical. Improvementsin supply chain efficiency have been an important
factor in economic growth, as discussed in Chapter 2. The most critical security concern of the
Internet is that attacks can come at any time and from virtually anywherein the world. Itis
inherently difficult to prevent such attacks or to identify the perpetrators afterwards, as noted in
Chapter 3.

The Internet itself provides only minimal levels of access control and protection against
eavesdropping. Virtual Private Network (VPN) technology incorporates encryption and other
security mechanisms to provide enhanced security for remote user-to-system and system-to-
system communications over the Internet, but only for prearranged situations involving a small
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number of systems. In general, the lack of awidely accepted encryption infrastructure
significantly impedes improved security.

Decentralized Systems

Since the introduction of Web-based application techniques in the early 1990s, system architects
have been shifting the design of information systems from primarily centralized systems toward
decentralized systems (networks that—Ilike the Internet—operate without central control).

The most significant challenge for the use of wide-scale decentralized systems is that of
developing the infrastructure needed to authenticate all of the usersin the system. Inthe
decentralized model, no central authority can resolve such issues, which makes security control
more difficult, though still possible.

Other Developments

Many technologies now being implemented or tested for potential usein the freight
transportation industry may have cybersecurity implications.

Embedded processors are, to varying degrees, being used or tested by the transportation
sector, primarily for the identification and monitoring of shipments. Radio frequency
identification (RFID) tags automatically identify an asset and/or its declared contents. E-sensors
detect and document environmental changes to a shipment along itsroute. E-seals are the
electronic version of mechanical seals; they can be placed on shipments or structures to detect an
unauthorized entry or deter intrusions because of the fear of detection. These devices are being
studied in pilot programs (see Appendix B). They are intended to address aspects of physical
security, not cybersecurity, but their links to transportation information systems suggest that they
should be part of astudy of IT vulnerability. For example, terrorists might hack into e-seals to
conceal tampering with a container.

Several enabling technologies may become part of the transportation sector’s I T
infrastructure. Wireless communications (i.e., RF, infrared, terrestrial, satellite-based) can
transmit information with mobile units. Wireless tracking systems already are used in the
trucking industry, often for critical, high-value shipments. Almost all of the embedded devices
that may be used in the transportation sector rely on wireless communications. Cryptography is
intended to maintain the privacy and integrity of information exchanged between two entities
over anetwork and contributes to the verification of sender authenticity. Smart cards (or smart
tokens) and digital certificates help to authenticate users. Biometric devices help to authenticate
human beings through a physical attribute such as a fingerprint or voice pattern.
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ASSESSING POTENTIAL POLICY OPTIONS

Given the damage potential from cyberattacks on freight transportation 1T systems, public and
private options for enhancing cybersecurity should be identified and developed. The actual
vulnerabilities, risks, and consequences of such attacks have not yet been determined,
analytically or otherwise, for the various modes. Furthermore, no mechanism now exists for
determining how much security is enough or which steps could be identified as having the
highest priorities. Additiona study as suggested here isintended to lead to a strategy for these
issues.

A strategy to reduce vulnerability must account for the company composition and
structure in each mode and the operations the companies perform. It must be based on an
analysis of security gaps, the costs and benefits of current and emerging technologies and
processes that could be implemented to enhance cybersecurity, and the ability of transport
companies to implement them. The analysis that would permit such a strategy to be devel oped
has not yet been conducted.

Some security measures may improve the efficiency of operations and pay for themselves
as normal investments. Although they may not necessarily be a company’ s investment of choice,
such measures would at least be of interest and should be a special focus of the proposed study.
Other measures are expensive but may be effective in reducing the likelihood or consequences of
acyberattack. In such cases, the main beneficiary may be the public rather than the company that
implements the measure. Since the risk of an attack cannot be specified and factored into the
costs and benefits of preventing it, prioritizing potential steps to reduce vulnerability to
cyberattacks is important.

The purpose of thisreport is to determine how such a study should be structured and the
issues that it should address. It does not present a plan for implementing cybersecurity measures.
Asfar as possible within the limited scope, the measures that might be considered and how they
might apply to the freight transportation system are reviewed. Several concepts for further study
are then suggested in order to develop a strategy for possible steps to reduce the sector’s
potential vulnerability to cyberattacksin the least costly and disruptive way. More detail can be
found in Chapter 4.

Task 1. Determinethe chief vulnerabilities of freight transportation information systems.
Thefirst step isto identify and describe the main information systems used in the transportation
sector and to understand the role they play in normal operations. These systems should then be
analyzed for potential cyber vulnerabilities. Much of this analysis would reflect I T vulnerability
studiesin general, but the specific use of the technologies in the freight industry would have to
be reviewed in depth. Detailed information might be obtained with a series of interviews and
perhaps a survey. The objective would be to develop a sufficiently detailed system description in
aformat appropriate for security analyses.

A variety of plausible attack scenarios would then be used to assess the systems as they
exist now and as they may evolve, and the consequences should they be attacked successfully.
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The purpose would be to develop afull understanding of the kinds of vulnerabilities that should
be accorded the highest priority. Analyses are then required of the expected costs (including
interference with normal operations) in countering these specific types of potential
vulnerabilities within each modal setting. Prioritization might be determined by combining the
consequences of a successful exploitation of avulnerability, the likelihood that such an attack
could be mounted, the costs of reducing the vulnerability, and the impact on normal operations.
While this prioritization could be done subjectively, it might also be possible to develop a
methodology to do so more analytically. In either case, it isimportant that a system-level
perspective be used to identify, assess, and compare the security issues at the level of
components, subsystems, and the overall system.

Task 2. Review current industry and gover nment practicesaddressing I T security.
Security practices will be difficult to obtain in detail. Most companies will be understandably
reluctant to discuss their practices and protective hardware and software because of concerns that
any revelations could compromise security. It may be possible, asin Task 1, to obtain the
information by interviews conducted under stringent assurances of nondisclosure. Companies
and government agencies might be presented with a menu of security options and asked what
they use. The effectiveness of these options, however, often liesin the stringency with which
they are implemented. That information will be even more difficult to procure. Interviewers must
be well versed in the technology and its use, and they must be prepared to probe for details. The
main purpose of this effort is to determine how the vulnerabilities and risksidentified in Task 1
are being addressed.

Task 3. Determinethe potential for 1 T-related security enhancementsin the sector. This
task is, in part, afollow-up to Task 2. Current and emerging technologies and practices should be
examined to determine what role, if any, they could play in addressing identified security gaps
and deficiencies. Integral to this assessment should be an understanding of the characteristics of
the industry and an analysis of how realistic and attractive these technologies and practices
would appear to decision makers. A key part of the study should be to research the costs and
benefits of security measures as they might be implemented in the freight transportation sector.
Other concepts might require government support because the benefits do not outweigh the costs
to the company. Because I T costs may decline over time and with increasing scale of
deployment, this task should also consider the feasibility of strategies that might make
potentially promising security measures more attractive.

Task 4. Analyze policiesto reduce cybervulnerability. The U.S. government could play a
useful role in disseminating information on new security options and best practices. It also might
evaluate the extent to which these options were being implemented. This task could include the
development of a set of cybersecurity guidelines and recommendations and consideration of how
to promote their use most effectively in the freight transportation industry.* Part of the task might

* The Administration released a national cybersecurity plan in February 2003 (see news.com.com/2100-1001-
984697.html).
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be to cooperate with companies in performing security audits, perhaps including “red teaming”
to test security, and in other joint private—public initiatives. The same tests should be applied to
the government’ s connections to the private-sector IT systems.

Task 5. Assess the economic impact of cost increasesin the freight transportation industry.
Some cybersecurity measures may supply economic benefits as well as security, asillustrated in
Figure 1-1. For example, the use of digital signatures might reduce costs related to fraud
detection and management and increase customer confidence. Other measures might protect
against low-likelihood but very high-consequence events—for example, involving weapons of
mass destruction. Such measures may have a high public value without significantly benefiting
the company that implements them, which could result in economic inefficiency for the industry
and the national economy.

This task should deal with but not be limited to the following issues:

1. Atwhat levelsand distribution of costs for security does the economic impact
become a concern, both for the freight industry itself and its users?

2. Onthebasis of existing models for relating economic inputs and outputs, what
changes in economic outputs might result from varying levels of investment in security?

3. Giventhetight profit margins associated with the freight industry, isthere a
significant possibility of economic damage to the companies that constitute this industry?

4. For investments that may be needed for national security purposes but that provide
little or no advantage to the company implementing the measures, what form of government
participation (e.g., tax credits) would be most effective?

Results should be quantitative and be devel oped for awide set of assumptionsin order to
permit consideration of a significant range of possible outputs.
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Security Economics

a. Little or no economic benefit to security enhancements.

Security Economics

b. Significant economic benefit to security enhancements.

FIGURE 1-1 Relationship between security and economic benefits.



Chapter 2
The Evolving Freight Industry

The nation’ s freight industry moves agricultural products and raw commaodities to factories and
finished goods to domestic and international markets. A major role is the handling of huge
volumes of imported finished goods, much of it in containers. The industry’ s weight in the
modern economy isonly hinted at by its size—hundreds of billions of dollarsin revenues and
millions of employees (BTS 2002, Appendix A). The various modes carried more than 15 billion
tons of merchandise, valued at more than $9.4 trillion, in 1998 (Figure 2-1). Freight
transportation has enabled the rise of new logistics and supply chain systems. The new systems
have led to explosive growth of world trade in the past decade, from which al consumers have
benefited. Cheap and responsive transportation makes it possible to acquire parts and
components from geographically diverse sources, manufacture and distribute goods without the
need for expensive warehouses, and give customers wider choices of products and services.
Overall, these advances have fueled economic growth.

HOW EFFICIENT TRANSPORTATION CREATESECONOMIC GROWTH

Commerce is an increasingly information-intensive process. Today’ s lean production methods
and modern supply chain management require companies to forecast customer demand
accurately; coordinate multiple suppliers (perhaps thousands); manage distribution of products
and services; track and trace itemsin transit; and otherwise control the flow of materials through
the organization, from raw materials to finished goods. These systems can be quite complex, and
they all hinge on managing information (Chopraand Meindl 2001).

Supply Chain Management and World Trade

Manufacturers, retailers, and other users of transportation have grown accustomed to thinking of
their supply chains (networks of manufacturers, wholesalers, distributors, and retailers, which
turn raw materials into finished goods and services and deliver them to consumers) as important
sources of competitive advantage. Supply chainsincreasingly are treated as integrated entities,
and closer relationships between the organizations throughout the chain can produce competitive
advantage, reduce costs, and help attract and maintain aloyal customer base.

Comypanies manage their supply chains to achieve strategic advantage, which often
requires detailed models of the movements of goods and the flow of information between the
organization and its suppliers and customers. The process of supply chain management is often
called “logistics.”

Today’ s supply chains are increasingly multinational, as companies seek the least costly
suppliers consistent with efficient production. This shift has driven aremarkablerisein
international trade. Merchandise trade worldwide has doubled in the past decade (Figure 2-2).
The United States accounts for nearly one-fifth of the world market by value and a

2-1
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corresponding share of the demand for transportation. The Federal Highway Administration of
the U.S. Department of Transportation (DOT) forecasts a further doubling by 2020 (FHWA
2002). This growth will offer economic opportunity but will strain the capacity of the nation’s
ports, other intermodal freight terminals, and highways.

The growth in foreign trade is even more striking in comparison with gross domestic
product (GDP). Since 1970 U.S. merchandise trade has more than doubled as a proportion of
GDP. The world as awhole has also seen healthy increases in this measure (Figure 2-3).

Growing Reliance on Information

Information is obviously avital contributor to supply chain management. An automobile
manufacturer, for example, must assemble all the parts and subassemblies for arun of a
particular make and model. In doing so, it must coordinate the production schedules of perhaps
hundreds of suppliers to ensure that the correct parts and subassemblies flow toward the final
assembly plant as needed. With today’ s lean inventories, thereislittle “ buffer stock” to make up
for asupplier’ s shortfall and, often, nowhere to store buffer inventories if they existed. To
manage its inventories, the company must forecast in real time its production of that model and
communicate with all of its suppliers and transportation providers so that they may speed up or
slow down their activities. These information flows are critical to industrial operations and
profitability, and any threat to their integrity becomes areal concern.

For larger companies, supply chain management is a component of enterprise resource
planning models. These models may include transportation as well as human resources, finance,
and other core functions. Specialized logistics management companies have proliferated in
recent yearsto serve this need for small and medium-sized companies.

DIFFERENCESAMONG MODES

Highway Freight

The nation’ s highway system is the giant of American transportation, carrying 71 percent of the
total tonnage and 80 percent of the total value of U.S. shipmentsin 1998 (FHWA 2002). More
than 550,000 separate trucking establishments carry freight locally, nationally, and
internationally, according to the 1997 Economic Census survey of the transportation and
warehousing sector. These companies shared total revenue estimated at $342 billion (including
local and long-distance trucking and courier services) (Bureau of the Census 2001a).

The companies range from tiny concerns with one or two employees to major nationa
networks with revenues of $2 billion to $3 billion or more (and the biggest of all, UPS, with
2001 revenues of more than $20 billion). In al, their 4.7 million employees were responsible for
more than 1 trillion ton-miles of freight movement. Highway freight movement grew robustly in
the late 1990s (BTS 2002).



The Evolving Freight Industry 2-3

Air Freight

All of America’s 100 scheduled airlines carry freight to some extent. Scheduled airlines’
revenues for domestic and international freight and express services totaled about $12 billion in
2001, and carriage of mail added another $1 billion. The airlines were responsible for nearly 22
billion revenue ton-milesin 2001. Freight and express specialists were among the few airlinesto
report consistent profitsin recent years.

All of these activities declined substantially between 2000 and 2001, however, reflecting
the uncertain security environment and the worldwide economic slump. The decline followed a
period of very heathy growth (more than 10 percent per annum for several years).

Rail Freight

Railroad freight revenues in 2001 totaled $35 billion. The nation’ s railroads were responsible for
nearly 1.5 trillion ton-miles of freight traffic. Nearly half of the tonnage (46 percent) was coal,
which was followed by chemicals and alied products (8.7 percent), farm products (7.9 percent),
nonmetallic minerals (7.0 percent), and food and kindred products (5.6 percent), according to the
Association of American Railroads (2003).

Therailroad industry isin along-term process of consolidation. The United States has
571 railroads, but only eight are large (Class | railroads that have corporate revenues exceeding
$266.7 million). Statistics for this group show atotal employment of 178,000 in 1999. In that
year the eight companies shared revenues of just over $32 billion. The Association of American
Railroads (2003) reports that the top two (Union Pacific and Burlington Northern) accounted for
more than two-thirds of that revenue in 2000 ($23 billion).

Waterborne Freight

The U.S. maritime shipping industry is diverse and complex. It includes awide variety of vessel
types offering many different kinds of service, calling on hundreds of portson all of the
seacoasts and the Great Lakes, as well as transiting inland waterways.

The volume of container freight moving through the nation’ s ports has doubled in the
past decade and is expected to continue growing rapidly (BTS 2002; The Economist 1997). More
than 15 million containers are in use globally; they account for about 90 percent of the world’s
internationally traded cargo by value (The Economist 2002). Virtually all oceangoing vessels that
serve U.S. commerce are operated under foreign flags.

Measured by value, the cargo transported by the international liner shipping industry
constitutes about two-thirds of the total U.S. foreign waterborne trade. In 2002, the liner shipping
industry carried roughly 6 million containers of imported cargo to the United States and
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approximately 3.3 million containers of export cargo being shipped from more than 202,000
American businesses. Thetotal isroughly $500 billion worth of goods, or more than $1.3 billion
worth of goods per day through U.S. ports (World Shipping Council 2002). Some details on the
information technology used by the international liner shipping industry are offered in Appendix
A.

Data from DOT’ s Bureau of Transportation Statistics indicate revenues in 1999 of $24.5
billion for domestic and international freight (coastal waterways, Great Lakes, locks and
channels, and inland waterways) (BTS 2002).
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Chapter 3
Freight Information System Technologies

Most freight transportation information technology (IT) isthe same asin other industries.
Differences arise because of the nature of the industry and the consequences of terrorist
exploitation of potential vulnerabilities, as noted in Chapter 1. The freight transportation industry
usesIT in severa ways:

e Backroom management and integration. Companies use a range of general-purpose
business applications to manage internal processes and to link them by sharing information
internally and with suppliers and customers (see, for example, Chopra and Meindl 2001,
McDougall 2003; Radding 2000).

e Mobile communications and tracking. To keep track of the locations of trailers,
trucks, rail cars, and other mobile assets and their contents, companies use everything from bar
codes to Global Positioning System (GPS) receivers.

e Internet applications. The Internet plays a growing role for all freight companies.
Electronic commerce of all kinds uses the Internet because of its wide accessibility and its
flexibility in allowing companiesto link various kinds of Web, client-server, and legacy systems.
These properties make it easier for companies to devel op distributed applications that can
exchange various types of formatted data (Kiely 1999).

All of these technologies have cybersecurity implications. As companies make their
operations more efficient by integrating their systems and those of their customers and suppliers,
they also raise cybersecurity concerns. The purpose of this chapter is not to define specific
information technologies into or out of the war on cyberterrorism. Rather, it isto provide abasic
understanding of the range and character of possible technology tools that might become
valuable in that context. The committee believes that this will help the Department of Homeland
Security (DHS) and the Department of Transportation (DOT) in the development of their
cybersecurity strategies.

EXISTING IT APPLICATIONS

Many kinds of IT are used by the freight transportation industry. The various modes (air, truck,
rail, pipeline, and water), to varying degrees, use specialized, sector-specific technologies, but
the high-level goal isto get the shipment from its origin to its destination, which may involve
multiple modes. The challenge is to get the shipment to its destination on schedule, with the
appropriate degree of tracking en route; to minimize delays in transferring from mode to mode;
and to do all of this at a competitive price without damage to the product shipped.

For most companies, transportation is a strategic asset. Large companiestoday are likely
to have sophisticated models of their operations, known as enterprise resource planning (ERP)
systems. ERP systems may include scheduling modules for manufacturing plants, which would
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allow the company to automate major portions of the decision processes in transportation or
other aspects of the value chain for that plant. The use of such modules (in finance, logistics,
manufacturing, human resources, or supplier management) hel ps the company improve the way
it does business by increasing efficiency and reducing human error.

Freight transportation planning and operation decisions are often assisted by software that
is designed to help analyze and determine how, where, when, and in what quantity materials
should be transported. These systems also compare different carriers, modes, routes, and freight
plans; include supply chain management software; and rely on sophisticated algorithms to
analyze options and generate solutions that increase profitability. These applications can
respond in real time to problems and emergencies—for example, by instantly rescheduling if a
machine breaks down.

For any mode, freight operations can generally be categorized into the following tasks, each
of which can be assisted or improved by the use of IT:

e Matching aload with a carrier. The cargo owner, or shipper, must identify and
engage a carrier—truck, train, ship, air, or acombination of modes. Freight brokers, agents, and
freight forwarders may be involved in this task. The technology involved can span the range
from telephone and fax on the low end to Internet-based load bidding. If amultimodal shipment
isinvolved, the shipper or broker (agent) will either have to arrange each leg of the trip or
request a carrier to arrange the entire intermodal movement.

e Order acceptance. It is necessary to establish a dated record of the carrier to which
the load is assigned. Thisrecord istypically called abill of lading (airbill or wayhbill). It isa
statement of the nature and value of goods being transported and the conditions and terms
applying to their transport. It serves as or evidences a contract of transport between the owner of
the goods and the carrier. It may be paper, or it may take various electronic forms.

¢ Routing/dispatching. Choosing a course and directing the vehicle to its destination
can be amatter of strictly human effort (for asimple truck trip) or it can be automated to nearly
any extent desired.

e Pickup confirmation, en route tracking, and delivery confirmation. Shippers and
freight companies often desire to track the progress of their shipments. A variety of processes
and technol ogies—depending on the transportation modes—can be used for this purpose,
including GPS satellites, digital or analog wireless telephones, and bar code scanning. Some
carriersuse al of these devices, so customers may monitor the locations of their shipmentsin
near real time by using the Internet.

e Transmitting shipping documentation. Paper documents are traditional here, but many
carriers use electronic communications [e.g., the Internet and electronic data interchange (EDI)].

e Cargo manifesting. This step often uses special information software and systems.



Freight Information System Technologies 3-3

The various transportation modes use different technologies, which reflect their recent
histories. All, however, are moving toward greater computer-assisted systems and reliance on
communication, frequently using EDI and the Internet. Y et they have far to go before truly
intermodal transportation communications are possible.

Highway Freight

The trucking industry is a component in nearly every company’s supply chain. Trucking
companies use computing and communications technol ogies heavily to improve their own
efficiency and to meet the demands of their customers for cost-effective, efficient, and easily
tracked logistics. The proliferation of small trucking companies over the past 20 years has been
built on the use of low-cost IT such as mobile phones, fax machines, and the Internet.

Trucking companies and freight brokers increasingly use the Internet to match loads with
the most appropriate carriers. Both independent brokers and some larger truck freight companies
have Web sites on which drivers can bid for loads or use EDI, which is also commonly used by
railroads and waterborne freight companies. Phone and fax, of course, are still vital, especialy
for the tens of thousands of smaller firms (i.e., those with fewer than 10 trucks).

To document the agreement to carry a shipment, many shippers use electronic means
[such as the well-established EDI or the emerging and more flexible Extensible Markup
Language (XML)], but smaller shippers use paper records.

Except for extremely time-sensitive operations, such as sophisticated logistics systems
serving just-in-time manufacturing operations, the driver or human dispatcher is responsible for
routing and dispatching the truck. The technology is available for automating these operations to
nearly any extent desired (including special software for generating maps and trip schedules).

For confirming the pickup, en route tracking, and delivery confirmation, truckers use a
variety of technologies, including GPS (satellites), digital or analog wireless telephones, and bar
code scanning. New electronic automatic vehicle identification (AV1) systems, much like those
used in the electronic collection of tolls on highways, are used increasingly in busy ports and
other intermodal transfer points. Some carriers use al of these devices, so customers may
monitor the locations of their shipmentsin near real time by using the Internet.

In transmitting shipping documentation, paper documents are the norm, but some carriers
use digital communications such as EDI.
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Air Freight

The rapid growth of air freight in the past decade was made possible by advancesin
communications as much as anything else. Coordinating the worldwide movement of time-
sensitive freight, from business documents to garments to fresh flowers, is a challenging and
complex task.

Air cargo companies gain their competitive edge from technology innovation. They
pioneered the generation and use of large databases that can be queried at will to monitor each of
the millions of itemsthat alarge air freight company may have in transit at any moment. A vital
part of the problem is to ensure that intermodal communication is efficient (Air Transport
Association 2002).

Rail Freight

Rail freight isincreasingly supported by information systems and communications technol ogies.
Typical trains a decade or so ago had a crew of four, compared with two today. Rail companies
have made growing use of onboard computers, local area networks, automated equipment
identifiers, GPS tracking, automatic reporting of work orders to headquarters, car scheduling and
train order systems, and two-way wireless connections (Association of American Railroads
2003).

Signaling and monitoring systems are also more automated, taking advantage of
commercia fiber-optic communications cable that has been laid along rights-of-way. Therails
themselves are used as communications channels for signal controllers and trackside signals.
Wayside “hotbox” detectors take infrared readings on the bearing boxes of passing rail cars and
automatically report overheated journals over VHF voice networks. In arranging transfers to and
from other modes, railroads have long used EDI.

To help track shipments, nearly all locomotives and rail cars are tagged with automatic
identification transponders, which automatically record car locations. This technique allows
automatic verification of the standing order of cars in each train and faster, more accurate
reporting of car locations to railroad service centers and customers.

Waterborne Freight

Waterborne freight has many of the same information needs as other modes. The carrier must
identify cargo, make intermodal handoffs efficiently, and get the cargo to the agreed destination
as quickly and securely as possible. The types and sizes of typical cargo (mainly containerized
freight, petroleum and other fluids, motor vehicles, and various bulk cargo) are somewhat
different from those of other modes, but the types of information needed are essentially the same.

The focus of the remainder of this section is on the international liner shipping industry
(that is, ocean carriers that offer scheduled services on fixed routes), since this type of shipping
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activity involves the greatest need to manage information and communicate with others. Further
detail can be found in Appendix A.

Business Data Systems

The heart of acompany’s information and communication processes is usually alegacy
mainframe computer system, which is generally accessible over the Internet (with various levels
of access to usersinside and outside the company). Accessis secured by passwords or avirtual
private network with different levels of security for, and access to, the centralized mainframe
systems. Many global carriers al'so have company intranets.

Central Dispatch/Redirection

Central to liner shipping companies’ activitiesin this areais keeping track of containers and
truck chassis. Shippers (cargo owners) must arrange with the line for the specific types and
numbers of containers needed, the pickup date, and which vessel isto carry the containers. To
do this, the shipper either directly contacts the line’ s booking agent or enters the necessary
information (including origin, destination, port of loading, commodity description, shipper’s
name, and type of container) using the appropriate transaction section of the line's Web site. In
either case, the information goes into the company’ s mainframe system and becomes available to
dispatchers of containers and to vessel operators and terminal operators, who make the necessary
preparations for the movement, loading, and stowage of containers on the vessel and for the
availability of needed equipment. At the destination port, the terminal operations staff—also
working from the company’ s mainframe system—will access information needed for off-loading
the containers and handing them off for the next leg of the journey.

Information Flow Among Collaborators

Multiline alliances and other vessel-sharing arrangements are central to liner shipping. Because a
vessel may carry the cargo of various container lines, it is necessary to exchange significant
amounts of information among alliance members. Most of thisinformation exchange is handled
viaEDI, which in turn requires that each alliance partner’ s information system be programmed
to accept data from the other partners’ systems.

They also must share information with truckers and rail carriers to ensure efficient
intermodal transfers. The EDI protocol and/or Web tools are generally used with *house”
truckers or railroads; with smaller trucking companies, the transactions are handled by fax or e-
mail.
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I nformation Flow to Gover nments

The freight industry has innumerable el ectronic links, mandated or voluntary, with local, state,
and federal agencies. These include manifest filings, operating authorities and permits (e.g.,
permits to carry hazardous materials), route filings, electronic funds transfers, and personnel
files, to name afew. For example, ocean carriers must post information on imported cargo with
the Automated Manifest System (AMS) of DHS' s Bureau of Customs and Border Protection
(formerly U.S. Customs Service). The Customs databases and systems are discussed in more
detail in Appendix D. Customs recently promulgated the so-called 24-hour rule (see Box 3-1),
which requires that advance cargo declarations be submitted 24 hours before loading of U.S.-
bound cargoesin foreign ports. AMS and the Customs’ Automated Targeting System (ATS) are
becoming the preeminent centralized government data management system for security
prescreening of import cargoes to the United States. In addition, many ocean carriers and
shippers are participating in Customs Automated Export System (AES) for electronic
submission of export cargo information; other ocean carriers provide that information today in
paper (fax) form. The Advanced Passenger Information System (APIS), which has been used by
airlines since 1986 to report airline passengers, has now become mandatory for other modes,
under the Enhanced Border Security Act of 2002. It will soon require mandatory advance
electronic crewmember information from vessels. As with information technology in other
applications, the use of systems and databases in public—private partnershipsis subject to the
cybersecurity implications previously mentioned in this chapter.

I nformation Flow Between Carriers and Customers

Estimates in the trade press suggest that about 75 percent of shippers' transactions with ocean
carriers are handled by telephone or fax, 20 percent through individual carriers Web sites, and 5
percent viathe three Web-based portals (e.g., GT Nexus, Inttra, and CargoSmart) that provide
access to multiple carriers at one site. In electronic transactions between ocean carriers and their
customers, user registration and assignment of passwords is a common security measure.
Encryption of datais primarily used in situations in which the parties are passing data related to
title to goods, as, for example, with remote printing of bills of lading. Some companiesin the
liner shipping industry are moving to customer relationship management software, which allows
them to more flexibly manage customer transactions through a simpler linking of all the
company’ sindividual business systems. Customers can obtain information on the status of
particular cargo movements from the ocean carrier’ s customer service department or track the
cargo’ s position in a secure section of the carrier’ s Web site using coded information from the
bill of lading.

IT TRENDSAND EMERGING TECHNOLOGIES

A variety of approaches using new technologies may be linked to IT systemsin the future. Some
are intended to improve cybersecurity. Others would be implemented for efficiency reasons but
may have secondary implications, positive or negative, for IT vulnerability. The topics discussed
are still developmental, and there is no assurance that they will be (a) appropriate for freight
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transportation security or (b) available at an acceptable cost. The technol ogies discussed here are
intended as examples of technology that the full study should consider. Determining which are
likely to be widely implemented was beyond the scope of this study.

Electronic Supply Chain Manifest Demonstration

DOT, working with freight shippers, has tested a variety of ways to improve intermodal transfers
of freight under the Intelligent Transportation Systems program. For example, at O’ Hare
International Airport, the Electronic Supply Chain Manifest (ESCM) system was tested in a 2-
year demonstration that focused on the air—truck interface, but it is being considered for other
modes as well.

Freight Information Real-Time System for Transport

The Freight Information Real-Time System for Transport (FIRST), being developed by the Port
Authority of New Y ork and New Jersey (https://www.firstnynj.com/), is an Internet-based
system for trucking companies, railroads, terminal operators, ocean carriers, brokers/freight
forwarders, and others to use in speeding the flow of cargo through the area (one of the busiest
and most congested in the country). It allows cargo brokers, shipping agents, freight forwarders,
and steamship companies, as well as trucking companies and railroads, to check the status of
cargo and vessel arrivals, arrange pickups, and confirm deliveries. The FIRST Web site includes
alerts of bridge and tunnel problems and traffic congestion (and Webcams of the busiest
container terminals).

FIRST consolidates in one place on the Web various existing sources of critical cargo
transfer and carrier information (including near real-time information on truck, ship, and train
arrivals), real-time video feeds to monitor congestion at seaport entry gates and road conditions
on arterial roads leading to the port, and enhanced intermodal connectivity by improving the in-
transit visibility of cargo.

I nter connections of Systems Across L arge Sectors

The interconnection of systems across the freight transportation sector, properly implemented,
significantly increases the ability of participants to communicate effectively and efficiently by
reducing mundane tasks and increasing accuracy. Various forces are currently driving the
interconnection of information systems across the entire transportation sector. Economic forces,
among other considerations, are causing large organizations in the transportation sector to
interconnect their own systems to create enterprise-spanning systems. For example, all of the
large overseas shippers now have interconnected systems that are used to control most aspects of
the shipping process within their organizations. The systems have many of the same
characteristics as those developed by Federal Express to handle all of its various operations,
including overnight, freight, and custom deliveries. Furthermore, customers are being granted
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electronic access to those systemsto gain “visibility” of shipments, which allows the customers
to make their own operations more efficient.

As some large organi zations devel op interconnected systems for their own purposes, they
also provide the resulting computer-assisted services to alarger number of smaller organizations
who otherwise would not have their own systems. For example, the system used by Union
Pacific to control its networkwide operations is also used by many short-line carriersto control
local and regional operations. Such sharing of information systems helps large and small
operators alike to increase efficiency, reduce overall costs, and amortize investmentsin IT.

Smaller operators also are interconnecting their existing systems to create “federated” or
“cooperative” systems that allow them to compete more effectively with larger organizations.
For example, four regional trucking carriers have formed the ExpressLink system to interconnect
their own corporate-level systems. ExpressLink gives each carrier national coverage while
allowing it to maintain arelatively small infrastructure.

In addition, policy and regulatory forces are driving the interconnection of governmental
systems and the interconnection of commercial and governmental systems. The Bureau of
Customs and Border Protection has several new IT systems (described in Appendix D) under
devel opment that—once they become operational—could serve more government agencies than
originally envisaged as aresult of homeland security initiatives and requirements. 1n many
respects, the interconnection of government systems parallels the interconnection of commercial
systems because regulatory agencies must streamline their operations to keep pace with
increased efficiencies provided by commercial systems.

Regulatory forces are al so driving the interconnection of commercial and government
systems by requiring more information to be submitted electronically to the government by
carriers, shippers, and manufacturers. For example, effective December 2002, Customs has been
requiring the submission of sea cargo manifests 24 hours before loading of export cargoes
destined for the United States (see Box 3-1). Customs, acting under statutory authority, is poised
to propose that all sea cargo manifests be electronically submitted for both import and export
cargo. Customsislikely to propose that similar electronic submission requirements for cargo
descriptions be implemented for the other transportation modes.

Many of the economic, business, policy, and regulatory forces described above have
existed for quite some time, although the pace of development in many of these areas has
guickened as aresult of homeland security initiatives. Accordingly, pilot programs have been
started or are being planned in various sectors to gain practical experience with various existing
and emerging technological and procedural applications and processes before decisions are made
on their potential adoption. Pilot programs (see Appendices B and C) such as Operation Safe
Commerce, Sim-Tag, Cargo Handling Cooperative Program (CHCP), and Smart and Secure
Trade Lanes (SSTL) involve the testing of, and comparison between, different monitoring and
identification systems of shipments aswell as the handling of those shipments through the
intermodal transportation chain. Each pilot program is intended to provide insights that may be
relevant to determining future economic, policy, and regulatory priorities and requirements.
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For all of the reasons stated above, the interconnection of information systems across
large transportation sectorsis likely to develop further. Transport carriers, shippers, and
manufacturers will likely find economic value in increasing the efficiency of their operations by
development and deployment of multifunctional and multifirm intelligent management systems.
Similarly, government systems and the interconnection of commercial and government systems
are likely to be used increasingly in satisfying complex policy and regulatory requirements.
However, as the web of interconnected information systems increases to fulfill these
requirements, it islikely to become more susceptible to unauthorized access, improper use, and
denial-of-service attacks." That is, the natural solution for the current set of economic and
regulatory problems could become the cause of a host of cybersecurity problemsif it is not
implemented properly (CSTB 2002a).

Various architectural and technical mechanisms can be used to maintain security across
interconnected systems, such asfirewalls and different access control levels. However,
regardless of the specific mechanism, they all essentially rely on authentication, the identification
of every person or computer that accesses the system. The stronger the mechanism of
identification, the stronger the overall security of the system. For example, most stand-alone and
interconnected systems, including PCs, departmental servers, mainframes, and enterprise-
spanning Web-based services, rely on a simple username and password combination to identify
each person who should be allowed to access the system. Although many techniques have been
developed to “increase the security” of the simple password scheme (e.g., stamping additional
numbers on the back of credit cards or requiring at least six characters in a password), most
security experts agree that passwords are a weak authentication mechanism becauseit is
relatively easy for an intruder to acquire such information. In an interconnected system, the
potential problems caused by weak authentication mechanisms are amplified significantly
because of the increased number of entry points into the system. Furthermore, access to one part
of the system could lead to access to other parts of the system, if not to the entire system. As
important as the authentication of individualsin an interconnected system is the authentication of
every system that accesses another system.

The importance of credible authentication in interconnected systems has been well
known for more than 20 years. Moreover, various competing theories and technologies have
evolved over that time to address these concerns, primarily through the use of cryptographic
techniques that rely on mathematical approaches to ensure that the authentication information
cannot be stolen or forged (CSTB 1996). Credible authentication is based on a set of “digital
certificazntes” (i.e., credentias) that have been “digitally signed” (i.e., authenticated) by a “trusted
entity.”

The use of digital certificates and signatures went along way toward solving the wide-
scal e software authentication problem. Support for digital certificates, which were first

! This theme was reflected in “ Continued Review of the Tax Systems Modernization of the Internal Revenue
Service” (CSTB 1994) with the strong condemnation of the extremely weak security architecture, which had 55,000
members able to access ataxpayer’ s file over unsecured circuits using only afixed password.

2 Having asingle “trusted entity” is only one approach. The study that is outlined should look at alternative
approaches such as having multiple roots [e.g., SDSI/SPKI (simple distributed security infrastructure/simple public
key infrastructure)] and other benefits of digital signatures such as the protection of certificate integrity.
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developed in awidespread manner in the mid-1990s with the Netscape Web browser, has since
been added to most e-mail software for the authentication and encryption of e-mail, although it is
not yet widely used. Digital certificates and signatures are often used in conjunction with
hardware devices such as smart cards and smart tokens to further strengthen the authentication
scheme used by a system.

Embedded Processors and Enabling Technologies

Historically, the primary interface between the real world and the cyberworld has been a human
being: someone interprets real-world activities and enters data into the computer system, or
someone is provided tasking by the computer and performs a real-world chore. Embedded
processors transfer information directly between the real world and the cyberworld. They are
already used in the transportation sector, primarily for the monitoring and identification of
shipments, and that use could grow. Radio frequency identification (RFID) tags, e-sensors, and
e-sedls, together with their electronic readers at all relevant points, are examples of embedded
processors.

RFID tags are used to provide an automated means of identifying an asset or its declared
contents, or both. These tags can be either active or passive. Active RFID uses an internal
power source (e.g., battery) within the tag to continuously power the tag and its RF
communication circuitry, whereas passive RFID relies on RF energy transferred from the reader
to the tag to power thetag. Passive RFID operation requires strong signals from the reader, and
the signal strength returned from the tag islow because of the limited energy. Aswith any RFID
system, one of the vulnerabilities to cyberattack occurs at the point where the tag communi cates
with the reader. The simplicity of passive RFID tags makes them relatively easy to “spoof.”
Active RFID systems, on the other hand, can include authentication and encryption techniques
similar to those of any computer network. Some of their cybersecurity challenges are therefore
similar to those of other IT systems, as discussed above.

E-sensors make use of embedded processors to detect and document environmental
characteristics or changesto a shipment along itsroute. For example, temperature sensors can be
used on refrigerated containers to detect whether the internal temperature was maintained within
proper limits over the entire route. Certain types of sensors have been used for sometimein
various applications in the transportation sector but are now, to some degree, being integrated
with embedded processors. For example, atemperature e-sensor can record the actual
temperature of the shipment over the entire route, and the temperature data can be stored in a
tamper-indicative manner by using a variety of hardware and software techniques. E-sensors also
can be configured to document container intrusions.

Seals, whether electronic or mechanical, are placed on shipments or structures to detect
an unauthorized entry (thereby alerting officials to the need for further inspections) or deter
intrusions because of the fear of detection. They can be designed for different applications. For
example, e-seals on a container door might store information about the container, the declaration
of its contents, and its intended route through the system. E-seals can document when the sedl
was opened. In combination with digital certificates and signatures, an e-seal aso could
document whether the individual s sealing and unsealing the container were authorized.
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While these technologies are intended to enable monitoring of shipments and physical
security, they all use IT and arelinked to I T systems. Thus the additional connection points (e.g.,
electronic readers) may increase cybervulnerability. A full assessment of the potential
cybersecurity vulnerabilities that would be created through the widespread adoption of these
technologies in the freight transportation industry is needed (see Task 1 in Chapter 4), perhaps as
part of the larger study that isthe focus of this report.

In addition to the embedded devices described above, enabling technologies, including
public-key cryptography, biometrics, and wireless communication tracking, are of potential use
in the transportation sector’s I T infrastructure and are relevant from a cybersecurity perspective.

Cryptography has been used across a range of application areas for more than 25 yearsto
ensure that information is exchanged privately between two entities over a network.
Cryptography is the basis for most “secure” Web-based activities and “secure” e-mail
applications, and it is supported by all major software applications. The need for strong
cryptographic techniques in electronic commerce has led to its widespread availability beyond
traditional military applications.

Biometric devices are used to authenticate human beings on the basis of one or more
physical attributes such as aretinaor iris pattern, afingerprint, digital face recognition, or voice
pattern. As such, thislimits access to a specific person, not just to someone who knows certain
information (i.e., a password) or holds certain credentials (e.g., adigital certificate). Biometric
devices can be used in conjunction with asmart card (or smart token) and a digital certificate to
improve authentication. [The report Who Goes There? Authentication Technologies and Their
Privacy Implications (CSTB 2003b) has a more in-depth discussion of biometrics as an
authentication technology, commonsense rules for the uses of biometrics, and potential privacy
and other social implications of their use.]

Wireless communication tracking systems are used in the domestic transportation sector
to monitor the location of shipments along their route. In some cases, the shipment reportsits
location using wireless communication to a control system, while in other cases the shipment
simply records its location along its route, and those data are gathered at a control point.

It will be important to closely monitor ongoing and planned pilot programs (e.g.,
Operation Safe Commerce and Smart and Secure Trade Lanes) intended to test these
technologies to determine what role, if any, they might have in enhancing supply chain security.
Standardization efforts of various national and international organizations and institutions (e.g.,
the Auto-1D Center at the Massachusetts I nstitute of Technology and the International
Organization for Standardization) and the degree to which such efforts would address recognized
cybersecurity vulnerabilities of the technologies and their possible commercial deployment are
also worth monitoring.
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Electronic Data I nterchange

Proper paperwork, including the bill of lading, work order, and letters of credit, is essential to the
movement of shipments. The electronic exchange of documents required throughout the
shipping process is becoming more and more common. Mature EDI standards exist for the
transportation sector, and operational systems are already in use by large and small organizations
within the sector.

The first electronic documents to be exchanged were those directly related to money,
such as purchase orders, work orders, invoices, and payments. For example, 96 percent of all
invoices generated by Union Pacific are exchanged electronically. The electronic exchange of
other documents in the shipping process is increasing, to the extent that no paper document is
ever generated in some cases. For example, 80 percent of all Federal Express orders are placed
electronically over the Internet, and corresponding electronic invoices and credit-card receipts
are sent to the consumer.

Historically, the validity of a shipping document was verified by human beings along the
route who physically examined the document itself and any attached seal. Some fraudulent or
forged documents would routinely be detected, but some would not. In general, the system was
designed to limit the number of improper documents to an acceptable level across the entire
transportation sector. The steady move toward electronic documents, however, could
significantly alter that delicate balance because electronic documents are easily reproduced,
altered, or forged if they are not implemented properly. More important, it is practically
impossible for a human being to detect such aforgery, let alone monitor the rapidly increasing
number of documents being exchanged.

The use of a cryptographically generated signature on a sensitive document that is
exchanged between two information systems hel ps ensure the authenticity of the document
author and that it can be exchanged privately with another party. As discussed above, such
technology has been used extensively in many application areas and iswidely available. An
effective digital signature would reduce the vulnerability of a document to tampering and
fraudulent use.

The transportation sector in general and system developersin particular have not to any
large degree incorporated digital signaturesinto emerging systems and standards. To date,
forgeriesin the freight transportation industry have had few implications beyond finance. If
weapons of mass destruction were to be smuggled, however, forgery might be an integral part of
the deception. The study that is outlined here should analyze the use of digital signatures on
electronic documents and determine whether steps could be taken to encourage more widespread
use.

In many cases, the worst cybersecurity problems result from the first wave of
productivity enhancements gained by computer-assisted systems. That is, when computerized
systems are first deployed to increase productivity, they naturally cause a change in the business
processes and procedures followed by human beings to do their job. If the consequences of
those human-oriented changes are not considered by the system designers, a wrongdoer could
take advantage of those changes and cause more difficult problems than were possible before
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(CSTB 20033, 80-81). Similarly, equipping electronic documents with digital signatures based
on strong cryptography might create an environment in which the electronic documents would
replace paper-based documents, thus possibly altering normal business processes and procedures.

The productivity enhancements provided by electronic documents come at a price.
Widespread use of electronic documents would require devel opment of an electronic
infrastructure to support the authentication of individuals and organizations, document standards
across arange of transportation sectors, and a set of auditing processes to ensure that the system
isworking properly. Such infrastructure elements are being developed across a wide range of
business sectors and are starting to evolve in the transportation sector. The study that is outlined
here should consider the value of pilot programs to identify the various issues and challenges
surrounding the creation of such an electronic infrastructure throughout the transportation sector.

Asin the deployment of any technology, the deployment of EDI could result in new or
additional vulnerabilities and consequences. They could result from alteration of existing
business practices (e.g., the involvement of one less person in a check-and-validation process)
and the development of infrastructure elements across various business sectors (e.g., two
incompatible systems are “united” by athird “mediating” system), among other causes.

I ncreased Reliance on I nter net for Communication

Economic forces are pushing most systems toward Internet communications as the result of
widespread, near-universal access. Consumer-oriented carriers handle a significant portion of
their business over the Internet, keeping pace with the general push toward online commercein
all sectors. Similarly, business-to-business carriers are also starting to use the Internet for a
significant portion of their transactions.

With the increased use of the Internet has come an increased awareness of the need for
secure communications and stronger authentication techniques in most information systems,
especially those using the Internet. Hardware-based authentication tokens, which are issued to
users who need to access a system over the Internet or by use of some other remote access
technology, either replace or augment a conventional password system to strengthen the remote
authentication process. For example, Federal Express uses 20,000 tokens to provide system
access at various levels to remote users. Virtual Private Network (VPN) technology has been
developed to provide extra levels of security for remote user-to-system and system-to-system
communication over the Internet. VPN technology creates a virtual network on top of the
Internet that allows access only to a specified set of users and systems. The VPN technology has
well-established hardware and software standards. VPN works for prearranged situations
involving asmall number of systems.

One of the challenges still facing Internet developersisthat of availability. Asthe
Internet isincreasingly used as the primary communication method between transportation
systems, the ability to transmit data reliably across the Internet becomes more critical. Internet
availability is a double-edged sword. On one hand, the Internet is vast, with many redundant
paths between al points—local and even regional breakdownsin one part of the Internet are



3-14 Cybersecurity of Freight Information Systems: A Scoping Study

healed relatively quickly by rerouting traffic around the problem areas (CSTB 2002b, 2). On the
other hand, key resources on the Internet depend on standard software components that are under
continuous attack from avariety of sources constantly looking for ways to make them fail. For
example, attacks on the Domain Name Service (DNS) and Sendmail servers have demonstrated
the susceptibility of these widespread components.

As stated previously, the most difficult security aspect of any large networked system
such as the Internet is that the attacks can come from virtually anywhere in a nearly anonymous
manner (using current authentication methods). Denial-of-service attacks have been conducted
for along period of time by awide range of people located around the world. More important,
such attacks are inherently difficult to prevent, and it is difficult to track down the perpetrators.
Owners of key transportation systems that use the Internet for communication purposes should
be aware of therisk of such attacks. Protective measures are often used as a normal part of the
business process.

Emer gence of Decentralized Systems

Since the introduction of Web-based application techniques in the early 1990s, decentralized
information systems have emerged as an alternative system architecture to the prevalent
centralized systems. That is, instead of having asmall number of serversthat provide servicesto
alarge number of users (the centralized approach), systems are now designed with alarger
number of serversthat communicate directly with each other to provide services (the
decentralized approach). Decentralized systems have an inherent ability to work around local
and regional network outages, communicating whenever possible, but otherwise not preventing
local users from continuing to work. Early applications such as Napster allowed music files to
be exchanged between peer systems, while mainstream software applications such as Groove
allow peer-to-peer processing of typical business documents. The security implications of
decentralized systems include the lack of a centralized “authority” to authenticate that all the
users and computersin the system are who they purport to be.
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Box 3-1. New Cargo Security Regulations
from Customs and Border Protection

The U.S. Bureau of Customs and Border
Protection in late-2002 issued the so-called “24-
hour rule,” which requires ocean carriers to
submit advance cargo declarations (CF 1302) 24
hours before loading U.S.-bound cargo in foreign
ports. Under this rule, Custom’s Automated
Manifest System (AMS) is becoming the main
federal data management system for security
screening of waterborne imports.

The carrier sends data on inbound cargo to
Customs via AMS, and Customs makes the
appropriate checks using AMS and its Automated
Targeting System (ATS), according to an
established list of risk factors. Customs can
thereby determine whether a container should be
held pending further investigation at the foreign
port and whether containers should be physically
inspected. Containers for which no hold has been
issued can be loaded 24 hours after submission
of the data.

Section 343 of the recent Trade Act of 2002
(P. L. 107-210) requires that information on all
imports and exports be submitted electronically to
Customs. Customs will promulgate final
regulations under the act by October 1, 2003. It is
expected that more foreign jurisdictions will
require electronic submission of cargo manifest
information in the future.




Chapter 4
Planning a Full Study

As discussed in previous chapters, the freight transportation industry’ s information systems may
be vulnerable to cyberattacks. The consequences of a cyberattack could be serious, both
economically and physically. Further study is needed to identify specific vulnerabilities and risks
and develop possible strategies to address those vulnerabilities while minimizing the costs of
doing so. Such studies are warranted for the following reasons:

e Information technology (IT) is becoming increasingly central to freight
transportation.

e Withal IT come cybersecurity issues that should be carefully considered, in
particular in a post—September 11 environment.

e Addressing cybersecurity issues presents the same conundrum as other security
issues. atrade-off between risk reduction and the costs of implementation.

e No mechanism exists for determining analytically how far to go in reducing
vulnerability or which steps should have the highest priorities.

e Not enough is yet known about cybersecurity asrelated to freight IT or the impact of
potential measures to enhance security.

Therefore, the committee concludes that a need exists for a comprehensive study to
assess the current challenges in cybersecurity in freight transportation information systems and to
identify possible strategies to mitigate identified vulnerabilities. Such strategies must account for
the company composition and structure in each mode, the operations the companies perform, and
the information systems they use. They must be based on an analysis of security gaps, the
advantages and disadvantages of current and emerging technology and processes that could be
implemented to enhance cybersecurity, and the ability of transport companies to implement
them. The analysis that would permit such strategies to be developed has not been conducted.
The committee discusses some elements of the required analysis below.

ASSESSING SECURITY ISSUES

It is generally understood that achieving cybersecurity requires atwo-step risk assessment. First,
an analysis must be performed to identify overall system vulnerabilities, the threats that might
exploit those vulnerabilities, and the consequences if the threats were indeed carried out. Figure
4-1 illustrates the interrelationship of these factors. Second, arisk management analysis must be
conducted to eval uate possible measures to enhance cyber security, their costs, and their benefits.
Asdiscussed in Chapter 3, the nature of the coordinated information system that serves the

4-1
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nation’ s freight transportation system makes this risk analysis extraordinarily difficult compared
with other computer security assessments. Nonetheless, this analysis of the overall
interconnected system, as well as the individual subsystems, is essential to successfully address
potential terrorist threats.

Actions to mitigate threats should depend on the specific threats considered plausible, the
natures of the systems involved, and their owners. For example, a broad denial-of-service attack
on the Bureau of Customs and Border Protection’s Automated Manifest System (AMS), could
shutdown this necessary interaction point for all international shipments into the United States
(see Appendix D). Without this system, international transportation activities could grind to a
halt, with significant economic consequences for U.S. manufacturers and businesses and,
ultimately, the U.S. economy. The U.S. Government is responsible for countering such threats.
Alternatively, a disabling attack on the dispatch system of alarge carrier could bring that
operation to a halt (and, correspondingly, all transportation activities linked to it). When potential
targets are individually owned and operated systems, the design and implementation of the
solution move to the companies that own these systems.

Diversity characterizes the freight transportation sector. Achieving information system
security demands a certain continuity of system design, implementation, and security procedures
that does not readily permit the flexibility that might be desirable in accommodating such a
diverse range of participants. Asaresult, careful identification of possible measuresis required.

The choice of measures to counter cyberterrorism must consider economic as well as
security issues. Ignoring cost could have serious economic consequences, handing terrorists one
of their stated objectives. It is difficult to estimate economic impacts across a broad sector such
as freight transportation. Nonetheless, it must be recognized that this sector operates on tight
profit margins. Implementation of cybersecurity measuresis unlikely to be optimal unless
economic benefits accompany the security solutions. Figure 4-2 provides a visualization of the
overlap between measures to improve security and measures to improve economic performance;
some security initiatives may improve economic performance, and others may not. Prioritization
of possible measures for a diverse consortium of participants must be sensitive to this point as a
specific aspect of the risk management analysis. Another example of the tension between the
diversity of the community and the continuity required for cybersecurity concerns evaluation of
cybersecurity capabilities. Important questions must be addressed, including who would perform
the monitoring role, how it would be accomplished (for example, whether penetration tests
would be conducted), how frequently evaluations would occur, and how they would be reported.

In view of these points, the process of evaluating possible measures and eventually
selecting some for implementation must be an integrated effort that is based on arisk
prioritization methodology and a cost—benefit methodology that are shared and understood by all
affected members of the freight transportation community. The prioritization methodology must
account for the consequences of potential attacks; the availability, efficacy, and cost of possible
measures; their side benefits; and the distribution of costs and benefits to community members
and the nation as awhole. At present, no such methodology isin use or under development. In
addition, no single organization has a mandate to develop and manage the use of such a
methodology. This report provides a set of recommendations that, if followed, would be the start
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of aprocess for selecting, implementing, and managing measures for countering potential
terrorist cyberattacks.

The study suggested here isintended to provide a strategy for approaching these issues. It
might be necessary to involve several entitiesin the conduct of the study. The National
Academies could do some of the work, but thisis not a proposal for an Academy study. Industry
consultants might collect data. One or more federally funded research and development centers
could do the detailed analysis. Various academic research programs also could be involved.

In all these tasks, it will be necessary to impose strict conditions on the information
collected and on the way it is processed. Not only is company confidentiality a major concern,
but so isthe possibility that the information might be compromised by the terrorists that the
study isintended to combat. Also, for all these tasks, it will be important to not only study
private freight information systems, but aso those government information systems that interface
with the freight transportation sector (e.g., the various information systems operated by Customs
and Border Protection).

STUDY PLAN

Task 1. Determinethe chief vulnerabilities of freight transportation infor mation systems.
No complete system description exists of the use of IT in the transportation sector. The first step
of thistask isto identify at least the major components that can affect cybersecurity and their
interconnections. Part of this task would to understand the role that these IT components play in
normal operations so that the consequences of their loss to cyberattacks can be understood.
Information on backup systems should also be sought.

This information might be obtained with a survey and then a series of interviews. A
variety of companiesin each mode must cooperate to ensure adequate coverage and mask
company-specific data. In many cases, the information will be already available. It will not be
necessary to have great detail asto which company uses which technology. Rather, information
concerning the general prevalence of different types of systemsin each mode and their
interconnections is desired.

Then the systems, and the intermodal, interconnected system, can be examined for
vulnerabilities and the potential consequences if those vulnerabilities should be exploited. Much
of thiswork would reflect generic IT vulnerability studies, but the specific use of the
technologies in the freight industry would have to be reviewed. A variety of plausible attack
scenarios would then be tested on the different modes to assess the systems as they exist now and
asthey are evolving in order to understand the likelihood of success and the extent of the
consequences. The purpose would be to develop a preliminary list of the vulnerabilities that
should be considered in the tasks below. As shown in Figure 4-1, priority should be afunction of
the plausibility of the type of threat that could exploit the vulnerability, the ease of exploiting the
vulnerability, and the consequences. Of particular interest would be the ease of shutting down
large parts of the system and the possibility of malicious use of the system.



4-4 Cybersecurity of Freight Information Systems: A Scoping Study

This task might identify or develop a methodology to determine the prioritization
analytically on the basis of these factors. The great diversity of transportation modes and
company characteristics suggests that alarge number of cases must be considered and that
potential remedial measures could differ widely. However prioritization is determined, it will be
important to maintain a system-level perspective to identify, assess, and compare the security
issues at the level of components, subsystems, and the overall system.

Task 2. Review current industry and government practicesaddressing I T security.
Security practices will be difficult to obtain in detail. Most companies will be understandably
reluctant to discuss their practices and protective hardware and software because of concern that
any revelations could compromise security. It may be possible, asin Task 1, to obtain this
information by interviews conducted under stringent assurances of nondisclosure. Asin Task 1,
an exhaustive list of which companies use which measures is not necessary, just a general sense
of the level of security in each mode.

Representative companies and government agencies might be presented with a menu of
security options and asked what they use. This information could then be compiled without
identifying the source.

One concern, however, isthat the effectiveness of these options often liesin the
stringency with which they are implemented. For example, if an employee forgets his smart
token but can log on anyway through a back door, security will be compromised to some degree.
That information will be even more difficult to procure and may even be unknown to most
company officials. Interviewers must be well versed in the technology and its use and prepared
to probe for details. Another possibility might be for the government to fund a series of pilot
studies of various technologies and processes to see how well they work under specific contexts.

Task 3. Determinethe potential for | T-related security enhancementsin the sector. This
task is, in part, afollow-up to Tasks 1 and 2 and could lead to a prioritization of possible
measures to reduce vulnerability. The purpose would not be to identify which measures specific
companies should take, but to provide a general sense of the important identified
cybervulnerabilities that could be addressed and the approximate costs of doing so.

Possible measures to address the vulnerabilities identified in Tasks 1 and 2 should be
identified for each mode and for the overall freight transportation system, because of its
pervasive intermodal nature, as well as for technologies and processes as they are now and as
they may evolve. Analyses should be made of the expected costs (including potential
interference with normal operations) in countering these vulnerabilities.

Then an additional factor can be added to the prioritization of Task 1: the costs of
reducing vulnerability. This refinement may change the list of priorities. For example, a
vulnerability that might result in only a moderate-consequence incident could rise on thelist if
the cost of remedying it were small and could actually involve significant improvementsin
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operational efficiency. Alternatively, a vulnerability subject to a high-consequence attack that
can only be addressed with very expensive fixes might drop in priority.

In connection with this task, emerging technol ogies and practices should be examined to
determine what role, if any, they could play in addressing identified cybersecurity gaps and
deficiencies. Integral to such an assessment should be both an analysis of various modes of the
industry and an analysis of the overall, intermodal freight transportation system, along with an
assessment of how realistic and attractive these technol ogies and practices would appear to
decision makers—that is, their economic and operational incentives and disincentives.
Companies must believe that the benefits of their investments are commensurate with the costs.
If ameasure improves both security and efficiency at a reasonable cost, it may be implemented
as amatter of course (although these measures must compete for a place above the cutoff point
on thelist of potential investments that all companies consider). Other concepts might require
government support because the benefits to the company are insufficient. In addition, IT may
decline in cost with increasing scale of deployment. This pattern may or may not apply to
cybersecurity technology. Therefore, thistask should examine potential cost changes and the
possibility that targeted deployment strategies might make prioritized cybersecurity measures
more attractive. What might now be impractical could become cost-effective within afew years.

In addition, there should be study of “upstream” scientific and technological
developments that may result in new opportunities for IT application in the future.

Task 4. Analyze policiesto reduce cybervulnerability. The U.S. government could play a
useful role in disseminating information on new security options and best practices. For example,
the pilot studieslisted in Appendix B may identify promising measures to enhance cyber
security, but unless they are recognized by companies that can use them, they will not be
implemented. The study could identify likely means, such as an annual symposium to discuss
innovations or a series of training sessions.

The study also might identify follow-up studies to determine the extent to which these
options were being implemented. For example, it might suggest government—industry
cooperation in performing cybersecurity validations, perhapsincluding “red teaming” to test
security. It should apply the same tests to government’ s connections to the private-sector I'T
systems.

Finally, thistask might develop a set of cybersecurity guidelines and recommendations,
or at least suggest a methodol ogy to determine how much security is enough. It could analyze
how to promote the use of such guidelines most effectively.

Task 5. Assess the economic impacts of cost increasesin the freight transportation
industry. Some cybersecurity measures may bring with them corresponding economic benefits.
For example, the use of digital signatures might reduce costs related to errors and fraud detection
and management. The resulting improved service could also increase customer confidence.
However, certain measures might protect against low-likelihood but very high-consequence
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events, such as those that may help enable the transport of weapons of mass destruction. Such
measures are less likely to have ancillary benefits but could result in significant additional costs.
The public might benefit from reducing the risk of a catastrophe, but the companies making the
investment may not. Even cost-effective measures may be problematical for companies that are
making no profit. The costs of increased cybersecurity could ultimately affect al companies that
rely on the transport industry. This task should deal with the following issues:

1. Atwhat levelsand distribution of costs for security does the economic impact
become a concern, for the freight industry itself, its users, and the U.S. economy?

2. Onthebasis of existing models for relating economic inputs and outputs, what
changes in economic outputs might result from varying levels of investment in security?

3. Given the tight margins associated with the freight industry, is there a significant
possibility of economic damage to the companies that constitute this industry?

4. For investments that may be needed for national security purposes but that provide
little or no advantage to the company implementing the measures, what form of government
participation (e.g., tax credits) would be most effective?

Results should be quantitative and be developed for awide set of assumptionsin order to
permit consideration of a significant range of possible outputs.
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Vulnerabilities

Threats Conseguences

FIGURE 4-1 Factorsinvolved in cybersecurity assessments.
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Security Economics

a. Little or no economic benefit to security enhancements.

Security Economics

b. Significant economic benefit to security enhancements.

FIGURE 4-2 Relationship between security and economic benefits.



Appendix A

| nformation M anagement Systemsin the
International Liner Shipping Industry

This appendix provides a detailed description of information systems in one sector of the freight
transportation industry. It isincluded for illustrative purposes only and is not intended to suggest
that the information systems of the liner shipping industry are particularly vulnerable to
cyberattacks or are more lacking in protection against such attacks than the information systems
in other transportation sectors.

In general, liner shipping companies manage their information and business processes
with an array of technologies, including mainframe computer systems, electronic data
interchange (EDI), web tools connected to mainframe systems, customer relationship
management software, fax, and e-mail. Individual lines’ information management or
communication systems vary. They include mainframe computer systems that allow worldwide
access to a common central database and information management processes, as well as regional
databases.

International liner shipping is not a concentrated industry. For example, the market share
for the major lines serving the U.S. trade (imports and exports combined) for the first 8 months
of 2002 isshownin Table 1.

Each liner shipping company owns and operates its own information systems, which are
in different locations. This reduces the potential for cyberterrorists to target all liner shipping
companies’ information systems at the same time in one coordinated attack. Furthermore,
because shipping is aglobal business, a company’s computer systems generally have backup and
redundant capacity and operational centersin order to facilitate 24 x 7 business operations.

These features of the industry suggest that a cyberattack directed against an individual
liner company’s information systemsis unlikely to disrupt the ocean transportation system as
such.

On the other hand, a more significant disruption and greater economic damage to the U.S.
freight transportation system could result if a centralized government information management
system used by all U.S.-bound carriers, importers, brokers, and so forth were to be targeted [e.g.,
the Burezlau of Customs and Border Protection’s (Customs’) Automated Manifest System
(AMS)].

Another example of a centralized government information management system is the
Coast Guard’s National Vessel Movement Center, which receives notices of arrival (NOAS)
from all vessels originating from outside the United States 96 hours prior to arrival at the first
U.S. port of call. The information in the NOAs s used for U.S. government agencies monitoring

! See “Information Flow Between Carriers and Governments’ below.
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of vessel movements. Similarly, Customs Advanced Passenger Information System (APIS)
receives and screens information on persons coming to the United States, and effective later this
year it will receive electronic crew manifests from vessels 96 hours prior to arrival in aU.S. port.
Both Customs and the Immigration and Naturalization Service use the information in APIS to
screen visitors to the United States; it is expected that eventually the Coast Guard will also use
APISfor its prescreening purposes.

BUSINESSDATA SYSTEMS

The heart of aliner company’s information and communication processes is usually alegacy
mainframe computer system that provides the critical “behind the scenes’ processing and storage
of datafor various aspects of the business. By linking web-based technologies to its mainframe
computer, an ocean carrier can create a near real-time information sharing system that is
accessible by al its geographically diverse offices. Thus, for example, information could be
input using aweb tool, put into alarge relational database, and fed into the company
mainframe—qiving the various specialty business functions in offices across the globe (sales,
customer service, operations, etc.) access to common data sets, standard report formats, and
activity records.

The databases thus made available typically would include financial databases, such as
those for invoicing, billing, and trade lane pricing; terminal operations databases, which are key
to vessel management; container yard inventories; and customer support data used in taking
bookings, creating bills of lading, tracing cargo, changing “trip plans’ (from, say, rail to truck),
and distributing, diverting, or consolidating cargo.

There are, of course, different levels of security for, and access to, such centralized
mainframe systems. That is also the case with liner companies’ public websites, which typically
combine (a) a“general site” that can be accessed by anyone using the Internet and (b) a
“business transaction site” that requires would-be users (mainly customers) to provide
identification and be cleared for specific levels of access. A general site might include general
background information about the line, company news, descriptions of available services, a
company history, hiring information, contact information for offices worldwide, and links to
other sites. The business transaction site requires customer registration and would provide
specific access for activities such as making bookings, submitting bills of lading, tracking
shipments, creating customer reports, viewing accounts. The business transaction feature will
typically involve “special privileges’ (customized access) depending on the nature of the
customer’ s business and available carrier services.

In addition to public Internet sites, many global carriers have company intranet systems
for internal communications. However, because liner companies often have overseas officesin
countries with communications infrastructure of variable quality, Internet connections may be
less than reliable at some locations. In those cases, intracompany communications may depend
more on e-mail. In general, however, web-based systems are preferred.
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CENTRAL DISPATCH/REDIRECTION

In liner shipping, vessels operate on fixed schedules in specific trade lanes—and, except in the
case of serious unforeseen circumstances, those schedules are revised as part of a broader
company planning process. So the most common dispatching/redirection activitiesin the
industry are those for containers and chassis.

When a container or group of containers is booked with a carrier, arrangements are made
asto the size and type of containers needed, the container pickup date (from the company’s
container yard), and which vessel is scheduled to carry the containers. This can be done by the
shipper either by (a) directly contacting the line' s booking agent or (b) inputting the required
information (origin, destination, port of loading, commodity description, shipper’s name, type of
container, etc.) using the appropriate business transaction section of the line's website.

Under either approach, that information goes into the company’ s mainframe system and
becomes available to, for example, the equipment dispatcher, who must determine whether the
container yard has the necessary inventory and make arrangements to have the containers
available for use; and the marine terminal and vessel operators, who ensure that appropriate
preparations are made and that needed equipment (e.g., reefer plugs for refrigerated containers)
isavailable.

The ocean carrier takes control of the cargo either (a) at the terminal gate, in cases where
the shipper handles the drayage of the container (known as “merchant haulage”) from its facility
to the port of loading; or (b) at the customer’s premises, called a“store door” move, when the
ocean carrier provides for the trucking service (known as “ carrier haulage”) using a “ house”
trucking firm that operates under an agreement with the ocean carrier. Carrier haulageis
common in the United States and Europe but limited in Asiaand Latin America, where merchant
haulage is more common.

In the port of departure, the terminal operator will typically have access, viatheline's
mainframe system, to reports on arriving containers and the booking information needed to
arrange loading by stevedores and plan the arrangement (“stowage”) of containersin the vessel.
That information would include, in addition to the identity of the vessel against which the cargo
was booked (and therefore the sailing date), details about the type of cargo, special storage
requirements, and destination port.

Once the vessel has completed its voyage and arrived at the destination port, the terminal
operations staff at that port typically will be working from another report containing the relevant
information for off-loading the containers and handing them off for the next leg of their journey.
If the next leg is by truck, the move could again be merchant haulage or carrier haulage. If arail
move isinvolved (say for cargo arriving at the Port of New Y ork and New Jersey and scheduled
for arail move to Chicago), the terminal operator will contact the rail partner by EDI with details
about which containers need to be moved and when. For example, if 10 boxes need to be moved
by rail to Chicago, the terminal operator will know that itsrail partner has five trains running to
Chicago in the next 3 days and will inform the rail planning staff which of the 10 boxes have the
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highest priority (i.e., need to go on the earliest of the trains), or which may require special
handling (e.g., hazmat cargo).

INFORMATION FLOW AMONG COLLABORATORS

Because multiline alliances and other vessel-sharing arrangements are such a central part of liner
shipping today, a given vessel operating in the U.S. trade may be carrying the cargo of different
container lines. Consequently, asignificant amount of information must be exchanged among
alliance members. Most of this information exchange is handled via EDI, which in turn requires
that each alliance partner’ s information system be programmed to accept data from the other
aliance partners systems.

Carriers’ dealings with house truckers are generally handled via EDI or web tools, if
available (and bigger lines generally require such capabilities from their house truckers).
Otherwise, trucking arrangements are handled by fax or e-mail. Arrangements for freight
movement by rail are also generally made via EDI.

INFORMATION FLOW BETWEEN CARRIERSAND GOVERNMENTS

Customs' AMS represents avital link in the flow of information about imported goods. With
Customs' recent promulgation of the so-called “24-hour rule,” which requires that advance cargo
(CF 1302) declarations be submitted 24 hours before loading of U.S.-destined cargoesin foreign
ports, AM S—in combination with Customs Automated Targeting System (ATS)—is becoming
the preeminent centralized government data management system for security prescreening of
import cargoes to the United States.

Many shipping lines provide cargo manifest information electronically viaAMS.? In
addition, a number of ocean carriers and most shippers are participating in Customs Automated
Export System (AES) for the electronic submission of export cargo information; other ocean
carriers provide that information today in paper (fax) form.?

Inbound cargo manifest data are sent to Customs' AM S through one of two data formats:
(&) ANSI X212 or (b) CAMIR (Customs Automated Interface Requirements). Each ocean carrier
islimited to using only one of those two systems, with ANSI X12 being predominant. Each
ocean carrier is also limited to a single source with an electronic interface with AMS. So, for
example, ABC Line's Rotterdam office first will provide cargo manifest information for
containers scheduled to be loaded in Rotterdam for a voyage to the United States internally to the

2 The 24-hour rule does not formally require that the CF 1302 cargo declarations be submitted electronically via
AMS, but electronic submission is strongly encouraged.

3 |t should be noted that Section 343 of the recently enacted Trade Act of 2002 (P.L. 107-210) requires, for all
modes, that “not later than 1 year after the date of the enactment of this Act, the Secretary [of the Treasury] shall
promulgate regulations providing for the transmission to the Customs Service, through an electronic data
interchange system, of information pertaining to cargo destined for importation into the United States or exportation
from the United States, prior to such importation or exportation” (emphasis added).
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ABC Lin€ sdesignated single point of contact with AMS (perhaps an office in New Jersey) to be
forwarded to AMS. Thus, all cargo manifest information for cargo to be loaded at any port in
Asia, Latin America, Europe, onto avessel bound for, or calling at, aU.S. port must first go to
each shipping line s single AM S contact entity.

When the line’ s central source for inbound manifest information contacts AMS, areturn
receipt is automatically generated confirming the number of bills of lading that were received
and accepted and the number of bills of lading that were received and rejected because of
incomplete data. The lines then know that further information is required on the rejected bills of
lading.

Security prescreening checks are done by using AMS and ATS. An assessment of risk
factors results in point scores that allow Customs to determine whether a container should be
subject to a so-called security “hold” pending further investigation at the foreign port and
whether the container should be physically inspected. Containers for which no hold messages
have been communicated by Customs can be loaded, but not until 24 hours after submission of
the advance cargo manifest information.

Ocean carriers also produce inbound cargo manifests to foreign governments. However,
such manifests are usually paper reports, not electronic filings. Some foreign jurisdictions also
request filing of export cargo manifests.

It is expected that more foreign jurisdictions will require el ectronic submission of cargo
manifest information in the future. There are already indications that governments that have
signed Container Security Initiative agreements with Customs for prescreening of containerized
shipments bound for the United States may be in the process of implementing electronic (export)
cargo manifest requirements. Also, the World Customs Organization is developing an
international Customs Data Model that assumes the electronic submission of data elements to—
and exchange of data elements between—exporting and importing Customs administrations.

INFORMATION FLOW BETWEEN CARRIERSAND CUSTOMERS

Estimates in the trade press suggest that about 75 percent of shipper transactions with ocean
carriers are handled by telephone or fax, 20 percent through individual carriers’ websites, and 5
percent viathe three web-based portals (GT Nexus, Inttra, and CargoSmart) that provide access
to multiple carriers at one site. The portal systems are designed to alow customers (usually
larger shippers) easy access to multiple carriers when they make rate requests or book cargo.

In business transactions between ocean carriers and their customers, user registration and
assignment of passwords isacommon security measure, but actual encryption of data tendsto be
limited to situations in which the parties are passing data related to title to goods, as, for
example, with remote printing of bills of lading.

Carriers communicate with customers, whether cargo owners, consolidators, or logistics
management companies, in asimilar fashion. As mentioned in an earlier section (“ Central
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Dispatch/Redirection”), ocean carrierstypically have “business transaction” functions as part of
their public websites. When customers use the business transaction portion of a carrier’s site, the
information input into the system typically goes through an EDI transformation and is forwarded
to the (global or regional) mainframe system.

Some companiesin the liner shipping industry are moving to customer relationship
management (CRM) software, which allows them to more flexibly manage customer transactions
through a simpler interlinking of all the company’sindividual business systems. For example,
CRM software can, by allowing all the separate systemsto “talk to each other,” permit aline’s
sales representatives, customer service representatives, and various operational staff to accessa
given customer’ s complete transactions history and account information. When asales
representative signs a service contract, for example, the detailed information (e.g., the number of
containers to be moved in each trade lane) would go into the CRM system in away that
facilitates the creation of sales management reports; allows customer service representatives
access to the sales representative’ s detailed notes on the contract discussions; and indicates to
system users factors such as the relevant vessel booking, loading date, when the trucker isto be
contacted. CRM also facilitates contract management activities and simplifies contract
compliance reviews.

When customers want to check on the status of particular cargo movements, they can
contact the line’' s customer service department or use the line'swebsite. On the website, in a
secure section, the customer can track the cargo’s position by using coded information from the
relevant bill of lading.
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TABLE 1 Market Shareof Major Line Serving U.S. Trade (January—August 2002)

Line Market Share Line Market Share
(%) (%)
M aersk-Sealand 13.1 Hyundai 4.0
Evergreen 7.1 K-Line 3.8
APL 6.7 NYK Line 3.7
Hanjin 6.0 MSC 3.7
Cosco 5.1 Yang Ming 3.7
P& O Nedlloyd 4.4 Hapag Lloyd 3.5
OOCL 4.1 MOL 2.5

Source: Journal of Commerce, Dec. 9-15, 2002, pp. 28-34 (from the top 50 lines serving the
U.S. trade).



Appendix B
Security Initiatives and Programs with Cyber security Relevance

The following programs and initiatives are connected with improving freight security and use or
affect arange of technologies, systems, and technology protocols.

Note: Customs = Bureau of Customs and Border Protection (formerly U.S. Customs Service);
DHS = U.S. Department of Homeland Security; DOT = U.S. Department of Transportation;
FAA = Federal Aviation Administration; FHWA = Federa Highway Administration;

GIS = geographic information system; NHS = National Highway System; TSA = Transportation
Security Administration; WMD = weapons of mass destruction

Project: Electronic Supply Chain Manifest (ESCM)
Operational Test

Description: Intermodal research project that uses biometric
fingerprint readers, smart cards, and encrypted Internet
transactions to enhance the security and efficiency of freight
supply chain activities. The project, which initially focused on air

cargo transactions, is being incorporated into other freight modal
tests

Stakeholders: Trucking, manufacturing, air cargo industries,
DOT, TSA/DHS

Technology implications: Full integration of personnel, cargo, and tracking data
using arange of cutting-edge technology systems
Project: Transportation Worker Identification Card

Description: Proposed government initiative to develop and test a technology-
based secure identification system for transportation workers

Stakeholders: TSA/DHS

Technology implications: May use two or more biometrics on a smart-card platform
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Project:

Description:

Stakeholders:

Technology implications:

Project:

Description:

Stakeholders:

Technology implications:

Project:

Description:

Stakeholders:

Technology implications:
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Surface Transportation Information Sharing and
Analysis Center (Rail/Waterways ST-1SAC)

Commercial Vehicle Operations| SAC

Public—private system for sharing/transferring security-sensitive
information between safety and security agencies and modal
interests

Railroads, trucking companies, domestic waterway carriers, U.S.
intelligence agencies, public safety agencies, law enforcement
agencies

Multijurisdictional data-transfer systems. Data formatting and
encryption issues

TSA Airport Biometric Research Solicitation

TSA and FAA are developing and releasing a solicitation to
develop and install aviation personnel identification systems
throughout the United States (20+ airports). The focusis on access
and perimeter control using existing and emerging technologies

Aviation personnel (possibly including air cargo personnel),
TSA/FAA, law enforcement agencies

Large-scale systems integration using personnel dataand
government information. Biometric data and readers integrated
with personnel management applications

Cargo Handling Cooper ative Program

Public—private consortium to pursue industry-driven enhancements
to cargo handling that support a sustainable and seamless
transportation system

Ocean carriers, railroads, port authorities, terminal
operators/stevedores, trucking companies, government
organizations

Currently performing assessments of electronic seal technologies
in support of the Operation Safe Commerce initiative
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Project:

Description:

Stakeholders:

Technology implications:

Project:

Description:

Stakeholders:

Technology implications:

Project:
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Stakeholders:

Technology implications:

App B-3

Freight Performance Measures (Satellite-Based Vehicle
Tracking)

Research project that uses satellite tracking systems to develop
real-time freight performance measures for the NHS (e.g., travel
Speeds, travel times)

FHWA, state departments of transportation, metropolitan planning
agencies, NHS users

New applications for vehicle tracking and analysis

ATRI Data Privacy Study (Data Sharing Protocols and
Strategies)

ATRI will begin a study to analyze data privacy issues, data-
sharing opportunities, and tools for protecting data

DOT, freight industries/business communities, Department of
Justice

The study will likely identify industry data that exist in electronic
form and offer data protection strategies

Port Security Grants Program

Congressionally mandated and funded port security program that
provides funding for proposals that test technologies and programs
for improving port security. The program isfocused on the largest
U.S. ocean ports and strategic ports

Ocean caarriers, trucking companies, port authorities, railroads,
shippers, Customs, DOT, and TSA

Enhanced security infrastructures. Major systems integration
between port systems, carrier systems, and public agencies. Likely
to use new and emerging technologies and integration software
applications. May require the development and collection of new
data sets
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Technology implications:
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Technology implications:

Project:

Description:
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Trucking Industry Anti-Terrorism Operations Center

The expanded Highway Watch Program has four elements: (a) a
nationwide antiterrorism training program to maintain a 3 million—
person cadre as “ America s Trucking Army”; (b) a Call Center to
take, route, and record security and safety reports from the
industry; (c) an Operations Center to perform analysis, planning,
and communications functions for the industry on a
comprehensive, integrated platform; and (d) an Information
Sharing and Analysis Center to serve as the intelligence bridge
between industry and government. Scope is directly linked to the
level of federal financial support for this effort

The program is open to the entire trucking industry and is
coordinated by the Trucking Security and Anti-Terrorism Working
Group, which consists of 19 national trade and professional
organizations

The Call Center will utilize a national-capability contractor to
conduct this activity. The Operations Center will use a technology
platform to integrate industry data, GIS simulation, and open
source data

National Hazmat Tracking and Security Test

DOT-sponsored research program to install and test a suite of
existing and emerging technologies that may improve the security
and efficiency of hazmat shipmentsin the United States

Hazmat carriers, DOT safety and highway agencies, law
enforcement, safety regulatory agencies

Uses existing and emerging wireless technol ogies including
satellite tracking and communications, new biometric
authentication systems, and electronic cargo data systems

Operation Safe Commer ce

Coordinated research and testing of supply chain security systems
using existing and emerging technologies, systems, and processes
through the ports of Seattle/Tacoma, L os Angeles/Long Beach, and
New Y ork/New Jersey
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Coordinated by Customs, DOT, and TSA; all research and testing
via partnerships among the ports and the supply chains that use
those points of entry

Existing and new technologies and systems in tracking,
management, information interchange, physical security, and risk
assessment

Washington E-Seal Program

Track commercial in-bound containers to determine if container
integrity has been compromised and facilitate border-clearance
activities

Customs, Washington State Department of Transportation,
Washington State Trucking Association, ports of Seattle and
Tacoma

Test technology to enhance security while improving efficiency of
inspection and clearances

Safe and Secure Trade Lanes

Industry-funded initiative to demonstrate and deploy automated
tracking and security technology for containers entering U.S. ports

Hutchinson Whampoa, Ltd., PSA Corporation, P& O Ports, Port of
Seattle, Port of Tacoma, Port of Los Angeles/Long Beach,
Qualcomm, Savi Technology, SAIC, PB Ports & Marine, many
others

Testing technology and concepts developed for the U.S.
Department of Defense in container monitoring and tracking

West Coast Tracking Initiative

Industry-funded expansion of the ESCM project that will install
and test biometric smart cards for container access and tracking
purposes. Will likely tie into Port of Los Angeles/L ong Beach for
expanded functionality

Trucking industry, shippers/manufacturers, port authorities,
container stakeholders
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Description:

Stakeholders:
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Project:
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Stakeholders:
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Driver authentication through biometrics; facility access control
and event notification via smart card (and prox card) systems
Customs Trade Partnership Against Terrorism

Customs initiative to certify companies who agree to conduct a
comprehensive self-assessment of supply chain security on the
basis of guidelines developed by Customs and the trade
community

Shippers, port authorities, importers/exporters

Will vary depending on specific C-TPAT agreement

Container Security Initiative

Customsinitiative to prescreen cargo at designated foreign
“megaports’ before export to the United States

Foreign ports, shippers, importers, and ocean carriers

Use of the information provided on the Automated Manifest
System to target “high-risk” shipments for further screening via X-
ray, gammaray, WMD detection technologies

Chicago Intermodal Data Transfer Initiative

FHWA -sponsored research to identify data-sharing opportunities
among maritime shipping, rail, and trucking—with an emphasis on
container movements to and from ports. The study will propose a
technology system for expediting the flow of data between the
modes

Freight industries, shippers/manufacturers, DOT
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Project:
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Technology implications:

Project:
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Stakeholders:

Technology implications:
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Stakeholders:

Technology implications:

Port Authority of New York and New Jersey’s
FIRST System

Internet-based port community system that consolidates cargo data
and integrates vessel, highway, and rail data

Port community participants (terminals, truckers, freight
forwarders, brokers, ocean carriers, etc.)

Potential use as a nationwide platform for consolidated cargo data

Cargo*Mate Project

Multitechnology, multiphased system for tracking container
chassis across the United States. Recently expanded to connect
system to tractor/container tracking

PAR Logistics Management Systems, maritime shipping industry,
trucking industry, Customs, DOT

Real-time satellite/cellular tracking of chassis to provide end-to-
end cargo visihility

Freeand Secure Trade (FAST) Initiative

A joint program between the United States and Canada, the FAST
initiative is now operational at Detroit, Michigan/Windsor,
Ontario; Port Huron, Michigan/Sarnia, Ontario; and Buffalo, New
Y ork/Fort Erie, Ontario. In early 2003, the FAST lane program
will be extended farther west along the border to Blaine,
Washington/Douglas, British Columbia, and to the east, at
Champlain, New Y ork/Lacolle, Quebec

Customs, trucking companies, DOT

Electronic data sharing/transfer between public- and private-sector
entities using several technologies
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Protecting International Trade Corridors:
The Operation Safe Commerce | nitiative

Operation Safe Commerce (OSC) is an innovative public—private partnership dedicated to
enhancing security throughout international and domestic supply chains while facilitating the
efficient cross-border movement of legitimate commerce. The object isto prevent terrorists or
their weapons from gaining access to the United States to cause catastrophic harm, while
sustaining the viability of the global transportation lifelines that support international commerce.
The way to accomplish thisisto move away from primary reliance on a system of control at the
bordersthat lie within U.S. jurisdiction and toward point-of-origin controls. Point-of-origin
controls are to be supported by controls developed within international supply chains and
accompanied by a concentric series of checks built into the system at points of transshipment and
at points of arrival. In return, the nation’s world trade partners rightfully expect reciprocity and
controls on U.S. exports to aid the security of their imports.

Effective international trade corridor security must rest on afoundation of credible risk
management—that is, aregime that can reliably identify the people, goods, and conveyances that
are legitimate, so their movements can be facilitated. Thiswould allow shippers, importers,
regulators and inspectors to focus on the smaller number of entities about which they know little
or have specific concerns. Achieving this goal requires alayered public—private approach.

OSC will validate security at the point of origin and will demonstrate what is needed to
ensure that parties associated with commercial shipping exert reasonable care and due diligence
in packing, securing, and manifesting the contents of a shipment of goodsin a container. In
addition, OSC will demonstrate various methods to ensure that the information and
documentation associated with these shipments are complete, accurate, and secure from
unauthorized access. The project will ultimately gauge the security of the supply chain with these
new procedures in order to determine their viability.

OSC will provide validated recommendations and workable solutions to legidlators,
regulatory agencies, the International Maritime Organization, and the World Customs
Organization on how best to address the critical issue of cargo security.

The following are some of the major objectives of OSC:

e Ensuretheintegrity of the supply chain by encompassing the entire transaction
between an importer and a supplier. Thisincludes validating security at the point of origin,

" The material in this appendix is based on government-supplied information not independently verified by the
committee.
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ensuring the contents of containers, and tracking the container in transit with the intent of
identifying methods and evidence of possible tampering.

e Pilot the use of off-the-shelf technologies and conduct proof-of-concept projects to
demonstrate other technologies to monitor the movement of legitimate cargo in transit before it
reaches the U.S. border and all the way to its final destination.

e Provide atangible prototype that can inform post—September 11 efforts—by federal
and international authorities—that aim to enhance the security associated with all types of cargo,
conveyances, and people moving across borders and within international trade corridors, by
proving the feasibility of variousindustry and government proposals for layered cargo security
strategies.

To achieve these objectives, OSC proposes the following:

1. Apply acommon set of standard security practices to govern the loading and
movement of cargo throughout the supply chain. The goal isto ensure that an authorized packer
of a container knows what isin that container and can report those contents accurately.

2. Ensure that the container’ s electronic documentation is complete, accurate, and secure
against computer hackers and is provided to law enforcement agenciesin atimely manner.

3. Reducetherisk of a container being intercepted and compromised in transit.

OSC will work initially with three major ports: Seattle/Tacoma, New Y ork/New Jersey,
and Los Angeles/Long Beach. Seventy percent of the container movement in the United States
originates or terminates with these entities. To achieve these objectives, the three load centers
will use several methods that may include all or some of the following:

e Validating and assessing the entire delivery system through examination of the
discrete stages of the product flow (supply chain):

1. Product origination (the factory and subcontract manufacturing),
2. Product shipping to export facility (transportation company),

3. Export stage repackaging and shipping (export broker),

4. International transport (freight company),

5. Export arrival and storage (transportation company, warehouses, customs
facilities, port, ocean carrier),

6. Vessel voyage (ocean carrier),
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7. Import arrival and storage (port, transportation company, warehouses, customs
facilities),

8. Cargo conveyance (rail, truck),

9. Cargo breakup into multiproduct facilities (drop centers, distribution warehouses),
and

10. Product arrival and storage at the buyer’ s facility.

e Complying with Business Anti-Smuggling Security Coalition or similar procedures
and standards.

e Requiring secure packing procedures for loading intermodal containers along the
lines of 1SO9000 quality assurance rules.

e Maintaining secure loading docks at manufacturing plants or at shipping facilities that
restrict access to authorized individuals and that use cameras to monitor the loading process.
L oading docks would be subject to periodic, random, independent inspections to ensure
compliance.

e Using third-party verifiers to augment the capability of government enforcement
authorities to audit, certify, and validate shipments and supply chain service providers.

e Providing and checking proper import vouchers before loading cargo on vessels.

e Using technology to secure and monitor containers and their movement through the
intermodal supply chain.

e Quitfitting containers with theft-resistant mechanical and electronic seals.

e Instaling light, temperature, or other sensorsin the interior of the container, which
would be programmed to set off an alarmif the container is opened illegally at some point of
trangit.

e Conducting background checks of truck drivers who deliver goods to the port and
outfitting them with biometrically based identity cards.

e Attaching an electronic transponder (such as those used for the “E-Z-pass’ toll
payment system in the northeastern United States) and Global Positioning System devices to the
truck cab and chassis or rail car carrying containers and using intelligent transportation system
technol ogies to monitor in-transit movements to and within the port terminal.

e Maintaining the means to communicate with operators from their pickup to their off-
load destinations.
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e Providing tracking information to the appropriate regulatory or enforcement
authorities within the jurisdictions through which the cargo will be transported.

e Leveraging the Port of New Y ork and New Jersey’s Freight Information Real-Time
System for Transport vessel and cargo information system, or other similar information portals,
by requiring al participantsin the supply chain cycle to provide advance notice of the details
about their shipments, operators, and conveyances in accordance with agreed-upon protocols.
This early notice would give government inspectors the time to assess the validity of the data and
check it against any watch lists they may be maintaining, and would provide timely support to a
field inspector deciding what should be targeted for examination.

The following may be among the major project tasks:

1. Forming regional task forces that will include the law enforcement community and
other regulatory authorities, as well as appropriate academic and technical experts.

2. Enlisting private business sector partners involved with all stages of product flow in
the construction of a process flow map for the physical movement of each container/supply chain
that has been identified. The chain of custody aswell as the information flow will aso be
mapped out to identify security gaps and how they can be redressed.

3. Tasking the regional task force members to examine the following for security gaps:
(a) the entire design-to-delivery product flow; (b) the means of conveyance—maritime, rail,
truck, and air; and (c) the “who and how” connected with the operators who move the products.

4. Conducting field visits to witness the actual supply chain process.

5. Having the regional task force prepare recommendations they believe might redress
the gaps they identify. A recommendation should fall under one of three groupings: (a) off-the-
shelf technologies for securing and tracking shipments, (b) improvements to existing data
collection and sharing arrangements, and (c) process changes that would close opportunities for
compromise at the point of origin or in transit.

6. Enlisting a support group made up of academic and private-sector partners to develop
technological applications for testing as the regional task force identifies gaps. An outreach
effort will be made to other government-sponsored R& D programs that are field-testing tracking
and sensor technologies that support a demonstration of how secure in-transit visibility and
accountability can be achieved.

7. Conducting trials of new technologies, data arrangements, or process changes using
volunteer manufacturers, importers, surface shippers, freight forwarders, maritime shipping lines,
and terminal operators.

8. Testing the integrity of systemswith “red-team” exercises.
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9. Preparing reports to capture and quickly relate lessons learned from the security gap
analyses and the testing and refinement of technological applications. The reports will aim to
provide guidance for alayered, multitiered approach for replication and standardization of policy
approaches to securing trade corridors. The audience includes legislators and policy makers
involved in the U.S.—Canada “ Smart Border” Agreement and participants in counterterrorism
initiatives under consideration by the International Maritime Organization, the World Customs
Organization, the International Standards Organization, and other relevant multilateral and
international bodies.
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U.S. Bureau of Customs and Border
Protection Use of I nformation Technology

The U.S. Bureau of Customs and Border Protection (Customs) has developed an extensive array
of information systems that support the collection, processing, and analysis of data on goods,
people, and conveyances entering and exiting the United States. These systems were devel oped
over the past three decades with the involvement of many government agencies and the
international business and transportation communities. The following statistics are intended to
provide a brief picture of the magnitude of two of these systems:

e The Automated Commercia System (ACS) currently processes more than 99 percent
of the $1.8 trillion in imports and exportsin all modes of transportation.

e The ACS database has 4 terabytes of electronic storage and 6.2 billion records
accessed 578 million times daily.

e The Treasury Enforcement Communications System (TECS) currently processes
more than 475 million travelers entering the United States by air, land, and sea.

e The TECS database has 3 terabytes of DASD and a database of 5.3 billion records
accessed 766 million times daily.

e ACSand TECS support or have interfaces with more than 100 U.S. government
agencies and foreign countries, nearly all international transportation carriers, and thousands of
international businesses and service providers.

In August 2001, Customs embarked on a Modernization Program, a 15-year initiative to
modernize and integrate its information technology infrastructure to support the government’s
oversight of import and export trade compliance, border enforcement, and international
passenger processing. Modernization will enable Customs and all participating government
agencies to collect, analyze, collaborate on, and disseminate the right international trade and
traveler information to internal and outside usersin advance or in real time—to the right people,
at theright time, and in the right place. Furthermore, the program will enable border-related
government agencies and the international trade and travel private sector to transform the way
they do business by implementing new processes that support future trade growth and changing
business requirements.

" The material in this appendix is based on government-supplied information not independently verified by the
committee.
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BASELINE DESCRIPTION OF EXISTING SYSTEMS

Today, Customs has information systems in place at the 300 U.S. ports of entry to process all
inbound and outbound cargo and passengers. Although these systems are antiquated, they till
provide the platform for air and sea carriers to transmit cargo and passenger manifests in advance
of arrival and enable importersto file their entries electronically. Customs interfaces with
virtually every entity in the international supply chain process—importers, exporters, carriers,
and a multitude of intermediaries and service providers.

Currently, Customs uses multiple systems that process international trade and travel and
support a multitude of agencies and commercial businesses. The following are examples:

e ACStracks and monitors all imports of goods entering the United States.

e The Automated Broker Interface isthe central government system for the filing of
commercial declarations on imported cargo.

e The Automated Manifest System (AMS) is amultimodular international cargo
inventory control and release notification system for sea, air, and rail carriers.

e The Automated Export System (AES) isthe central point through which export
shipment data required by multiple agenciesisfiled electronically for all methods of
transportation.

e The Advance Targeting System assembles and screens commercial, transportation,
and passenger datato identify high-risk imported cargo and arriving international passengers.

e TECSisamegadatabase of law enforcement information shared by the Federal
Bureau of Investigation, the Immigration and Naturalization Service, and Customs. It is used to
screen al persons entering the United States.

e The Interagency Border Information System (IBIS) meets the data-sharing, analytical,
and processing needs of a multiagency (State, Treasury, Justice, Agriculture) border effort for
international passengers and conveyances.

e The Advance Passenger Information System (APIS) receives and analyzes
biographical data on international air passengers before their arrival in the United States. It
covers about 85 percent of the 67 million passengers arriving.

The communications backbone is the Treasury Communications System Wide Area
Network (Frame Relay) with multiple levels of protection and multiple remote access methods
and controls.



U.S. Bureau of Customs and Border Protection Use of Information Technology App D-3

CURRENT AND PLANNED DEVELOPMENTS

The Customs M odernization Program will integrate all Customs information systems that
encompass imports and exports, conveyance and shipment tracking, passenger enforcement,
investigative and intelligence support, human resources, and financial management.

The first components currently under development are the Automated Commercial
Environment (ACE) and the International Trade Data System (ITDS) programs, which focus on
cargo import and export operations. ACE and ITDS form a coordinated system that provides a
“single window” allowing the international business community to interact with Customs and all
government agencies on import/export requirements.

ACE will lay the technology foundation for all Modernization programs and deliver
enhanced “cradle-to-grave’ support of the cargo control and enforcement process. All related
functionsin field operations and enforcement will be supported from a single common user
interface, a single window for officers to perform their work. ACE will process both imports and
exports and will be linked seamlessly to enforcement, revenue management, and mission support
systems to enable integrated field operations and nationwide collaborative teaming among
officers. Delivery of ACE functionswill begin in the field in January 2004 and will continuein
phases extending through April 2006.

The following are the major business functions of ACE that directly link to the freight
transportation sector:

e Portal—auniversal, secure Internet “window” for all authorized system users
(Customs, other government agencies, and the international transportation community) to
transmit, analyze, and collaborate on supply chain data. Projected for spring 2003.

e Account Management—provides a single comprehensive, nationwide account-based
picture of al reported activity and relationships for an importer, an exporter, an international
carrier, or alogistics/service provider. Projected beginning spring 2003 through 2005.

e e-Release—provides for advance receipt of transportation datavia
transponders/electronic seal transmissions resulting in inspection or release information at the
earliest point in the supply chain. Projected for truck transportation in 2004 and all other modes
beginning in 2005.

e Multimodal Manifest—provides for advance transportation data at the earliest point in
supply chain. Projected for truck transportation in 2004 and all other modes beginning in 2005;
will track cargo across modes in 2007.

e Cargo and Conveyance Tracking—provides for tracking shipments (including in-
bond) and conveyances, and provides release or status of shipment subject to government agency
control.
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ITDS supports 101 agencies with information and actual operational interaction on
shipments, crew, and conveyances crossing the border.

As stated by the ITDS multi-agency Board of Directors:

ITDSisafederal government information technology (IT) initiative to implement a
secure, integrated, government-wide system for the electronic collection, use and
dissemination of international trade and transportation data. . . The ITDS Board of Directors
has oversight responsibility and serves as aforum for harmonization of requirements and
dispute resolution among federal agencies. The Board insuresthat ITDS goals and
functionality are integrated with the needs of the public, the participating agencies and
Customs modernization plans.

CUSTOMSINFORMATION TECHNOLOGY SYSTEMSSECURITY

Customs new Enterprise Architecture (EA) for ACE and the Modernization is established to
support al field activities and align information technology with the strategic objectives of
Customs and all agencies. The EA provides for amulti-layer security management system. The
information Customs has made public is represented in Figure D-1.

POTENTIAL VULNERABILITIES

The Customs M odernization and ACE programs will be state of the art but are subject to
cyberattacks, as are all information systems. The reality of connectivity with the international
trade and transportation community and the el ectronic exchange of massive amounts of data and
database queries add to the potential vulnerability.
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ACE Architecture
Conceptual View
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