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Highlights of GAO-06-674, a report to the Committee
and Urban Affairs, U.S. Senate

Why GAO Did This Study:

The growth of information resellers—companies that
publicly available and private information on indiv
privacy and security concerns about this industry.
collectively maintain large amounts of detailed per
nearly all American consumers, and some have experi
breaches in recent years.

GAO was asked to examine (1) financial institutions
(2) federal privacy and security laws applicable to
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federal regulators’ oversight of resellers; and (4)
oversight of financial institution compliance with
security laws. To address these objectives, GAO ana
interviewed representatives from 10 information res
institutions, 11 regulators, industry and consumer

What GAO Found:

Financial institutions such as banks, credit card c
firms, and insurance companies use personal data ob
information resellers to help make eligibility dete

with legal requirements, prevent fraud, and market
example, lenders rely on credit reports sold by the
credit bureaus to help decide whether to offer cred
terms. Some companies also use reseller products to
Act rules, to investigate fraud, and to identify cu
specific characteristics for marketing purposes.

GAO found that the applicability of the primary fed
data security laws—the Fair Credit Reporting Act (F
Bliley Act (GLBA)—to information resellers is limit
information collected or used to help determine eli
things as credit or insurance, while GLBA only appl
obtained by or from a GLBA-defined financial instit
these laws include data security provisions, consum
from the expansion of such requirements to all sens
information held by resellers.

The Federal Trade Commission (FTC) is the primary f
responsible for enforcing information resellers’ co

and GLBA's privacy and security provisions. Since 1
initiated formal enforcement actions against more t
including the three nationwide credit bureaus, for
However, FTC does not have civil penalty authority
and safeguarding provisions of GLBA, which may redu
enforce that law most effectively against certain v
breaches of mass consumer data.

In overseeing compliance with privacy and data secu
banking and securities regulators have issued guida
examinations, and taken formal and informal enforce
recent national survey sponsored by the National As
Insurance Commissioners (NAIC) identified some nonc
by insurance companies, but state regulators have n
plans with NAIC for following up to ensure these is
addressed.

Figure: Typical Information Flow through Resellers
Institutions:

[See PDF for Image]

Source: GAO(analysis); Art Explosion (image).
[End of Figure]

What GAO Recommends:

Congress should consider (1) requiring information
safeguard all sensitive personal information they h
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FTC civil penalty authority for enforcement of GLBA
safeguarding provisions. GAO also recommends that s
regulators ensure compliance with GLBA.

[Hyperlink, http://www.gao.gov/cgi-bin/getrpt?GAO-0
To view the full product, including the scope and m

the link above. For more information, contact Yvonn
512-8678 or jonesy@gao.gov.

[End of Section]
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Abbreviations:

CRA: consumer reporting agency:

DISB: District of Columbia's Department of Insuranc
Banking:

FACT Act: Fair and Accurate Credit Transactions Act
FCRA: Fair Credit Reporting Act:

FDIC: Federal Deposit Insurance Corporation:

FFIEC: Federal Financial Institutions Examination C
FRB: Board of Governors of the Federal Reserve Syst
FTC: Federal Trade Commission:

FTC Act: Federal Trade Commission Act:

GLBA: Gramm-Leach-Bliley Act:

NAIC: National Association of Insurance Commissione
NCUA: National Credit Union Administration:

NYSE Regulation: New York Stock Exchange Regulation
OCC: Office of the Comptroller of the Currency:

OFAC: Office of Foreign Assets Control:

OTS: Office of Thrift Supervision:

SEC: Securities and Exchange Commission:

USA PATRIOT ACT: Uniting and Strengthening America
Appropriate Tools Required to Intercept and Obstruc

United States Government Accountability Office:
Washington, DC 20548:

June 26, 2006:

The Honorable Richard C. Shelby:

Chairman:

The Honorable Paul S. Sarbanes:

Ranking Minority Member:

Committee on Banking, Housing and Urban Affairs:
United States Senate:

The growth in recent years of information resellers
collect, aggregate, and resell publicly available a
information on individuals--has raised privacy and
related to this industry.[Footnote 1] Information r

and sell vast amounts of detailed personal informat
American consumers--including such things as Social
home and automobile values, occupations and hobbies
security breaches at some of these companies have r
light of the increasing problem of identity theft.

and consumer advocates believe that not enough is k
resellers and the information about consumers that
share.
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Information resellers include consumer reporting ag
assemble and share credit histories and other perso
to help make important decisions about individuals,
eligibility for financial services. Other companies
"data brokers," collect personal information from a

for such things as marketing and fraud prevention.
technology and the computerization of public record
have fostered significant growth in the size of the

and the amount of personal consumer data that these
and distribute.

The primary federal laws governing the sharing and
information by private sector companies are the Fai
Act (FCRA) and subtitle A of title V of the Gramm-L
(GLBA).[Footnote 2] Several federal and state agenc
regulatory organizations enforce these laws, includ
Trade Commission (FTC); the banking regulators--Boa
the Federal Reserve System (FRB), Office of the Com
Currency (OCC), Office of Thrift Supervision (OTS),
Insurance Corporation (FDIC), and National Credit U
(NCUA); the securities regulators--Securities and E
(SEC), NASD (formerly known as the National Associa
Dealers), and New York Stock Exchange Regulation (N
state insurance regulators.

Concerned about financial institutions' use of info
you asked us to examine (1) how financial instituti
products supplied by information resellers, the typ
contained in these products, and the sources of the
how federal laws governing the privacy and security
apply to information resellers, and what rights and
for individuals to view and correct data held by re
federal financial institution regulators and the FT
information resellers' compliance with federal priv
security laws; and (4) how federal financial instit
state insurance regulators, and the FTC oversee fin
compliance with federal privacy and information sec
consumer information, including information supplie
resellers.

To address these objectives, we gathered and analyz
interviewed representatives from, 10 major informat
financial institutions in the banking, securities,
property/casualty insurance, and consumer lending i
trade associations representing these firms. We als
in the area of privacy law and with consumer advoca
active in the field. Our audit work allows us to re
financial institutions that offer a sizable and div
financial services in the United States use informa

to describe the types of information products offer
information resellers most commonly identified by t
institutions. Our findings, however, are not repres
financial institutions and information resellers. W
relevant laws, guidance, and regulations. Finally,

and state enforcement and supervisory activities, w
analyzed documents from FTC; the five federal banki
securities regulators; the National Association of
Commissioners (NAIC), which represents state insura
the District of Columbia's Department of Insurance,
Banking (DISB).
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We conducted our review from June 2005 through May
with generally accepted government auditing standar
discussion of our scope and methodology appears in

Results in Brief:

Financial institutions use data from information re
determine individuals' eligibility for credit and i

with legal requirements, prevent fraud, and market
other lenders use reseller data to help make eligib
rate decisions for new applicants and existing cust
insurance companies use these data to help make und
regarding individual insurance applications. To mee
requirements designed to prevent money laundering a
known criminals, some financial institutions we spo
resellers to confirm the identity of applicants. In

data are used to identify and investigate fraud, lo
delinquent accounts, and conduct due diligence on i
associated with new business ventures. Many compani
information reseller products for marketing purpose
potential customers who have certain characteristic
additional information about existing customers to
products. The specific information maintained by re
depending on the nature of the reseller and the typ
its products. Their products often include credit h
identifying information at the top of a credit repo
such things as name, current and prior addresses, t
Social Security number. Products used by lenders fo
determinations typically also contain detailed cred
scores, while products used by insurers may also co
claims filed by applicants. Many reseller products,
used for fraud detection, include court and propert
bankruptcy filings, motor vehicle records, names of
associates, and professional licenses. Products use
often include demographic information as well as in
individual consumers' interests and hobbies. Resell
depending on the product, but may include public re
government agencies, publicly available information
or business directories, and nonpublic or proprieta
credit bureaus or provided to businesses directly b

The primary federal privacy and data security laws
information resellers are the Fair Credit Reporting
Gramm-Leach-Bliley Act (GLBA), but the applicabilit
regard to information resellers is limited. FCRA re
safeguard and restrict their use and distribution o
information collected or used to determine eligibil

as credit, insurance, or employment, and provides r
to view and rectify errors in databases containing
The applicability of FCRA depends largely on the pu
information is collected, and its intended and actu
the origins or nature of the information itself. Re
products from databases they consider not subject t
those used for many marketing and anti-fraud produc
resellers vary in the extent to which they voluntar
consumers additional opportunities to view, correct
sharing of information that is not subject to FCRA.
provisions restrict the sharing of nonpublic person
collected by or acquired from financial institution
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circumstances. However, these provisions only apply
resellers covered by GLBA's definition of a "financ
that maintain nonpublic personal information origin
financial institution. GLBA's safeguarding provisio
steps be taken to ensure the security and confident
nonpublic personal information, but similarly this
resellers that are GLBA financial institutions. Bec
applicability of FCRA and GLBA to information resel
personal information these companies maintain is of
explicit statutory safeguarding requirements. For e
information resellers maintain data such as Social
anti-fraud databases or household incomes in market
they do not consider subject to FCRA's or GLBA's sa
provisions. Requiring information resellers to take
unauthorized access to all of the sensitive persona
hold would help ensure that explicit data security
more comprehensively to a class of companies that m
amounts of such data. In addition, no federal statu
companies to disclose breaches of sensitive persona
although such a requirement could provide incentive
improve data safeguarding and provide consumers at
theft or other related harm with useful information

FTC is the primary federal agency responsible for e
resellers' compliance with the privacy and informat
requirements of FCRA and GLBA. Because it is a law
as opposed to a regulatory or supervisory agency, F
routinely monitor or examine resellers, but can ini
based on complaints and other sources. Since 1972,
initiated formal enforcement actions against more t
reporting agencies, including the three nationwide
violating FCRA and the Federal Trade Commission Act
example, in January 2006, ChoicePoint agreed to pay
civil penalties and $5 million for consumer redress
compensate consumers for losses) to settle FTC char
company's security and record-handling procedures a
FCRA and the FTC Act. Many of FTC's cases involved
have provided consumer report information without a
that their customers had a permissible purpose for
cannot impose civil penalties for violations of GLB
safeguarding provisions, as it can under FCRA. FTC
existing enforcement authority under GLBA to seek i
financial institutions that have violated that law,

seek redress for consumers. However, FTC staff have
penalties would be a more effective tool for violat
breaches of mass consumer data.

Federal and state regulators vary in the actions th
financial institutions' compliance with federal pri
security laws. In general, regulators told us that
activities focus on the protection of all sensitive
typically distinguish whether the data were obtaine
information reseller or some other source. The five
regulators have implemented and enforced GLBA and F
regulations and guidance, by using their examinatio
check compliance with these laws, and by taking enf
address violations. SEC has issued regulations to i
broker-dealers, investment companies, and SEC-regis
advisers. SEC, NASD, and NYSE Regulation have also
examined securities firms for compliance with GLBA'
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safeguarding provisions, and as necessary have take
actions. State insurance regulators are responsible
for their states' property-casualty insurers. NAIC
insurance regulators do not typically focus in thei
privacy requirements, but that they did recently pa
multistate survey of insurance company compliance w
identified a number of areas of noncompliance with

to which state regulators will be addressing these
FTC enforces securities firms' and insurance compan
FCRA and enforces both FCRA and GLBA for all financ
otherwise supervised by another regulator. FTC has
to implement GLBA and initiated enforcement actions
finance companies for not ensuring the security and
sensitive customer information. Some federal bankin
authority to examine third-party service providers

may do business, and regulators have examined a lim
information resellers under this authority.

This report suggests that Congress consider requiri
resellers, and potentially a broader class of entit

all sensitive personal information they hold. We al
Congress consider providing FTC with civil penalty
enforcement of GLBA's privacy and safeguarding prov
we recommend that state insurance regulators, indiv
concert with NAIC, take additional measures to ensu
enforcement of insurance companies' compliance with
safeguarding requirements. We provided a draft of t

FRB, FTC, NAIC, NASD, NCUA, NYSE Regulation, OCC, O

provided technical comments that were incorporated
addition, FTC provided written comments, in which t
it agreed with our suggestions to Congress.

Background:

"Information reseller" is an umbrella term used to
variety of businesses that collect and aggregate pe
from multiple sources and make it available to thei
industry has grown considerably over the past two d
part due to advances in computer technology and ele
Courthouses and other government offices previously
information in paper-based public records that were
difficult to obtain, usually requiring a personal v
records. Nonpublic information, such as personal in
in product registrations or insurance applications
inaccessible. In recent years, however, the electro
public and private records along with increased com
speeds and decreased data storage costs have foster
reseller businesses that collect, organize, and sel
personal information on virtually all American cons

The information reseller industry is large and comp
businesses vary in many ways. What constitutes an i
is not always clearly defined and little data exist

of firms that offer information products. FTC and o
agencies do not keep comprehensive lists of compani
personal information, and experts say that characte
size and nature of the information reseller industr
because it is evolving and lacks a clear definition
comprehensive data exist, industry representatives
least hundreds of information resellers in total, i
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companies that provide services over the Internet.|

We include in our definition of information reselle
nationwide credit bureaus--Equifax, Experian, and T
primarily collect and sell information about the cr
individuals--as well as other resellers such as Cho
and LexisNexis, which sell information for a variet
including marketing.[Footnote 4] Other companies th
products include eFunds, which provides depository
information on deposit account histories; Thompson
DataCorp, which help companies mitigate fraud and o
which provides insurers with insurance claims histo
prevention products. Information resellers sell the
broad spectrum of customers, including private comp

law enforcement bureaus and other government agenci

Although major information resellers generally offe
only to customers who have successfully completed a
process, some resellers offer certain products, suc
telephone directory information, to the public at |
businesses differ in nature, and they do not all fo
aggregating and reselling personal information. For
primarily provides customized computer services, an
products represent a relatively small portion of th

of the company.

Information resellers obtain their information from
sources (see fig. 1). Generally, three types of inf
collected: public records, publicly available infor
nonpublic information.

* Public records are a primary source of informatio
available to anyone, and can be obtained from gover
What constitutes public records is dependent upon s
laws, but generally these include birth and death r
records, tax lien records, voter registrations, lic

court records (including criminal records, bankrupt
case files, and legal judgments).

* Publicly available information is information not
records but nevertheless publicly available through
These sources include telephone directories, busine
print publications such as classified ads or magazi
and other sources accessible by the general public.

* Nonpublic information is derived from proprietary
sources, such as credit header data, product warran
lists of magazine or catalog subscribers, and other
information provided to private businesses directly
consumers.[Footnote 6]

Information resellers hold or have access to databa
large variety of information about individuals. Alt
varies in the specific personal information it main
include names, aliases, Social Security numbers, ad
numbers, motor vehicle records, family members, nei
claims, deposit account histories, criminal records
histories, credit histories, bankruptcy records, pr
household incomes, home values, automobile values,
ethnicities, and hobbies.

http://www.gao.gov/htext/d06674.html
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Figure 1: Typical Information Flow through Reseller
Institutions:

[See PDF for image]
Source: GAO(analysis), Art Explosion(image).
[End of figure]

The various products offered by different types of
resellers are used for a wide range of purposes, in
background checks, fraud prevention, and marketing.
sell their data to each other--for example, the cre
credit header data to other resellers for use in id

and fraud prevention products. Resellers might also
available information from one another, rather than
information themselves. The nature of the databases
products offered by information resellers vary. Cre
an individual file on most Americans containing fin
related to that person's creditworthiness. Most oth
typically maintain complete files on individuals, b
and maintain information in a variety of databases,
their customers with a single consolidated source f
personal information.

Financial Institutions Use Information Resellers fo
Determinations, Fraud Prevention, PATRIOT Act Compl
Marketing:

Financial institutions in the banking, credit card,
insurance industries use personal data purchased fr
resellers primarily to help make eligibility determ
with legal requirements, prevent fraud, and market
products.[Footnote 7] Credit reports from the three
bureaus help lenders determine eligibility for and
and reports on insurance claims histories from spec
insurance companies make premium decisions for new
existing customers. To meet certain legal requireme
prevent fraud, financial institutions we studied al
products to locate individuals or confirm their ide
certain reseller products containing demographic da
on individuals' lifestyle interests and hobbies are
financial products to existing or potential custome
characteristics.

Consumer Reports Sold by Credit Bureaus and Other C
Credit and Insurance Eligibility Decisions:

Banks, credit card companies, and other lenders rel
sold by the three nationwide credit bureaus--Equifa
TransUnion--when deciding whether to offer credit t
what rate, and on what terms. Banks use credit repo
the credit risk of new customers before opening a n
or providing a mortgage or other loan. Credit card
reports to determine whether to grant a credit card
determine the terms of that card, and to adjust the
current cardholders whose creditworthiness may have
addition to lenders, insurance companies often use
from credit report information to help determine pr
policies they underwrite.

http://www.gao.gov/htext/d06674.html
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Credit bureaus receive the information in credit re
financial institutions themselves, among other sour
consist of a "credit header"--identifying informati
current and previous addresses, Social Security num
number--and a credit history, or other payment hist
provide information on the individual's creditworth
history might contain information on an individual'
credit accounts, including amounts borrowed and owe
relevant dates, and payment histories, including an
payments. Credit reports also may include public re
tax liens, bankruptcies, and other court judgments
payment of debts. Credit bureaus also sell credit s
numerical representations of predicted creditworthi
information in credit reports, and are often used i
credit reports. For example, all three credit burea
scores, which use factors such as payment history,
length of credit history to help financial institut
likelihood that a person will repay a loan.[Footnot

Some financial institutions also use specialty CRAs
specific types of files on consumers, to help make

decisions. Insurance companies commonly use product

and 1SO, which compile data from insurance companie
individuals have made against their homeowner's or
policies.[Footnote 9] Most insurance companies prov
claim and loss information about their customers, i
driver's license information, type of loss, date of

the insurance company paid to settle the claim. The
information from multiple insurance companies to cr
reports or risk scores designed to help assess the
individual will file a claim. Insurance companies p

in some cases scores, associated with individuals a
insurance and the property being insured to help de
provide coverage and at what rate. Insurance compan
information to help determine whether to extend cov
premiums for existing policy holders. (See app. Il
insurance claims history report.) Insurance industr
told us aggregated claims data provided by specialt
useful in making coverage and rate determinations.
example, that past losses are the best indicator of
and thus are useful to firms that underwrite auto i

Banks and credit unions frequently assess applicant
and other deposit accounts using products offered b
ChexSystems, a specialty CRA that is a subsidiary o
ChexSystems compiles information from banks and cre
accounts that have been closed due to account misco
overdrafts, insufficient funds activity, returned ¢

and check forgery. The company also aggregates avai
license information from state departments of motor
receives information from check-printing companies
histories, which can help identify fraud. Banks we

the name and identifying information of a customer
new deposit account is typically run through the Ch
The reports provided back to the financial institut
typically include identifying information, as well

useful in assessing an applicant's risk, such as th
history of check orders and the source and details
misconduct. (See app. Il for a sample deposit accou
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Financial Institutions Use Information Resellers to
PATRIOT Act, Prevent Fraud, Mitigate Risk, and Loca

Financial institutions use data purchased from info
comply with legal requirements; detect, prevent, an
identify risks associated with prospective clients;
or shareholders.

Complying with PATRIOT Act Requirements:

Financial institutions we spoke with frequently use
by information resellers to comply with PATRIOT Act
requirements.[Footnote 10] Congress intended these
prevent terrorists and other criminals from using t
system to fund terrorism and launder money. The act
institutions to develop procedures to assure the id
customers.[Footnote 11] Many resellers offer produc
validate a new customer's identity by comparing inf
customer provided to the financial institution with
aggregated from public and private sources. Some fi
institutions, particularly those that offer service

mail, or the Internet, often confirm customers' ide
reseller products. Other companies may verify their
from a driver's license, passport, or other paper d
information resellers for additional verification.

Financial institutions must also screen their custo
are not on the Department of the Treasury's Office
Control (OFAC) Specially Designated Nationals and B
The list includes individuals and entities that fin

are generally prohibited from conducting transactio
have been identified as potential terrorists, money
international narcotics traffickers, or other crimi
information resellers offer products to financial i
screen new customers against the OFAC list; often t
packaged with identity verification in a single pro

for a sample identity verification and OFAC screeni
list is a publicly available government document, b
institutions told us they use resellers for their s
allows them to do so more quickly and helps disting
names on the list that might result in false matche
institutions use resellers to screen new customers
list, while others periodically screen all of their
Some companies told us they do most of their OFAC s
but sometimes use a reseller to gather additional i
confirming whether a potential match is indeed an i
the OFAC list.

To verify a customer's identity or conduct an OFAC
financial institution typically uses a Web-based po
information reseller with basic information about t
screened--such as the person's hame, Social Securit
driver's license number, phone number, and date of
then checks the information against its own records
provides a "pass" response if the information match
response if, for example, the date of birth does no
Resellers' screening products generally draw on cre
purchased from the credit bureaus, along with publi
such as address and telephone records and drivers'

http://www.gao.gov/htext/d06674.html

Comply with the
te Individuals:

rmation resellers to
d investigate fraud;
and locate debtors

products provided

provisions to help
he U.S. financial
requires financial
entity of new

ts that verify and
ormation the
information
nancial

s by telephone,
ntities using these
customers' identity
ocument, but use

mers to ensure they
of Foreign Assets
locked Persons List.
ancial institutions

ns with because they
launderers,

nals. Many
nstitutions that

his screening is

duct. (See app. Il

ng report.) The OFAC
ut financial

creening because it
uish between common
s. Some financial
against the OFAC
existing customers.
creening internally,
nformation

ndividual that is on

screening, a

rtal to provide an
he individual being
y number, address,
birth. The reseller

, and typically

es, or a "fail"

t match the name.
dit header data

cly available data
license records from

Page 12 of 55

9/19/2006



GAO-06-674, Personal Information: Key Federal Privacy Laws Do Not Require Infor...

state agencies. Customer verification databases als
information that may indicate suspicious activity,

campground addresses, disconnected telephone number

Security numbers of deceased individuals.
Preventing and Detecting Fraud:

The financial institutions we reviewed use informat
to assist their fraud prevention and detection effo
banks and credit card companies sometimes use infor
products to authenticate the identity of existing ¢
update or receive account information or to order a
card. Authentication products usually draw on infor
that used for verification products, most commonly
and public records. Some resellers offer products t
financial institution to access the customers' cred
their permission, which provides additional persona
can be used to verify identity. For example, a cust
the year an automobile loan was originated or the ¢
credit card.

Fraud departments of financial institutions in our
detailed products from information resellers to inv
identity theft or account fraud, such as the use of
card number. (See app. Il for a sample fraud invest
these cases, a company's fraud department often pur
information resellers detailed background informati
current and prior residences, vehicles, relatives,
records (in certain states), and other information

in directing an investigation. Examples of the uses
offered by resellers include:

* obtaining detailed personal information about peo
potential fraud, or their relatives and associates;

* detecting links between individuals who may be co
fraud or misconduct;

* identifying multiple insurance claims made by the

* identifying individuals who are associated with m
telephone numbers, or vehicles in ways that indicat

* obtaining contact information for key individuals
to car accidents identified in police reports; or:

* identifying instances where insurance policy appl
to disclose certain required information.

Reducing Risk and Locating Individuals:

Financial institutions also sometimes use reseller
identify potential reputational risk or other risks
customers or business partners. For example, securi
they screen individuals like prospective wealth man
merger partners to check for a criminal record, dis
securities regulators, negative news media coverage
affiliation with terrorism, drug trafficking, or or

Financial institutions we spoke with also often use
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resellers to locate individuals. For example, lende
products to find customers who have defaulted on de
fund companies use these products to locate lost sh
information provided by products used for this purp
largely from credit header data, telephone records,
data, and may include an individual's aliases, addr
numbers, Social Security number, motor vehicle reco
names of neighbors and associates. For example, one
institution told us its debt collectors use a Choic
called DEBTOR Discovery to get such information to
delinquent debtors.

Some Financial Institutions Use Information Reselle

Some information resellers offer certain products t
institutions market their financial products and se
existing customers with specific characteristics. D
resellers offering marketing products include a var
on individuals and households, such as household si
of children, estimated household income, homeowners
demographic data, and lifestyle interests and activ
databases derive their information from public reco
nonpublic sources such as self-reported marketing s
warranty cards, and lists of magazine subscribers,
provide financial institutions and other companies
consumers meeting certain criteria.[Footnote 12] Fo
marketing a college savings account might request t
addresses of all households in certain ZIP codes th
under the age of 18 and household incomes of $100,0
Financial institutions we studied also use certain
gather additional information on their existing cus
additional products and services. For example, we s
insurance company that used an information reseller
its existing customers owned boats, so those custom
targeted for boat insurance. Similarly, one bank we
information reseller to help market a sailing credi
customers who lived near bodies of water.

Many companies that solicit new credit card account
policies use nationwide credit bureaus for "prescre
potential customers for the products they offer.[Fo
or insurance company establishes criteria, such as
score, and then purchases from a credit bureau a li
bureau's database who meet those criteria. In some
institution already has a list of potential custome

to the credit bureau to identify individuals on the
criteria. Financial institutions sometimes also use
information reseller to help them obtain from a cre
that includes only consumers meeting specific demog
criteria. For example, in marketing a home equity |
lender may use a second information reseller to wor
bureau to identify creditworthy individuals that ar
and live in certain geographic areas, to which the
make a firm offer of credit. Financial institutions
from information resellers for models--developed by
institution or the reseller--that seek to predict ¢

be interested in a new product and unlikely to pres
For example, a firm we spoke with that was marketin
college students used reseller data to determine th
college students that indicate they will be success
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borrowers.

Federal Privacy and Information Security Laws Apply
Reseller Products, Depending on Their Use and Sourc

The Fair Credit Reporting Act (FCRA) and the Gramm-
(GLBA) are the primary federal laws governing the p
of personal data collected and shared by informatio
limits resellers' use and distribution of personal
consumers to access the data held on them, but it o
information collected or used primarily to make el
determinations. Unless FCRA applies to a product an
resellers typically provide only limited opportunit

to access, correct, or restrict sharing of the pers
them. GLBA's privacy provisions restrict the sharin
personal information collected by or acquired from
institutions, including resellers covered by GLBA's
financial institution (GLBA financial institutions)
safeguarding provision requires resellers that are
institutions to safeguard this information.

Several Federal Privacy and Security Laws Apply to
by Information Resellers:

No single federal law governs the use or disclosure
information by private sector companies. Similarly,
federal laws designed specifically to address all o
and data maintained by information resellers.[Footn
variety of different laws govern the use, sharing,
personal information that is maintained for specifi
specific types of entities. The two primary federal
personal information maintained by private sector ¢
and GLBA. FCRA protects the security and confidenti
information that is collected or used to help make
individuals' eligibility for, among other things, ¢
employment, while GLBA is designed to protect perso
information that individuals provide to or that is
financial institutions.

In addition to FCRA and GLBA, other federal laws th
indirectly address privacy and data security may al
information reseller products.[Footnote 15] The Dri
Protection Act of 1994 regulates the use and disclo
vehicle departments of personal information from mo
records.[Footnote 16] Personal motor vehicle record
and sold only for certain purposes--such as insuran
investigations and other anti-fraud activities--unl
vehicle agency has received express consent from th
indicating otherwise.[Footnote 17] In addition, the

Commission Act (FTC Act), enacted in 1914 and amend

occasions, gives FTC the authority to prohibit and
or deceptive acts or practices.[Footnote 18] The fa
commercial entity, such as an information reseller,
protect personal information could be a violation o
company's actions constitute an unfair or deceptive
Finally, some federal banking regulators have autho
their institutions' third-party service providers t

and soundness of financial institutions.[Footnote 1
vendor such as an information reseller did not empl
safeguards to maintain a bank's records, federal ba
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could examine the vendor to identify and remedy the

FCRA Applies Only to Consumer Information Used to D
Eligibility:

The Fair Credit Reporting Act (FCRA), enacted in 19
confidentiality and accuracy of personal informatio
certain types of decisions about consumers. Specifi
to companies that furnish, contribute to, or use "c
reports containing information about an individual'
credit characteristics used to help determine eligi
things as credit, insurance, employment, licenses,
benefits.[Footnote 21] Businesses that evaluate con
assemble such reports for third parties are known a
agencies, or CRAs. Consumer reports covered by FCRA
significant portion of consumer data transactions i
For example, according to an industry association t
the three nationwide credit bureaus sell over 2.5 b
reports each year on average. FCRA places certain r
obligations on CRAs that issue these reports. For e
restricts the use of consumer reports to certain pe
such as approving credit, imposes certain disclosur
requires that CRAs take steps to ensure that inform
reports is not misused. It also provides consumers

in relation to their credit reports, such as the ri
accuracy or completeness of items in the reports. C
FCRA a number of times, most recently with the Fair
Transactions Act of 2003 (FACT Act), which sought t
accurate credit reports and expand consumers' acces
information.[Footnote 22]

Information resellers are subject to FCRA's require
regard to information used to compile consumer repo
reports used to help determine eligibility for cert
including credit, insurance, or employment. Thus, F
databases used to compile credit reports sold by th
credit bureaus, and its provisions apply both to th
themselves as well as to other information reseller
resell credit reports for use by others. FCRA also
used to generate specialty consumer reports--which
things as tenant history, check writing history, em
medical information, or insurance claims--that are
eligibility determinations. For example, according
applies to the data used in most of its WorkPlace S
which employers use to make hiring decisions. Simil
LexisNexis, FCRA applies to its Electronic Bankrupt
data, which financial institutions use to determine
customers credit or other financial services. Overa
information resellers we spoke with said that at le
products are consumer reports as defined by FCRA. T
contracts prohibit their customers from using their
for purposes related to making eligibility determin

According to the information resellers included in
does not cover many databases used to create other
because, as defined by the law, the information was
making eligibility determinations and the products

be used for making eligibility determinations.[Foot
example, some of the information resellers we spoke
data in some products used to identify and prevent
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FCRA. Similarly, resellers do not typically conside
solely for marketing purposes to be covered by FCRA
definition of a consumer report under FCRA depends
which the information is collected and on the repor
actual use, an information reseller apparently may
identical databases with only one of them subject t

FCRA also restricts financial institutions and othe
consumer reports from using them for purposes other
permitted in the law. Financial institutions must a

if they take an adverse action--such as denying an
card--based on information in a consumer report. Un
that furnish information to CRAs also must take ste
accuracy of information they report. Further, users
must properly dispose of consumer reports they main
limits financial institutions and other entities fr

credit information with their affiliates for market
regulations to implement this statutory limitation
promulgated.

FCRA Provides Access, Correction, and Opt-Out Right
Reports:

FCRA is the primary federal law that provides right
view, correct, or opt out of the sharing of their p
including data held by information resellers. Under
amended by the FACT Act, consumers have the right t

* obtain all of the information about themselves co
of a CRA upon request, including their credit histo

* receive one free copy of their credit file from n
nationwide specialty CRAs once a year or under cert
circumstances;[Footnote 24]

* dispute information that is incomplete or inaccur
claims investigated and any errors deleted or corre
the law; and:

* opt out of allowing CRAs to provide their persona
third parties for prescreened marketing offers.[Foo

Most of FCRA's access, correction, and opt-out righ
the three nationwide credit bureaus--Experian, Tran
-but also to other CRAs, including nationwide speci
provide reports on such things as insurance claims
histories. The law imposes slightly different requi
entities with respect to free annual reports. For e
implementing regulation requires Experian, TransUni
create a centralized source for accepting consumer
credit reports, which must include a single dedicat
free telephone number, and mail directed to a singl
where consumers can order credit reports from all t
CRAs.[Footnote 26] Nationwide specialty CRAs are in
to maintain a toll-free number and a streamlined pr
and processing consumer requests for file disclosur
Other CRAs must provide consumers with a copy of th
request (although in most cases they may charge ar
it), and they must allow consumers to dispute infor

to be inaccurate. In practice, consumers may find i
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cases to effectively access and correct information
specialty CRAs because there may be hundreds of suc
list exists. For example, job seekers who want to ¢

of information about themselves in background-scree
need to request their consumer reports from the doz
companies that offer such products.

Consumers generally do not have the legal right to
information about them contained in non-FCRA databa
used for marketing purposes or, in some cases, frau
information resellers we studied varied in the exte
voluntarily provide consumers with additional oppor
correct, and opt out of the sharing of information
requires. The three nationwide credit bureaus allow
only information that is subject to FCRA. However,
information resellers we spoke with allowed consume
reports of some data maintained about them that was
FCRA. These reports varied in length and detail but
consumer data obtained from public records, publicl
information, and credit header information. Consume
have the right to see data maintained about them re
such as information on their household income, inte
which was often obtained from warranty cards or sel
guestionnaires.

Information resellers told us that consumers who re
inaccurate data not covered by FCRA are typically r
government or private entity that was the source of
resellers told us that because their databases are
updated, simply correcting their own databases woul
because it would soon be refreshed by new erroneous
original source. However, one reseller told us it h
prevent such corrections from being overwritten. So
limited opportunities for consumers to opt out of t

for data not covered by FCRA, but they typically al
data used for marketing purposes. The five reseller
maintain personal data used for marketing allowed c
that their information not be shared with third par
resellers we spoke with offered all consumers the a
identity verification or fraud products. They noted
undermine the effectiveness of the databases if, fo
could remove themselves from lists of fraudsters. S
allow opt-out opportunities to certain individuals,
identity-theft victims, who may face potential harm
information included in reseller databases.

Industry representatives, consumer advocates, and o
differing views on whether the access, correction,

provided under FCRA should be expanded. Many consum

others have argued that these rights should not be
information used for eligibility purposes, but shou

as well to databases not currently considered by re
subject to FCRA, such as those used for some anti-f
Proponents of this view argue that basic privacy pr
that consumers should have the right to know what i
collected and maintained about them. In addition, t
errors in these databases have the potential to har
example, an individual could be denied a volunteer
falsely pursued as a crime suspect due to erroneous
reseller database not covered under FCRA.
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In contrast, some information resellers, financial

law enforcement representatives have argued that pr
expanded access, correction, and opt-out rights is
could harm fraud prevention and criminal investigat
individuals with the opportunity to see and manipul
that exists about them. They also note that expandi
could create new regulatory burdens. For example, f
databases for marketing purposes could face substan
complications developing and implementing processes
see, challenge, and correct the data held on them.
resellers noted that providing access and correctio
personal information in marketing databases makes |
the accuracy of this information is much less impor
information used to make crucial eligibility decisi

GLBA Applies to Information Resellers That Are Fina
or Receive Information from Financial Institutions:

The Gramm-Leach-Bliley Act (GLBA), enacted in 1999,
exceptions the sharing of consumer information by f
institutions and requires them to protect the secur
confidentiality of customer information. Further, G

and redisclosure of the information for those recei
provisions with regard to information resellers, th
privacy, reuse, redisclosure, and safeguarding of i

GLBA Privacy Provisions:

GLBA's privacy provisions generally limit financial
sharing nonpublic personal information with nonaffi
without first providing certain notice and, where a
rights to their own customers and other consumers w
interact.[Footnote 28] GLBA distinguishes between a
institution's "customers" and other individuals the
institution may interact less with, which the law r
"consumers." Specifically, a consumer is an individ
financial product or service from a financial insti

On the other hand, a customer is a consumer who has
relationship with a financial institution. For exam
engages in an isolated transaction with a financial

as obtaining an ATM withdrawal, is a consumer, wher
a deposit account with a bank would be a customer.
requirements, such as the privacy requirements, app
consumer information in many cases, other provision
to customer information. For example, GLBA's safegu
oblige financial institutions to protect only custo

GLBA requires financial institutions to provide the
notice at the start of the customer relationship an
thereafter for the duration of that relationship. T
describe the company's sharing practices and give c
some cases consumers, the right to opt out of some
exempts companies from notice and opt-out requireme
circumstances. For example, financial institutions
personal information for credit-reporting purposes
opt-out opportunities, and financial institutions a
share this information to protect against or preven
potential fraud and unauthorized transactions.[Foot
financial institutions are not required to provide
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opt-out rights before reporting their information t
sharing their information with information reseller
verification and fraud purposes. Under another GLBA
financial institutions are also not required to pro

an opportunity to opt out of the sharing of informa
that perform services for the financial institution

GLBA's privacy provisions apply to information rese
the reseller is a GLBA "financial institution" or (
receives nonpublic personal information from such a
institution (see fig. 2). The determination of whet
financial institution under GLBA is complex and, fo
reseller, depends on whether the company's activiti
implementing regulations issued by FTC. GLBA define
institutions" as entities that are in the business
certain financial activities.[Footnote 32] Such act
among other things, traditional banking services, a
financial in nature on the FRB list of permissible
financial holding companies in effect as of the dat
enactment, and new permissible activities.[Footnote
financial activities may be identified, those activ
automatically included in FTC's definition.[Footnot
"financial institutions" as businesses that are "si

in financial activities.[Footnote 35] For example,
"financial activities" includes not only the activi
credit, but also related activities such as credit
services.[Footnote 36] Thus, the three nationwide c
considered financial institutions subject to GLBA.[

Figure 2: GLBA Privacy Provisions:

[See PDF for image]

Source: GAO(analysis), Art Explosion(image).
[End of figure]

FTC staff told us that the determination of whether
information reseller is a financial institution sub

on the specific activities of the company. They sai
whether GLBA applies to an entity on a case-by-case
is difficult to generalize what types of informatio
financial institutions. For example, CRAs other tha
nationwide credit bureaus may not necessarily be su
for example, their activities do not fall under FRB
credit bureau services or they do not otherwise eng
activity included in the 1999 FRB list. Only four r

we spoke--the three nationwide credit bureaus and a
collects deposit account information--told us they
financial institutions subject to GLBA's privacy an
provisions. Moreover, we were told that these provi
to the entire company but rather only to those acti
company that are deemed financial in nature. For ex
bureau told us that its credit reporting activities

but that its marketing products, which are not deem
nature, do not fall under GLBA.[Footnote 38]

GLBA not only limits how financial institutions sha

personal information with other companies, but it a
those companies subsequently do with the informatio
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"reuse and redisclosure" provision and FTC's implem
companies that receive information from a financial
restricted in how they further share or use that in

39] If a company receives information under a GLBA
reseller can only reuse and redisclose the informat
that fall under the exception under which the infor
received.[Footnote 40] Alternatively, if a company
from a financial institution in a way not covered b
where an individual has been provided with a GLBA n
not to opt out of sharing--then the information may
redisclosed in any way the original financial insti
been permitted.[Footnote 41]

As noted earlier, the nationwide credit bureaus sel
data--identifying information at the top of a credi
information resellers for use in fraud prevention p
Representatives of two of the credit bureaus and th
association told us that because credit header data
information from financial institutions, it is subj

and redisclosure provisions. As a result, the credi
sell credit header data under the same GLBA excepti
received it. Credit bureau representatives said the
information from financial institutions under both
reporting and fraud prevention exceptions, and then
fraud prevention exception.

Also, some old credit header data may not be subjec
Prior to GLBA's enactment in 1999, credit header in
credit bureaus--which included names, addresses, al
Security numbers--could be used or resold by a thir
purpose, as long as the information was not used to
determinations. GLBA placed restrictions on the sal
personal information maintained by GLBA financial i
Further, as noted earlier, reuse and redisclosure o
also restricted by GLBA. The law's privacy restrict
became fully effective on July 1, 2001.[Footnote 42
credit bureau told us that the restrictions did not

to credit header data that credit bureaus already h
GLBA's enactment in 1999. The nationwide credit bur
prior to GLBA's enactment, it created a new databas
GLBA" credit header data and transferred those data
affiliated company.[Footnote 43] The company told u
gathered these data prior to GLBA's enactment, the
to GLBA's privacy and safeguarding provisions.

GLBA Safeguarding Provisions:

The safeguarding provisions of GLBA require financi
take steps to ensure the security and confidentiali
customers' nonpublic personal information.[Footnote
the agency regulations provide that financial insti
comprehensive written policies and procedures to en
and confidentiality of customer records and informa
against any anticipated threats or hazards to the s

of such records, and protect against unauthorized a
such records or information that could result in su
inconvenience to any customer.[Footnote 45] Althoug
provisions of GLBA apply broadly to financial insti
GLBA's safeguarding requirements only establish obl
financial institutions to protect their customer in
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Only information resellers defined as financial ins

law are required to implement these safeguards. Sev
information resellers we spoke with noted that alth
apply to all of their products, they have policies
protect all of their information in a way consisten
safeguarding requirements. Unlike GLBA's notice and
requirements (privacy requirements), the law's safe
do not directly extend to third-party companies tha
information from financial institutions. However, f
provisions implementing GLBA safeguarding rules req
institutions to monitor the activities of their ser

require them by contract to implement and maintain
safeguards for customer information.[Footnote 46]

Many commercial entities--including many informatio
subject to GLBA and therefore are not explicitly re
statute to have in place policies and procedures to
individuals' personal data. This raises concerns gi
theft has emerged as a serious problem and that bre
personal data have occurred at a variety of compani
financial institutions. For example, in 2005, BJ's
which is not considered a GLBA financial institutio
charges that it engaged in an unfair or deceptive a
violation of the FTC Act by failing to take appropr
measures to protect the sensitive information of th
customers.[Footnote 47] FTC alleged that the compan
secure sensitive information was an unfair practice
substantial injury not reasonably avoidable by cons
outweighed by offsetting benefits to consumers or ¢
policymakers, consumer advocates, and industry repr
advocated explicit statutory requirements that woul
broadly the number and types of companies that must
data. Had there been a statutory requirement for BJ
safeguard sensitive information, FTC would have had
complaint based on the company's failure to safegua
Expanding the class of entities subject to safeguar
impose explicit data security provisions on a large
organizations that are maintaining sensitive person
has testified that should Congress enact new data s
requirements, FTC's safeguards rule should serve as
effective enforcement standard because it provides
flexibility to apply to a wide range of companies r
specific technical requirements that may not be app
entities.[Footnote 48] To be most effective, new da
provisions would need to apply both to customer and
because the nature of information reseller business
hold large amounts of sensitive personal informatio
are not their customers.

No Federal Statute Requires Notification of Data Br

Currently, there is no federal statute requiring in

or most other companies to disclose breaches of sen
information, although at least 32 states have enact
breach notification law.[Footnote 49] Policymakers
advocates have raised concerns that federal law doe
companies to reveal instances of the theft or loss
These concerns have been triggered in part by incre
awareness of the problem of identity theft and by a
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data breaches at a wide variety of public and priva
including major financial services firms, informati
universities, and government agencies. In 2005, Cho
acknowledged that the personal records it held on a
consumers had been compromised. As part of a settle
company in January 2006, FTC alleged that ChoicePoi
reasonable procedures to screen prospective subscri
products, and provided consumers' sensitive persona
subscribers whose applications should have raised o
suspicions.[Footnote 50] A December 2005 report by
Research Service noted that personal data security
occurring with increasing regularity, and listed 97

five of which had occurred at information resellers
breaches are not limited to private sector entities

the theft discovered in May 2006 of electronic data

of Veterans Affairs containing identifying informat
veterans.

Congress has held several hearings related to data
number of bills have been introduced that would req
notify individuals when such breaches occur.[Footno
vary in many ways, including differences in who mus
level of risk that triggers a notice, the nature of
exceptions to the requirement, and the extent to wh
preempts state law. Breach notification requirement
benefits. First, they provide companies or other en
incentives to follow good security practices so as
liability or public relations risks that may result
breach of customer data. Second, consumers who are
of their personal data can take actions to mitigate
such as reviewing the accuracy of their credit repo
statements. However, FTC and others have noted that
requirements should ensure that customers receive n
they are at risk of identity theft or other related
notices when consumers are not at true risk could c
burden on businesses that may be required to provid
and insignificant breaches. It could also overwhelm
frequent notifications about breaches that have no
reducing the chance they will pay attention when a
occurs. At the same time, consumer and privacy grou
have warned against imposing too weak of a trigger
and expressed concerns that a federal breach notifi
actually weaken consumers' security if it were to p
state laws.[Footnote 53]

FTC Has Primary Responsibility for Enforcing Inform
Compliance with Privacy and Information Security La

The Federal Trade Commission is the federal agency
responsibility for enforcing applicable privacy and
security laws for information resellers. Since 1972
numerous formal enforcement actions against informa
providing consumer report information without adequ
their customers had a permissible purpose for obtai
has civil penalty authority for violations of FCRA
situations, the FTC Act, but it does not have such
which may inhibit its ability to most effectively e
privacy and security provisions.

FTC Has Primary Federal Enforcement Authority over
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Resellers:

FTC enforces the privacy and security provisions of
information resellers. FCRA provided FTC with enfor
nearly all companies not supervised by a federal ba
regulator.[Footnote 54] Similarly, GLBA provided FT
and enforcement authority over all financial instit
entities not under the jurisdiction of the federal
NCUA, SEC, the Commodity Futures Trading Commission
regulators.[Footnote 55] In addition, the FTC Act p
authority to investigate and take administrative an
actions against most commercial entities, including
resellers, that engage in unfair or deceptive acts
affecting commerce. According to FTC officials, an
could violate the FTC Act if it mishandled personal
way that rose to the level of an unfair or deceptiv

State regulators also play a role in enforcing data
security laws. FCRA provides enforcement authority
law enforcement officer, or any other designated of
although federal agencies have the right to interve
initiated action.[Footnote 56] In addition, GLBA al
enforce their own information security and privacy
those that provide greater protections than GLBA, a
laws are not inconsistent with requirements under t
Several states, including Connecticut, North Dakota
enacted restrictions on the sharing of financial in
stricter than GLBA.[Footnote 57] States can also en
related to unfair or deceptive acts or practices to

do not conflict with federal law.

FTC Has Investigated and Initiated Formal Enforceme
Information Resellers for FCRA and FTC Act Violatio

Since 1972, FTC has initiated numerous formal enfor
against at least 20 information resellers for viola
some cases, the FTC Act.[Footnote 58] All of these
and they included the three nationwide credit burea
variety of types of specialty CRAs.[Footnote 59] In
cases, FTC charged that the companies provided cons
information without adequately ensuring that their
permissible purpose for obtaining the data. In many
the companies sold consumer reports to users they h
believe intended to use the information legally, or
users to identify themselves and certify in writing
which they wished to use the reports. In addition,
reports allegedly included significant inaccuracies
information; some companies also failed to reinvest
information within a reasonable period of time.[Foo

Among the most significant of these FTC enforcement
information resellers are the following:

* In 1995, FTC settled charges with Equifax Credit
Services, the credit bureau subsidiary of Equifax |
violations of FCRA. FTC alleged that the company fu
reports to individuals without a permissible purpos
derogatory information in consumer reports that sho
excluded after it was disputed by the consumer, and
steps to reduce inaccuracies in reports and reinves

http://www.gao.gov/htext/d06674.html

FCRA and GLBA over
cement authority for
nking
C with rule-making
utions and other
banking regulators,

, Or state insurance
rovides FTC with the
d civil enforcement
information

or practices in or
information reseller

information in a
e act or practice.

privacy and

to a state's chief
ficer or agency,

ne in any state-
lows states to

laws, including

s long as the state
he federal law.

, and Vermont, have
formation that are
force their own laws
the extent the laws

nt Actions against
ns:

cement actions

ting FCRA and, in
companies were CRAS,
us as well as a
most of these
umer report
customers had a
cases, FTC alleged
ad no reason to
didn't require the
the purposes for
some companies'
or obsolete

igate disputed

tnote 60]

actions against

Information

nc., for alleged
rnished consumer
e, included

uld have been
failed to take
tigate disputed

Page 24 of 55

9/19/2006



GAO-06-674, Personal Information: Key Federal Privacy Laws Do Not Require Infor...

information. The consent agreement required Equifax
improve the accuracy of its consumer reports and li
of such reports to those with a permissible purpose
FCRA.[Footnote 61]

* In 2000, FTC ordered the TransUnion Corporation,
bureau, to stop selling consumer reports in the for
marketing lists to marketers who lack an authorized

for receiving them. The company had been selling ma
names and addresses of consumers meeting certain cr
criteria (such as having certain types of loans). F

lists were consumer reports and that the lists ther

sold for target marketing purposes.[Footnote 62]

* In January 2006, FTC settled charges against Choi
security and record-handling procedures violated fe
respect to consumers' privacy. FTC had alleged the
FCRA by providing sensitive personal information to
obvious indications that the information would not
permissible purpose. For example, ChoicePoint alleg
customers individuals who subscribed to data produc
businesses using fax machines in public commercial
charged that the company violated the FTC Act by ma
misleading statements in its privacy policy, which
consumer reports only to businesses that complete a
credentialing process. Under the terms of the settl
agreed to pay $10 million in civil penalties--the |

in FTC history--and to provide $5 million in consum
63] ChoicePoint did not admit to a violation of law
charges. A company representative told us it has ta
breach to enhance its customer screening process an
consumers.

FTC Cannot Levy Civil Penalties for GLBA Informatio
Security Violations:

FTC is the primary federal agency monitoring inform
compliance with privacy and security laws, but it i
rather than supervisory agency. Unlike federal fina
regulators, which oversee a relatively narrow class
has jurisdiction over a large and diverse group of
enforces a wide variety of statutes related to anti
regulation, consumer protection, and other issues.
resource allocations focus on conducting investigat
federal financial regulators, FTC does not routinel
the companies over which it has jurisdiction.

If FTC has reason to believe that violations of law
jurisdiction have taken place, it may initiate a la
action. Under its statutory authority, it can ask o

to produce documents, testimony, and other material
administrative proceedings issue cease and desist o
deceptive acts or practices. Further, FTC generally
United States district courts a wide range of remed
injunctions, damages to compensate consumers for th
and disgorgement of ill-gotten funds.[Footnote 64]

it is enforcing, FTC may also seek to obtain civil
fines levied for a violation of a civil statute or

Although FTC has civil penalty authority for violat
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limited situations the FTC Act, GLBA's privacy and
provisions do not give it such authority.[Footnote

may seek an injunction to stop a company from viola
provisions and may seek redress--damages to compens
losses--or disgorgement. However, determining the a
consumer compensation requires having information o
consumers were affected and the harm, in monetary t
suffered. This can be extremely difficult in the ca
privacy violations, such as data breaches. Such bre
identity theft, but FTC staff told us that they may
identify exactly which individuals were victimized

they were harmed--particularly in cases where the p
theft could occur years in the future. FTC could be
the authority to impose civil penalties for violati
privacy and safeguarding provisions because such pe
practical enforcement tools for violations involvin
consumer data. FTC has testified that such authorit
appropriate remedy in such cases, and staff told us
effectively deter companies from violating provisio
FTC, other regulators have civil penalty authority
violations of GLBA. For example, OCC told us it can
privacy and safeguard provisions with civil money p
insured depository institution or institution-affil
party.[Footnote 66]

Agencies Differ in Their Oversight of the Privacy a
Personal Information at Financial Institutions:

In enforcing privacy and security requirements, fed
not distinguish between the data that regulated ent
information resellers and other personal informatio
maintain. Federal banking regulators have overseen
privacy and security provisions of GLBA and FCRA by
guidance, conducting examinations, and taking forma
enforcement actions when needed. Securities and ins
enforce GLBA information privacy and security requi
fashion, but FTC is responsible for FCRA enforcemen
FTC is also responsible for GLBA and FCRA enforceme
services firms not supervised by another regulator
several enforcement actions, though it does not con
examinations. Credit union, securities, and insuran

us that unlike most of the banking regulators, they
authority to examine their entities' third-party se
including information resellers.

Financial Institutions and Their Regulators Said Th
Distinguish between Data from Information Resellers

The information privacy and security provisions of
provide several federal and state agencies with aut
the laws' provisions for financial institutions. As
GLBA assigns federal banking and securities regulat
insurance regulators with enforcement responsibilit
institutions they oversee, and FTC has jurisdiction
financial institutions. FCRA similarly assigns the
regulators authority over the institutions they ove
jurisdiction over other entities.[Footnote 67] FCRA
enforcement responsibility for securities and insur
provides securities and insurance regulators with n
responsibilities to enforce FCRA.[Footnote 68]
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Figure 3: Enforcement Responsibilities for Selected
Institutions under FCRA and GLBA:

[See PDF for image]
Source: GAO.

Notes: The Commodity Futures Trading Commission, wh
identified as a functional regulator by GLBA, is ne
responsible for enforcing information privacy and s
among futures commission merchants, commodity tradi
commodity pool operators, and introducing brokers s
jurisdiction. See 7 U.S.C. § 7b-2.

[A] NCUA enforces GLBA at all federally insured cre
at all federally chartered credit unions. FTC has e
for all other credit unions not subject to NCUA's j

[B] SEC is responsible for enforcing GLBA complianc
advisers registered with SEC; FTC is responsible fo
other investment advisers.

[C] FTC is responsible for enforcing FCRA at securi
insurance companies, but it is not a supervisory ag
conduct routine examinations.

[End of figure]

Financial regulators told us that in their oversigh
compliance with privacy laws, they generally do not
data obtained from information resellers versus oth
nonpublic personal information maintained by financ
includes both data they collect directly from their

as data purchased from information resellers, such
marketing lists. Banking and securities regulators
efforts to oversee the privacy and security of nonp
information do not focus in particular on data that
information resellers but rather look holistically
institution's information security and compliance w
For example, OCC and FRB officials said their exami
privacy and safeguarding requirements of GLBA and F
whether the source of the data is an information re
or other source.

GLBA's safeguarding requirements apply only to nonp
information that financial institutions maintain on

not to information they maintain about other consum
However, representatives of financial institutions

that as a matter of policy, they generally apply th
safeguards to both customer and consumer informatio
their information safeguards focus on the sensitivi
information rather than whether the person is a cus
files containing Social Security numbers would have
safeguards than those containing only names and add
a global investment banking and brokerage firm told
their firm maintains separate databases on customer
targeted for marketing, both databases use the high
required for customer information. Another company
practices noted that it treats all information with
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rather than setting up many different safeguarding
procedures. Other companies noted that public relat
reputational risk concerns motivate them to maintai
prevent any consumer information from being lost or
federal banking regulators told us that failing to
information may not be a violation of GLBA but is s
seriously because it represents a threat to a bank’
soundness, poses reputational risks, and reflects a
bank's corporate governance.

Federal Banking Agencies Provide Guidance and Exami
Organizations for GLBA and FCRA Compliance:

The banking regulators responsible for GLBA and FCR
issued regulations and other guidance on informatio
security requirements. The individual banking regul
financial institutions under their jurisdiction for

GLBA and FCRA information privacy and safeguarding
have taken enforcement actions for violations.

Regulations and Other Guidance:

The banking agencies acting jointly and individuall
coordination with FTC, have issued regulations and
financial institutions to follow in implementing th
safeguarding requirements of GLBA.[Footnote 69] In
law's passage, the banking agencies--OCC, FRB, OTS,
issued rules for compliance with the law's informat
requirements.[Footnote 70] These rules helped finan
implement GLBA's notice and opt-out requirements. F
provided examples of types of information regulated
the agencies jointly issued guidelines establishing
GLBA's safeguarding requirements to assist financia
establishing administrative, technical, and physica
customer information as required by law.[Footnote 7
the guidelines that implement GLBA safeguarding req
regulators have in some cases issued guidance to pr
assistance to their institutions. For example, the
issued a guide on small entities' compliance with G
provision to help companies identify and comply wit
The banking agencies also have issued additional wr
guidance for financial institutions relating to not
customers in the event of unauthorized access to th
where misuse of the information has occurred or is
possible.[Footnote 72]

The banking regulators have also issued rules and r
institutions to implement certain provisions of the
Credit Transactions Act of 2003 (FACT Act), which a
73] For example, in 2004, in coordination with FTC,
issued a final rule to implement the FACT Act requi
including financial institutions, properly dispose
information and records.[Footnote 74] Some provisio
restrictions on how financial institutions can shar
affiliates for marketing purposes--have yet to be f
banking or other agencies.

Through the Federal Financial Institutions Examinat

-a formal interagency body comprising representativ
FRB, FDIC, and NCUA that coordinates examination st
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procedures for their institutions--the banking agen
issued guidance to help bank examiners oversee the
information technology at their institutions. For e
developed the FFIEC IT Examination Handbook, which
booklets designed to help examiners and organizatio
level of security risks at financial institutions a
adequacy of the organizations' risk management. Rep
banking regulators say their examiners rely on thes
addition to the GLBA and FCRA guidance when examini
an institution's information privacy and security p

these booklets help examiners oversee financial ins
information resellers and other third-party technol
providers by addressing topics such as banks' outso
services, or banks' supervision of its technology s
Financial institution regulators told us their exam
booklets to oversee the soundness of their institut
services and to address information security issues
party technology service providers such as informat

Examinations and Enforcement Actions:

Banking regulators regularly examine regulated bank
credit unions for compliance with GLBA and FCRA req
75] Each regulatory agency told us that their agenc
soundness, compliance, and information technology e
checks on whether their institutions are in complia
FCRA's provisions related to the privacy and securi
information. For example, OCC examination procedure
review banks' monitoring systems and procedures to
attempted attacks on or intrusions into customer in
However, the scope of the regulators' reviews with
and security matters can vary depending on the degr
associated with the institution examined.

According to the banking agencies, their examinatio
GLBA and FCRA compliance have discovered limited ma
and violations requiring formal enforcement actions
mostly found various weaknesses that they character
nature and required informal corrective action.[Foo
officials said that between 2002 and 2005, the agen
enforcement actions for GLBA violations and no form
actions under FCRA. They noted that FDIC has also t
enforcement actions to correct an institution's ove
management system, which covers all of the consumer
and regulations in the examination scope.

According to OCC officials, between October 1, 2000
2005, the agency took 18 formal enforcement actions
formal enforcement actions under FCRA. OCC's action
resulted in outcomes such as cease and desist order
penalties levied against violators. The agency also
banks to take corrective action in several instance

a bank to notify customers whose accounts may have
requiring a bank to correct and reissue its initial
According to OCC staff, OCC's examinations for comp
privacy requirements most commonly found that banks
notices were not clear and conspicuous, and its exa
compliance with GLBA's safeguarding requirements mo
cases of inadequate customer information programs,
processes, testing, and reports to the board.
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FRB officials said the agency has taken 12 formal e
in the past 5 years for violations of GLBA's inform
standards and no formal actions for FCRA violations
taken several informal enforcement actions, includi
violations of Regulation P, which implements GLBA's
requirements, and five informal actions for violati
According to FRB staff, FRB's examinations for comp
interagency information security standards have fou
inadequate customer information security programs,
risk assessments, as well as cases of incomplete as
access controls and safeguarding of the transmissio
The most commonly found problem in FRB's examinatio
with Regulation P was banks' failure to provide cle
initial notices of their privacy policies and proce

to FCRA compliance, the violations cited most frequ
failure to provide notices of adverse actions based
contained in consumer reports or obtained from thir

Securities Regulators Oversee GLBA Compliance of Se

SEC, NASD, and NYSE Regulation oversee securities i
participants' compliance with GLBA's privacy and in
safeguarding requirements. Similar to the banking a
issued rules and other guidance, conducted examinat
compliance with federal securities laws and regulat
appropriate, taken enforcement actions.

Regulations and Other Guidance:

In June 2000, SEC adopted Regulation S-P, which imp
V information privacy and safeguarding requirements
dealers, investment companies, and SEC-registered i
subject to SEC's jurisdiction.[Footnote 77] Regulat
rules of general applicability that are substantive

rules adopted by the banking agencies. In addition
guidance, Regulation S-P contains humerous examples
securities industry to provide more meaningful guid
implement its requirements. For example, the rule p
guidance on the provision covering privacy and opt-
customer opens a brokerage account. It also contain
regarding procedures to safeguard information, incl

of consumer report information.[Footnote 78]

Since Regulation S-P was adopted, SEC staff have is
written guidance in the form of Staff Responses to
Regulation S-P. According to SEC staff, companies a
on Regulation S-P compliance during the examination
during telephone inquiries made to SEC offices. How
federal banking agencies, SEC has issued no additio
on institutions notifying customers in the event of

to customer information. SEC staff said they are co
measures that would address information security pr
detail, including the issue of how to respond to se

Examinations and Enforcement Actions:
SEC has examined registered firms for Regulation S-

staff said compliance with Regulation S-P was a foc
examinations during the first 1 to 1% years after J
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became effective. During this period, Regulation S-
reviewed in 858 broker-dealer examinations, of whic
findings.[Footnote 79] Also, during this period, Re
compliance was reviewed in 1,174 investment adviser
which 128 resulted in findings, and 218 investment
examinations, of which 17 resulted in findings.

SEC staff said that more recently SEC has adopted a
to determine the depth of a review of compliance wi
Under this approach, an initial review of complianc

P is done to determine if a closer look is warrante

2Y years, compliance with Regulation S-P was review
investment adviser examinations, of which 301 resul
257 investment company examinations, of which 20 re
SEC staff said they had not broken out separate Reg
examination findings of broker-dealer examinations
could not provide those numbers. They said the most
were failure to provide privacy notices, no or inad
policy, and no or inadequate policies and procedure
customer information. SEC staff said they had not f
deficiencies during their exams that warranted form
actions. They told us they have dealt with Regulati
more as a supervisory matter and required registran
deficiencies without taking formal actions.

SEC staff also said that SEC is now conducting a sp
coordinated with NYSE Regulation looking at how bro
outsourcing certain functions that involve customer
said they are concerned with how registrants are ma
outsourcing process, including, among other things,
contractor selection, monitoring contractor perform
recovery/business continuity planning.

NASD and NYSE Regulation Oversee Compliance of Memb

NASD and NYSE Regulation also oversee Regulation S-
member broker-dealers. According to NASD officials,
pronged approach to ensure that its members underst
obligations under Regulation S-P and comply with it
First, NASD issued guidance to its members regardin
the regulation. For example, when Regulation S-P wa
issued guidance to facilitate compliance by providi

to inform and educate its members about Regulation
the summer of 2001, NASD issued an article setting
answers regarding Regulation S-P and reminding memb
compliance deadline.[Footnote 81] In July 2005, NAS
notice reminding members of their obligations relat
protection of customer information.[Footnote 82] Se
NASD officials, NASD conducts routine examinations-
per year--to check compliance with NASD rules and t
securities laws, including Regulation S-P. Examiner
with Regulation S-P using a risk-based approach in
review certain information such as supervisory revi
assess the controls that exist at a firm. Depending
NASD determines whether to inspect in more detail t
S-P policies and procedures to ensure they are reas
achieve compliance with Regulation S-P, including i
privacy requirements. Regulation S-P compliance was
NASD examinations of broker-dealers between October
September 30, 2005. These examinations resulted in
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and two formal actions--called Letters of Acceptanc
Consent--for Regulation S-P violations. According t
formal action, it censured and fined the respondent
$250,000 for various violations related to their fa
supervisory procedures and devote sufficient resour
including Regulation S-P compliance. In the other a
NASD, it censured and fined the firm and a principa
$28,500 and suspended the person for 30 days for fa
privacy notices to its customers and for several ot
related violations.

Similarly, NYSE Regulation issued guidance on Regul
member firms and sent its members an information me
Regulation S-P requirements shortly before they bec
mandatory.[Footnote 83] NYSE Regulation's Sales Pra
conducts examinations of member firms' compliance w
and other privacy requirements on a 1-, 2-or 4-year
member firm is otherwise deemed to be at a certain

State Insurance Regulators Require Insurers to Comp
Privacy and Security Provisions, but Enforcement Ma

GLBA designates state insurance regulators as the a
responsible for enforcement of its information priv
provisions among insurance companies. The individua
responsible for enforcing GLBA with respect to insu
licensed in the state, and they may issue regulatio
National Association of Insurance Commissioners (NA
rules to guide states in developing programs to enf
requirements and has sponsored a multistate review
companies' performance in this regard.

NAIC Has Developed Model GLBA Privacy and Safeguard
All States Have Adopted GLBA Regulations:

NAIC has developed two model rules for states to us
regulations or laws to implement the GLBA informati
safeguarding provisions among the insurance compani
The first model rule, the Privacy of Consumer Finan
Information Regulation, issued in 2000, includes no
requirements relating to insurance entities, and ca

as models for state laws and regulations. An August
showed that all states and the District of Columbia
insurance laws or regulations to implement GLBA's r
to the privacy of financial information.[Footnote 8

The second model rule, the Standards for Safeguardi
Information Model Regulation, issued in 2002, estab
developing and implementing administrative, technic
safeguards to protect the security, confidentiality
customer information. In contrast to the privacy mo
NAIC analysis showed that 17 states had yet to adop
regulation setting standards for safeguarding custo
April 2002, GAO reported that insurance customer in
records in states that had not established safeguar
subject to a consistent level of legal protection e
privacy provisions.[Footnote 86]

Individual State Insurance Regulators Have Not Cons
for Privacy and Security Compliance:
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Individual state insurance regulators have procedur
companies for compliance with information privacy a
requirements, but do not routinely do so. According
official, NAIC's Market Conduct Examiners Handbook
examination procedures for reviewing information pr
and its Financial Examiners Handbook has a segment
of computer-based systems. He said the individual s
examine for compliance with privacy requirements as
comprehensive examinations of companies, but that s
less on conducting comprehensive examinations and m
examinations. As a result of a lack of complaints r
matters, however, he said the states are probably d
examinations of compliance with privacy requirement

To forestall possible multiple, overlapping, and in
examinations by numerous states, NAIC in 2005 spons
review to gather information on insurance companies
GLBA privacy and safeguarding provisions. The revie
District of Columbia’'s Department of Insurance, Sec
(DISB), with the participation of 19 states, covere

the largest insurance groups, representing about 80
companies operating in the United States.[Footnote
administered a survey questionnaire, reviewed each
to the questionnaire, and subsequently held confere
representatives of the insurer. The review resulted

* 22 findings related to the risk assessment proces
to work toward a formalized assessment process to i
internal and external threats and hazards to the sa
confidentiality, and integrity of information;

* 18 findings related to GLBA's requirements for in
transmission, and integrity;

* 16 findings related to the delivery of privacy no
of those findings related to the provision of the i
than recurring findings); and:

* no findings related to GLBA procedures for provid
notifications or procedures for collecting opt-out

These findings were similar to those of other finan
examinations of GLBA compliance. However, unlike th
state insurance regulators do not have comparable e
to follow up to ensure that such findings are corre
become more numerous. The DISB qualified the scope
noting that it did not include (1) a review of the

with respect to remediation activities, (2) a detai
effectiveness of the insurer's plans to correct pri
protect the business against the consequences assoc
privacy-related occurrences, or (3) a determination
insurer must take to become privacy compliant or ma
compliance.

Although this survey was not a substitute for regul
insurers' compliance with GLBA, it could serve as a
examination of such compliance. Other financial reg
gathered preliminary information that they then use
further examinations of regulated entities. For exa
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followed up on reports of abusive practices in mutu
requesting information from various mutual fund com
trading practices, and this served as a basis for f

of individual companies. According to NAIC official
results were never reviewed by state insurance regu
their examinations of insurance companies. NAIC off
survey results were reviewed by NAIC's Market Analy
and referred back to DISB to determine what, if any
up was necessary. DISB staff told us that most stat
regulators, as well as DISB, do not have staff with

to actually examine insurers' information privacy a
programs. They said the states would have to contra
obtain this expertise.

FTC Enforces GLBA and FCRA Compliance of Financial
Its Jurisdiction:

As discussed earlier, FTC enforces GLBA for financi
otherwise assigned to the enforcement authority of

and enforces FCRA for the same entities and others,
securities firms and insurance companies. FTC has i
implementing GLBA and FCRA information privacy and
requirements and developed other materials that pro
guidance for companies to implement the requirement
rules--referred to as the Privacy Rule and the Safe
implement GLBA's requirements for financial institu
similar regulations issued by the financial institu

These rules provide examples to clarify things such

a customer relationship and what types of informati

the law's sharing restrictions. FTC has also issued

the FACT Act amendments to FCRA, although some rule
issued in final form.[Footnote 88] FTC provides add
financial institutions on how to comply with GLBA a

of business alerts, fact sheets, frequently asked g
compliance guide for small businesses. For example,
alerts on safeguarding customers' personal informat
consumer report information, and insurers' use of ¢

Between 2003 and 2005, FTC took enforcement actions
seven financial service providers for violations of
privacy and safeguarding requirements, resulting in
agreements with:

* an Internet mortgage lender accused of false adve
to protect sensitive consumer information;

* a credit card telemarketer that allegedly failed
of its privacy practices and obtained information f
false pretenses;

* two or more mortgage lenders charged with failing
consumers' personal information; and:

* three nonprofit debt management organizations acc
notify consumers how their personal information wou
other violations.[Footnote 89]

NCUA, Securities, and Insurance Regulators Do Not H
to Examine Third-Party Vendors, Including Informati
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As part of their bank examinations, FRB, FDIC, OCC,
authority to examine third-party service providers,
information resellers with which banks may do busin
Technology service provider examinations are done u
FFIEC and coordinated with other regulators.[Footno
may be examined routinely; for example, officials o
reseller providing services to banks told us that i
periodic examinations under the auspices of FFIEC.
service provider may be examined only once for a pa
For example, OCC and FDIC examiners visited Acxiom,
number of banks with information services, such as
enhancing customer information for marketing purpos
visit focused on a security breach in which a clien

to information files obtained from other clients. A
officials, this was a one-time review of the breach

its computer services operations and did not result
being added to a list of technology service provide
regulators routinely review.

Unlike the banking regulators, NCUA does not have a
the third-party service providers of credit unions,
information resellers.[Footnote 92] In 2003, we rep
unions increasingly rely on third-party vendors to
related functions such as Internet banking, transac
fund transfers.[Footnote 93] With greater reliance
vendors, credit unions subject themselves to operat
reputational risks if they do not manage these vend
While NCUA has issued guidance regarding the due di
unions should apply to third-party vendors, the age
enforcement powers to ensure full and accurate disc
2003 we suggested that Congress consider providing
legislative authority to examine third-party vendor
requested such authority from Congress. However, an
us that few of these vendors are information resell
unions typically do not use them to a great extent.
unions generally use methods other than resellers t
PATRIOT Act customer identification requirements, a
bylaws typically forbid sharing customers' personal
information for marketing purposes.

Similarly, federal securities regulators and repres
insurance regulators told us they generally do not
examine or review the third-party service providers
oversee, including information resellers. According
agency can examine the third-party vendor only if t
SEC-registered entity over which the agency has exa
However, they said that, to date, SEC has not seen
with third-party vendors to justify requesting the

them at this time. They noted that in their examina
entities accountable for ensuring that personal inf
appropriately safeguarded whether the information i
or by a vendor. Similarly, NASD officials said that

not have jurisdiction to oversee third-party vendor
review member firms' procedures for monitoring cont
whether such contracts contain clauses ensuring the
security of customer information. In July 2005, NAS
Members reminding them that when they outsource cer
part of their business structure, they must conduct
analysis to ensure that the third-party service pro
perform the outsourced functions and comply with fe
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laws and NASD rules.[Footnote 94] Similarly, NYSE R
examinations review third-party contracts to ensure
confidentiality clauses prohibiting the contractor
disclosing customer information for any use other t
which the information was provided to the contracto
has proposed a rule governing its members' use of ¢
if adopted, will require member firms to follow cer
selecting and overseeing contractors, such as apply
diligence standards and the record-keeping requirem
securities laws[Footnote95].

State insurance regulators generally do not have au
information resellers and other third-party service
officials told us that state insurance regulators c
information resellers or other companies if they ar
rating organizations--companies that collect and an
information to assist insurance companies in their
For example, NAIC said state insurance regulators ¢
of the resellers included in our review--because it
states as a rating organization.

Conclusions:

Advances in information technology and the computer
have spawned the growth of information reseller bus
regularly collect, process, and sell personal infor

all Americans. The information maintained by resell
includes sensitive personal information, such as pu
estimated incomes, and Social Security numbers. The
past few decades in the sale of personal informatio
concerns about both personal privacy and data secur
may not be aware how much of their personal informa
and how frequently it is disseminated. In addition,
emerged as a serious problem, and data security bre
at some major resellers. At the same time, however,
resellers also provide some important benefits to b
businesses. Financial institutions rely heavily on

a variety of vital purposes, including credit repor

the cost of credit), PATRIOT Act compliance, and fr
Congress weighs various legislative options, it wil

the appropriate balance between protecting consumer
security interests and the benefits conferred by th

that allows a relatively free flow of information b

No federal law explicitly requires all information
safeguard all of the sensitive personal information
we have discussed, FCRA applies only to consumer in
intended to be used to help determine eligibility,
safeguarding requirements apply only to customer da
defined financial institutions. Much of the persona
maintained by information resellers that does not f
GLBA is not necessarily required by federal law to
when the information is sensitive and subject to mi
thieves. Given financial institutions' widespread r
information resellers to comply with legal requirem
and market their products, the possibility for misu
personal information is heightened. Requiring infor
safeguard all of the sensitive personal information
help ensure that explicit data security requirement
comprehensively to a class of companies that mainta
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such data. Further, although the scope of this repo
information resellers, this work has made clear to

of retailers and other entities also maintain sensi
information on consumers. As Congress considers req
resellers to better ensure that all of the sensitiv
information they maintain is safeguarded, it may al
the potential costs and benefits of expanding more
entities explicitly required to safeguard sensitive
information. Any new safeguarding requirements woul
effectively implemented and least burdensome if, as
Safeguards Rule, they provided sufficient flexibili

the widely varying size and nature of businesses th
personal information.

The proliferation of sensitive personal information
and increasing numbers of high-profile data breache
many states to enact data security laws with breach
requirements. No federal statute currently requires
notification, but such legislation could have certa
Companies would have incentives to improve data saf
the reputational risk of a publicized breach, and ¢

to take potential action against a risk of identity
related harm. Congress has held many hearings relat
and several bills have been introduced that would r
notification. We support congressional actions to r
resellers, and other companies, to notify individua
sensitive information occur. In previous work, we h
key benefits and challenges of notifying the public
breaches that occur at federal agencies. To be cost
reduce unnecessary burden on consumers, agencies, a
would be important for Congress to identify a thres
notification that would allow individuals to take s
themselves where the risk of identity theft or othe
exists, while ensuring they are only notified in ca

of risk warrants such action. Objective criteria fo

is required and appropriate enforcement mechanisms
considerations. Congress should also consider wheth
federal breach notification law would preempt state

FTC has taken many significant enforcement actions
resellers and other companies that have violated fe

and it is important that the agency have the approp
remedies. Unlike FCRA, GLBA does not provide FTC wi
authority, and agency staff have expressed concerns
FTC has available under GLBA--such as disgorgement
redress--are impractical enforcement tools for viol
breaches of mass consumer data. Providing FTC with
seek civil penalties for violations of GLBA could h
effectively enforce that law's safeguarding provisi

Federal financial regulators generally appear to pr
oversight of their regulated entities' compliance w
information security laws governing consumer inform
regulators do not typically distinguish between dat
receive from resellers and other sources, but this
given that the sensitivity, rather than the source,
most important factor in examining data security pr
state insurance regulators do not have comparable e
to other financial regulators to ensure consistent
This may be a source of concern given the recent mu
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identified deficiencies in GLBA compliance at insur
Matters for Congressional Consideration:

Safeguarding provisions of FCRA and GLBA do not app
personal information held by information resellers.
data are protected on a more consistent basis, Cong
requiring information resellers to safeguard all se
information they hold. As Congress considers how be
maintained by information resellers, it should also
expand more broadly the class of entities explicitl
safeguard sensitive personal information. If Congre
expand safeguarding requirements, it should conside
implementing agencies with sufficient flexibility t

wide range in the size and nature of entities that
personal information.

To ensure that the Federal Trade Commission has the
most effectively act against data privacy and secur
Congress should consider providing the agency with
authority for its enforcement of the Gramm-Leach-BI
and safeguarding provisions.

Recommendation for Executive Action:

We recommend that state insurance regulators, indiv
concert with the National Association of Insurance
additional measures to ensure appropriate enforceme
companies' compliance with the privacy and safeguar
the Gramm-Leach-Bliley Act. As a first step, state
and NAIC should follow up appropriately on deficien
compliance with these provisions that were identifi
nationwide survey as part of a broader targeted exa
privacy and safeguarding requirements.

Agency Comments:

We provided a draft of this report to FDIC, FRB, FT

NYSE Regulation, OCC, OTS, and SEC for comment. The

technical comments, which we incorporated, as appro
FTC provided a written response, which is reprinted
its response, FTC noted that it has previously reco
Congress consider legislative actions to increase t
afforded personal sensitive data, including extendi
principles to other entities that maintain sensitiv

also noted that it concurs with our finding that a

is the most appropriate and effective remedy in cas
privacy and safeguarding provisions.

As agreed with your offices, unless you publicly an
earlier, we plan no further distribution of this re

from the report date. At that time, we will provide
interested congressional committees, as well as the
Board of Governors of the Federal Reserve System, t
of the Federal Deposit Insurance Corporation, the C
Federal Trade Commission, the President of the Nati
Insurance Commissioners, the Chairman and Chief Exe
NASD, the Chairman of the National Credit Union Adm
Chief Executive Officer of New York Stock Exchange
Comptroller of the Currency, the Director of the Of
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Supervision, and the Chairman of the Securities and
Commission. We will also make copies available to o
In addition, the report will be available at no cha

site at [Hyperlink, http://www.gao.gov].

If you or your staff have any questions about this
contact me at (202) 512-8678 or jonesy@gao.gov. Con
Offices of Congressional Relations and Public Affai

the last page of this report. GAO staff who made ke
this report are listed in appendix IV.

Signed by:

Yvonne D. Jones:
Director, Financial Markets and Community Investmen

[End of section]
Appendix I: Scope and Methodology:

Our report objectives were to examine (1) how finan
use data products supplied by information resellers
information contained in these products, and the so
information; (2) how federal laws governing the pri
personal data apply to information resellers, and w
opportunities exist for individuals to view and cor
resellers; (3) how federal financial institution re
Federal Trade Commission (FTC) oversee information
compliance with federal privacy and information sec
how federal financial institution regulators, state
regulators, and FTC oversee financial institutions'
federal privacy and information security laws gover
information, including information supplied by info

For the purposes of this report, we defined "inform
broadly to refer to businesses that collect and agg
information from multiple sources and make it avalil
customers. The three nationwide credit bureaus were
definition. Our audit work focused primarily on lar
resellers and did not cover smaller Internet-based
these companies were rarely or never used by financ
from which we collected information. Our scope was
resellers' use and sale of personal information abo

did not include other information that resellers ma

data on commercial enterprises. Our review of finan
covered the banking, securities, property and casua
consumer lending and finance industries, but exclud
and health insurance companies because they use hea
covered by federal laws that were outside the scope
addition, we included financial institutions' use o
information for purposes related to customers and o
excluded their use of reseller products for screeni
employees or making business decisions such as wher
facility.

To address all of the objectives, we interviewed or
responses from 10 information resellers--Acxiom, eF
Equifax, Experian, LexisNexis, ISO, Regulatory Data
and TransUnion. We also reviewed marketing material
sample reports, and other items from these companie
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detailed information on the data contained in their
companies were selected because, according to the f
institutions, trade associations, and industry expe
they constitute most of the largest and most signif
resellers offering services to the financial indust
collectively they represent a variety of different
information resellers we included and the products
necessarily represent the full scope of the industr
with representatives of the Consumer Data Industry
Direct Marketing Association, trade associations th
portions of the information reseller industry.

To determine how financial institutions use data pr
information resellers and the types and sources of
interviewed or received written responses, and coll
documents, from knowledgeable representatives at fi
in the banking, securities, property and casualty i
consumer lending and finance industries. We gathere
Bank of America, Citigroup, and JPMorgan Chase, whi
largest U.S. bank holding companies by asset size,
Sachs, Morgan Stanley, and Merrill Lynch, which are
global securities firms by revenue. We also intervi

at American International Group, State Farm, and Al
the three largest U.S. insurance companies and incl
property/casualty insurers. We also interviewed rep
Consumer Finance, one of the world's 10 largest con
companies, and four other financial institutions--
Wells Fargo Financial, Security Finance, and Check
together offer a variety of consumer lending produc
automobile financing, credit cards, and payday loan
interviewed officials at trade associations represe
financial services industries, including the Americ
Association, Independent Community Bankers of Ameri
Industry Association, Investment Company Institute,
Association, and American Financial Services Associ

These financial institutions from which we gathered

a significant portion of the transactions in the fi
sector. For example, they collectively own 9 of the
commercial depository institutions, holding about 2
domestic deposits, as well as 8 of the 10 largest ¢
The insurance companies we spoke with represent abo
U.S. property and casualty insurer market share. In
selected these financial institutions by determinin
companies in each of the four industries, based on
sources. In two cases, we spoke with firms because
recommended by representatives of their trade assoc
on how financial institutions use information resel
representative of the entire financial services ind
believe they accurately represent institutions' use
because our findings from discussions with these co
representatives were corroborated by discussions wi
resellers, regulators, legal experts, and privacy a
groups.

To identify how federal privacy and data security |
apply to information resellers and individuals' rig
opportunities to view and correct reseller data, we
analyzed relevant federal laws, regulations, and gu
with staff of the Board of Governors of the Federal
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Federal Deposit Insurance Corporation, Federal Trad
National Credit Union Administration, Office of the
Currency (OCC), Office of Thrift Supervision, and S
Exchange Commission, as well as the National Associ
Commissioners (NAIC), NASD (formerly known as the N
of Securities Dealers), New York Stock Exchange Reg
Regulation), and the District of Columbia's Departm
Securities and Banking (DISB). In addition, we inte
experts in the area of privacy law that work in aca
financial institutions and information resellers. W

and collected documents from information resellers,
institutions, federal regulators, and a variety of
advocacy groups, to gather views on the applicabili
information resellers and the adequacy of existing

To describe how regulators oversee information rese
institutions' compliance with federal privacy and d

we met with the federal agencies, financial institu
resellers, and other parties listed above. We also
agencies' guidance, examination procedures, settlem
other documents, as well as relevant reports and do
NASD, and NYSE Regulation. To help illustrate regul
activities in this area, we also met with OCC staff
examinations at three national banks and reviewed t
workpapers. We also gathered data from regulators a
nature of examination findings, where applicable.

To describe the efforts of state insurance regulato
insurance companies' compliance with the Gramm-Leac
we also reviewed the DISB survey report of insuranc
implementation of GLBA policies and procedures. DIS
responses to determine findings for each company on
compliance with GLBA and related NAIC model rule pr
review defined a "finding" as an occurrence of a pe

a company's privacy practices and procedures and th
outlined in one of the model acts or regulations of
were derived from responses to the survey questions
surveyed comprised major companies, including prope
insurance groups with 2002 gross written premiums o
million or more; life insurance groups with 2002 gr

of approximately $200 million or more; and health i
2002 gross written premiums of approximately $500 m
initial list contained 129 insurance groups. After
compiled, 26 groups were exempted from the survey e
of three reasons: (1) there was a prior, ongoing, o
examination of the group that included (or would in
comprehensive review of the group's privacy policy
group engaged primarily or solely in reinsurance (2
state insurance regulator for the company's state o
that the group be exempted (1 group). The survey qu
93 questions asking for detailed documentary and te
of companies' level of compliance with GLBA and rel
provisions.

We conducted our review from June 2005 through May
with generally accepted government auditing standar

[End of section]

Appendix Il: Sample Information Reseller Reports:
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This appendix provides examples of reports from dif
products sold by information resellers. These sampl
reprinted with permission, contain fictitious data
redacted to reduce possible coincidental references
places.

Sample Insurance Claims History Report:

This sample insurance claims history report from Ch
insurers with insurance claims histories on individ
coverage.

Figure 4: Sample Insurance Claims History Report:
[See PDF for image]

Source: ChoicePoint.

[End of figure]

Sample Deposit Account History Report:
ChexSystems, a subsidiary of eFunds, offers a produ
risks associated with individuals applying to open
accounts. The report includes information on an app
history, including accounts closed for reasons such
returned checks, and check forgery. The report may
score representing the individual's estimated risk.
Figure 5. Sample Deposit Account History Report:
[See PDF for image]

Source: eFunds.

[End of figure]

Sample Identity Verification and OFAC Screening Rep
ISO, a company that provides information services t
companies, offers this product for screening new cu
verifying their identities. It provides a "pass" or
indicate whether information provided by the applic
information maintained by the company.

Figure 6: Sample Identity Verification and OFAC Scr
[See PDF for image]

Source: 1SO.

[End of figure]

Sample Fraud Investigation Report:

Below are selected excerpts from a sample report of
AutoTrack XP product, which helps users such as cor

investigators and law enforcement agencies conduct
locate individuals and assets, and verify physical

http://www.gao.gov/htext/d06674.html
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Figure 7: Sample Fraud Investigation Report:

[See PDF for image]

Source: ChoicePoint.

[End of figure]

[End of section]

Appendix lll: Comments from the Federal Trade Commi

Federal Trade Commission:
Washington, D .C. 20580:
The Chairman:

June 2, 2006:

Ms.Yvonne Jones:

Director, Financial Markets and Community Investmen
Government Accountability Office:

Washington, D.C. 20548:

Dear Ms. Jones:

The Commission is pleased to have the opportunity t
Government Accountability Office's draft report ent
Information: Key Federal Privacy Laws Do Not Requir
Resellers to Safeguard all Sensitive Data (GAO-06-6
Report describes the sources of consumer personal d
entities use or reuse the data, and the statutory p
govern the collection, use, and reuse of sensitive
information. The Report also explains how banking r
Securities and Exchange Commission, and the Federal
("FTC") oversee compliance with the privacy and saf
of the Gramm-Leach-Bliley Act ("GLBA"), and describ
enforcement of the Fair Credit Reporting Act ("FCRA
information resellers. The Report concludes that "[
explicitly requires all information resellers to sa
sensitive personal information they may hold." It a
entities other than infornation resellers hold sens
information.

We understand that the agencies' staffs worked coop
the preparation of this report and that FTC staff h
technical comments on the draft of the Report to th
vast majority of which have been incorporated.

The Report makes several legislative recommendation
Commission supports, and one on which the Commissio
First, the Report recommends that Congress consider
information resellers to safeguard all sensitive pe

they hold, and suggests that Congress consider the

of expanding the class of entities explicitly requi
sensitive personal information. (Report at 42) The
recommended that Congress consider legislative acti
protection afforded sensitive personal data. In its

before the Senate Committee on Commerce, Science, a
data breaches and identity theft, the Commission re

http://www.gao.gov/htext/d06674.html
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Congress consider extending the GLBA safeguards pri
require financial institutions to implement procedu
consumer financial information, to other entities t
sensitive information.[Footnote 96]

Second, the Report recommends that Congress conside
FTC to seek civil penalties for violations of the G
safeguarding provisions. In its testimony to the Se
above, the Commission noted that a civil penalty of
appropriate and effective remedy in cases under tho
provisions[Footnote 97]. The Commission thus agrees
recommendation.

Finally, the Report recommends that state regulator

with GLBA in its oversight of insurance companies.
Commission does not have an opinion regarding state
insurance companies, the Commission agrees with GAO
insurance companies often hold sensitive personal d

Protecting the privacy and security of personal inf

or sold by data brokers and others is one of the Co
priorities. The Commission will continue to monitor

take law enforcement action when appropriate agains
to protect properly sensitive consumer data[Footnot
Further, the Commission encourages consumers to und
under the FCRA and GLBA, and to take appropriate me
their data. We have developed an array of consumer
for these purposes, which are available online at |
http://www.ftc.gov].

The Commission appreciates this opportunity to revi
GAO's Report.

By direction of the Commission.
Signed by:

Deborah Platt Majoras:
Chairman:

[End of section]

Appendix IV: GAO Contact and Staff Acknowledgments:
GAO Contact:

Yvonne D. Jones, (202) 512-8678 or jonesy@gao.gov:
Staff Acknowledgments:

In addition to the contact named above, Jason Bromb
Director; Katherine Bittinger; David Bobruff; Randy
Gilman; Marc Molino; David Pittman; Linda Rego; and
key contributions to this report.

FOOTNOTES

[1] This report uses "information resellers" to des
that collect and resell personal information, but t

http://www.gao.gov/htext/d06674.html

nciples, which
res to protect
hat maintain

r authorizing the

LBA privacy and
nate Committee cited
ten is the most

se

with the Report's

s ensure compliance
Although the
oversight of

's conclusion that
ata.

ormation collected
mmission's highest
this area and will

t entities that fail

e 98].

erstand their rights
asures to protect
education materials
Hyperlink,

ew and comment on

erg, Assistant
Fasnacht; Evan
David Tarosky made

cribe businesses
here is no one

Page 44 of 55

9/19/2006



GAO-06-674, Personal Information: Key Federal Privacy Laws Do Not Require Infor...

commonly agreed-upon term for such companies. FTC h
the term "data brokers" but the companies themselve
other terms, such as "information solutions provide

[2] The Fair Credit Reporting Act, Pub. L. No. 90-3
29, 1968) as added by Pub. L. No. 91-508, title VI,
1128 (Oct. 26, 1970) (codified at 15 U.S.C. § 1681-
of the Gramm-Leach-Bliley Act (Financial Services M
1999), Pub. L. No. 106-102, title V, subtitle A, 11

12, 1999) (codified at 15 U.S.C. § 6801-6809). As d
this report, other federal laws--such as the Driver
Protection Act of 1994 and the Health Insurance Por
Accountability Act of 1996--also govern the use and
types of personal information.

[3] For more information about Internet resellers,
Security Numbers: Internet Resellers Provide Few Fu
Congress Should Consider Enacting Standards for Tru
495 (Washington, D.C.: May 17, 2006).

[4] We use "nationwide credit bureau" and "nationwi
reporting agency" interchangeably in this report, a

same meaning as the FCRA phrase "consumer reporting
compiles and maintains files on consumers on a nati
defines this phrase as a consumer reporting agency
engages in the practice of assembling or evaluating
public record information and credit account inform
purpose of furnishing consumer reports to third par
consumer's credit worthiness, credit standing, or ¢
U.S.C. § 1681a(p).

[5] For information about federal agencies' use of
resellers, see GAO, Personal Information: Agency an
to Key Privacy Principles, GAO-06-421 (Washington,

[6] Credit header data are the nonfinancial identif
located at the top of a credit report, such as name
addresses, telephone number, and Social Security nu

[7] This report focuses on how financial institutio
information resellers in conducting transactions wi
not review other ways that financial institutions u
resellers, such as to screen their potential employ
information about other businesses.

[8] The three nationwide credit bureaus use softwar
by the Fair Isaac Corporation to produce FICO® cred
credit scores used by many financial services firms
bureaus announced they will begin selling a new cre
developed jointly. The score will be calculated the
credit bureau to enhance consistency among all thre

[9] A nationwide specialty CRA is defined in FCRA t
compiles and maintains files on consumers on a nati
relating to medical records or payments; residentia
check-writing history; employment history; or insur
U.S.C. § 1681a(w).

[10] Uniting and Strengthening America by Providing
Required to Intercept and Obstruct Terrorism (USA P

http://www.gao.gov/htext/d06674.html
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2001, Pub. L. No. 107-56, 115 Stat. 272 (Oct. 26, 2
to the act as the PATRIOT Act.

[11] Title 11l of the PATRIOT Act (cited as the "In
Laundering Abatement and Financial Anti-Terrorism A
the U.S. government's anti-money laundering regulat
instance, section 326 added new requirements for th
Treasury and the federal financial regulators to is
setting forth minimum standards for financial insti
verify the identity of persons seeking to open an a
records of the information used to verify a person'
including name, address, and other identifying info
consult lists of known or suspected terrorists or t
organizations provided to the financial institution
agency to determine whether a person seeking to ope
on the list. See 31 U.S.C. § 5318(l). Section 326 r
customer verification apply to financial institutio
including, among others, financial institutions tha
regulation by one of the federal banking regulators
nonfederally insured credit unions, private banks a
securities broker-dealers; futures commission merch
brokers; and mutual funds. 31 U.S.C. § 5312 and 31

[12] A manufacturer may request that consumers subm
information on a warranty card in the event of a pr
insurance claim. For marketing purposes, many warra
additional information on such things as the gender
household occupants, occupation and income informat
habits, and lifestyle interests; this information i
information resellers.

[13] The Fair Credit Reporting Act, described in mo
generally permits prescreening only if the financia
a firm offer of credit or insurance for all consume
criteria for the credit or insurance being offered.
1681b(c)(1)(B).

[14] This report focuses on the use and sharing of
among private sector entities, and therefore we onl
governing these entities. Other laws, primarily the
1974, govern the collection and use of personal inf
government agencies. See Pub. L. No. 93-579, 88 Sta
1974), codified at 5 U.S.C. § 552a.

[15] The Health Insurance Portability and Accountab
Pub. L. No. 104-191, § 262, 110 Stat. 1936 (Aug. 21
42 U.S.C. 88 1320d - 1320d-8, protects the privacy
identifiable health information. The scope of this

the collection and use of health information.

[16] Pub. L. No. 103-322, title XXX, 108 Stat. 2099
(codified at 18 U.S.C. 8§ 2721 - 2725).

[17] 18 U.S.C. § 2721(b)(11).

[18] Pub. L. No. 63-203, ch. 311, 38 Stat. 717 (Sep
(codified at 15 U.S.C. 88 41 - 58).

[19] See 12 U.S.C. § 1867 (FRB, FDIC, and OCC); and
1464(d)(7) (OTS).
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[20] Although the scope of this report is limited t

and data security laws, many states have laws of th
to the activities of information resellers. Many of
companies to notify consumers when their personal d
lost or stolen. For example, in 2002, California en
breach natification act (Cal. Civ. Code § 1798.82),
disclosure of any security breach of data to any st
unencrypted personal information was, or is reasona
been, acquired by an unauthorized person.

[21] FCRA defines a "consumer report" as "any writt
communication of any information by a consumer repo
on a consumer's credit worthiness, credit standing,
character, general reputation, personal characteris
living which is used or expected to be used or coll

part for the purpose of serving as a factor in esta
consumer's eligibility for (A) credit or insurance

for personal, family, or household purposes; (B) em

or (C) any other purpose authorized under [15 U.S.C
U.S.C. § 1681a(d)(1).

[22] Pub. L. No. 108-159, 117 Stat. 1952 (Dec. 4, 2
U.S.C. 88§ 1681c-1, 1681c-2, 1681x, 1681s-3, 1681w).

[23] We did not determine which information reselle
subject to FCRA. The information we include is base
information resellers told us about how FCRA applie
activities.

[24] Consumers also have the right to receive a fre
credit file from CRAs when they have been victims o
are subject to an adverse action as a result of inf
file, or in certain other circumstances where they
recipients of public welfare, or have reason to bel
contains inaccurate information due to fraud.

[25] FCRA also provides certain other opt-out right
affiliate sharing. See 15 U.S.C. 88§ 1681a(d)(2)(iii
addition to FCRA, GLBA requires that financial inst
customers to opt out of the sharing of their nonpub
information with nonaffiliated companies, unless th
under an exception under GLBA. See 15 U.S.C. § 6802

[26] 16 C.F.R. 8 610.2.

[27] 16 C.F.R. 8 610.3.

[28] 15 U.S.C. § 6802.

[29] See 15 U.S.C. § 6809(9). GLBA defines a consum
who obtains, from a financial institution, financia
services which are to be used primarily for persona
household purposes." Thus, GLBA does not apply to a
such as a sole proprietor. 16 C.F.R. § 313.3(e). A
consumer who has a "customer relationship”--that is
relationship with the financial institution.

[30] 15 U.S.C. § 6802(e)(3)(B) and (6).
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[31] 15 U.S.C. § 6802(e)(1)(A).
[32] 15 U.S.C. § 6809(3)(A).

[33] 12 U.S.C. § 1843(Kk). This is a list of nonbank
determined by FRB as of the date of GLBA's enactmen
related to banking or managing or controlling banks
incident thereto." See 12 C.F.R. § 225.28 (1999). F
OTS and SEC in their implementing GLBA regulations
"financial institution" as those institutions in th
engaging in activities that are financial in nature

such financial activities. See 12 C.F.R. 8§88 40.3(k)
216.3(k)(1) (FRB), 332.3(k)(1) (FDIC), 573.3(k)(1)
716.3(1)(1) (NCUA); and 17 C.F.R. § 248.3(n)(1) (SE
313.3(k)(1) (FTC).

[34] 16 C.F.R. § 313.18(a)(2); and 65 Fed. Reg. 336
2000).

[35] 16 C.F.R. §8 313.3(k)(1) and (3)(iv).

[36] 12 C.F.R. § 225.28(b)(2)(v) (1999). FRB descri
services as those services "maintaining information
credit history of consumers and providing the infor

grantor who is considering a borrower's application
has extended credit to the borrower."

[37] See Trans Union LLC v. FTC, 295 F.3d 42, 48 (D
16 C.F.R. § 313.3(k).

[38] A representative of the company noted that, as
the data used for these two products are kept in se
that are not commingled.

[39] 16 C.F.R. § 313.11 (FTC); see also 12 C.F.R. §
216.11 (FRB), 332.11 (FDIC), 573.11 (OTS), and 716.
C.F.R. § 248.11 (SEC). The regulations were upheld
Reference Services Group, Inc. v. FTC, 145 F. Supp.
2002) ("the use restrictions affirmatively imposed

are consistent with the purpose of the GLB Act").

[40] The FTC regulation states: "[yJou may disclose
information pursuant to [a GLBA exception] in the o
business to carry out the activity covered by the e

you received the information.”" 16 C.F.R. § 313.11(a

[41] See 15 U.S.C. § 6802(c), which states: "[A] no
party that receives from a financial institution no
information . . . shall not . . . disclose such inf

other person that is a nonaffiliated third party of
institution and such receiving third party, unless
would be lawful if made directly to such other pers
institution." This provision is commonly referred t
and redisclosure provision. See 16 C.F.R. § 313.11(

[42] See 15 U.S.C. § 6801 note.
[43] The company said that it does not allow inform

its FCRA-regulated database to be used to update th
database.
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[44] 15 U.S.C. § 6801.
[45] See, for example, 16 C.F.R. § 314.3 (FTC).
[46] See, for example, 16 C.F.R. § 314.4(d).

[47] The settlement will require BJ's Wholesale Clu
comprehensive information security program and obta
independent third-party security professional every
years. In the Matter of BJ's Wholesale Club, Inc.,
(2005). A consent agreement does not constitute an
violation of law.

[48] Prepared Statement of the Federal Trade Commis
Breaches and Identity Theft" Before the Senate Comm
Science, and Transportation, 109th Cong., 1st Sess.

[49] Although there is no applicable federal statut
notification of data breaches, the banking agencies
guidance to financial institutions under their juri

them in some cases to notify customers affected by
States that have enacted breach notification requir
Arizona, Arkansas, California, Colorado, Connecticu
Florida, Georgia, Hawaii, Idaho, Illinois, Indiana,

Maine, Minnesota, Montana, Nebraska, Nevada, New Je
North Carolina, North Dakota, Ohio, Pennsylvania, R
Tennessee, Texas, Utah, Vermont, Washington, and Wi
states have introduced legislation.

[50] United States v. ChoicePoint, Inc., No. 1:06-c
Ga., Feb. 15, 2006). As part of the settlement, Cho
violations of law. According to ChoicePoint, the co
steps since the breach to enhance its customer scre
assist affected consumers.

[51] Congressional Research Service, Personal Data
Context and Incident Summaries, Order Code RL33199
Dec. 16, 2005).

[52] For example, Identity Theft: Recent Developmen
Security of Sensitive Consumer Information: Hearing
Comm. on Banking, Housing, and Urban Affairs, 109th
(2005); Securing Electronic Personal Data: Striking
Privacy and Commercial and Governmental Use: Hearin
Comm. on the Judiciary, 109th Cong., 1st Sess. (200
Security: Preventing Breaches and Protecting Sensit
Hearing Before the House Comm. on Financial Service
Sess. (2005); Securing Consumers' Data: Options Fol
Breaches: Hearing Before the Subcomm. On Commerce,
Protection of the House Comm. on Energy and Commerc
Sess. (2005).

[53] For more information on the key benefits and ¢
with notifying the public about security breaches,
Preventing and Responding to Improper Disclosures o
Information, GAO-06-833T (Washington, D.C.: June 8,

[54] FCRA gives enforcement authority to FDIC, FRB,
over their banks, thrifts, and credit unions, among
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FCRA assigned regulatory authority to the Departmen
and Agriculture over entities under their jurisdict
1681s.

[55] 15 U.S.C. § 6805. GLBA required FTC and other
responsibilities under the statute to issue consist
regulations. 15 U.S.C. § 6804.

[56] 15 U.S.C. § 16815(c).

[57] Conn. Gen. Stat. Anno. 8§88 36a-41 - 44 (disclos
dealers or investment advisers engaged in contractu
arrangements with the financial institution permitt
customer is given notice and an opportunity to opt
Code 88§ 6.08.1-01 - 10; Vt. Stat. Anno. Tit 8, 88 1

[58] For instance, FTC staff told us the agency fil
following cases: In the Matter of Credit Bureau of
F.T.C. 381 (1972); In the Matter of Credit Bureau o
F.T.C. 938 (1972); In the Matter of Credit Bureau o
Inc., 84 F.T.C. 1660 (1974); In the Matter of Rober
F.T.C. 520 (1975); In the Matter of Filmdex Chex Sy
F.T.C. 889 (1975); In the Matter of Credit Data Nor
389 (1975); In the Matter of Interstate Check Syste
984 (1976); In the Matter of Moore & Associates, In
(1978); In the Matter of Howard Enterprises, Inc.,
(1979); In the Matter of Trans Union Credit Informa
1109 (1983); FTC v. TRW Inc., 784 F. Supp. 361 (N.D
Matter of I.LR.S.C., Inc., 116 F.T.C. 266 (1993); In
Infotek, 116 F.T.C. 280 (1993); In the Matter of In
F.T.C. 294 (1993); In the Matter of W.D.I.A.Corp.,
(1994); In the Matter of Equifax Credit Information
F.T.C. 577 (1995). See also United States v. Choice
1:06-cv-00198-JTC (N.D. Ga. Feb. 15, 2006); United
Credit, Inc., No. 2:06-cv-00041-TC (C.D. Utah Jan.
the Matter of Southern Maryland Credit Bureau, Inc.
(1983).

[59] In 1996, TRW Inc. sold its credit reporting bu
investors, who named the new company Experian.

[60] FTC has also enforced FCRA against resellers f
violations. For example, in 2000 FTC settled with t
credit bureaus after alleging that consumers were u
access the companies' personnel by telephone to dis
possible errors in their files. United States v. Eq
Information Services, Inc., No. 1:00-CV-0087 (N.D.
States v. Experian Information Solutions, Inc., 3-0
2000); and United States v. Trans Union LLC, No. 00
2000). See [Hyperlink, http://www.ftc.gov/opa/2000/
A consent agreement does not constitute an admissio
law.

[61] In the Matter of Equifax Credit Information Se
F.T.C. 577 (1995). A consent agreement does not con
of a violation of law.

[62] In the Matter of Trans Union Corp., F.T.C. No.

257766 (2000), petition for review denied, 245 F.3d
2001).
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[63] United States v. ChoicePoint, Inc., No. 1:06-c
Ga., Feb. 15, 2006).

[64] Injunctions are judicial orders commanding a p
action or prohibiting a party from doing or continu
activity. Disgorgement is having to give up profits
illegally obtained.

[65] 15 U.S.C. § 1681s and 15 U.S.C. § 45(1) and (m
prohibition against fraudulent access to financial
person obtains financial information relating to an
false pretences (pretext provisions), GLBA allows F
penalties for violations. Specifically, FTC has aut

the GLBA pretext provisions in the same manner and
and authority as it has under the Fair Debt Collect
(codified at 15 U.S.C. §8 1692 - 16920). 15 U.S.C.
violation of the Fair Debt Collection Practices Act
federal law to be an unfair or deceptive act or pra

of the FTC Act, which means that FTC may impose civ
U.S.C. § 1692I(a); and United States v. National Fi
Inc., 98 F.3d 131, 139 - 141 (4th Cir. 1996). Accor
officials, they do not have similar civil penalty a
violations of GLBA's privacy and safeguarding provi

[66] 12 U.S.C. § 1818(i)(2)(A)().

[67] Some exceptions may exist. For example, sectio
Act (which amended section 604(g) of FCRA (12 U.S.C
generally limits with certain exceptions creditors'

or use medical information pertaining to a consumer
purposes. This section requires the banking regulat
NCUA to issue regulations relating to the use of me
credit transactions. The regulations apply broadly,
therein are available to all creditors, not just th
institutions supervised by those agencies. See fina

70 Fed. Reg. 70664, 70665 - 6 (Nov. 22, 2005).

[68] In addition to the responsibilities assigned t
institution regulators and FTC, FCRA assigns enforc
the Departments of Transportation and Agriculture f
to their oversight, such as transportation carriers

[69] The various banking agency GLBA and FCRA regul
at 12 C.F.R. Parts 40 and 41 (OCC); 12 C.F.R. Parts
(FRB); 12 C.F.R. Parts 332 and 334 (FDIC); 12 C.F.R
(OTS); and 12 C.F.R. Parts 716 and 717 (NCUA).

[70] 65 Fed. Reg. 35162 (June 1, 2000); and 65 Fed.
2000). OCC, FRB, OTS, and FDIC issued their rules j
rules were substantively identical but contained di

for differences between the agencies' legal authori
appropriate, for the types of institutions within e
jurisdiction.

[71] 66 Fed. Reg. 8616 (Feb. 1, 2001) ("Interagency
Establishing Standards for Safeguarding Customer In
"Interagency Guidelines Establishing Information Se
70 Fed. Reg. 15736 (Mar. 29, 2005)).
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[72] 70 Fed. Reg. 15736 (Mar. 29, 2005) ("Interagen
Response Programs for Unauthorized Access to Custom
Customer Notice").

[73] Pub. L. No. 108-109, 117 Stat. 1952 (Dec. 4, 2

[74] See 15 U.S.C. § 1681w; 69 Fed. Reg. 77610 (Dec
Fed. Reg. 68690 (Nov. 24, 2004).

[75] The examinations are risk-based and conducted
on the institution's condition and size. Banking re
required by law, 12 U.S.C. § 1820(d), to examine in
for safety and soundness at least once during each
except for smaller institutions that meet specified

be examined each 18-month period. We use the term "
savings associations.

[76] Banking regulators have broad enforcement powe
formal actions (cease and desist orders, civil mone
orders, and suspension orders, among others) or inf
actions (such as memoranda of understanding and boa
Informal actions are generally not publicly disclos

[77] 65 Fed. Reg. 40334 (June 29, 2000), codified a
248. SEC, NASD, and NYSE Regulation regulate broker
other things, examining their operations and review
complaints. SEC evaluates the quality of NASD and N
enforcing their members' compliance with federal se
through self-regulatory organization oversight insp
dealer oversight examinations. SEC is the primary r
investment companies and investment advisers regist

[78] 17 C.F.R. § 248.30.

[79] An examination finding would be any compliance
(including an internal control weakness) or violati
corrective action.

[80] NASD Notice to Members 00-66 (September 2000).
[81] NASDR Regulatory and Compliance Alert (Summer

[82] NYSE Information Memoranda Nos. 01-10 (June 19
(June 21, 2001).

[83] 15 U.S.C. § 6805(a)(6). State insurance author
GLBA and may establish privacy regulations. However
state insurance authorities establish standards for
customer information and that the standards be impl
U.S.C. 88 6801(b) and 6805(b)(2). Moreover, if a st
authority fails to adopt regulations to carry out G
safeguarding provisions, the state forfeits its eli

to override certain customer protection regulations
federal depository institution regulators applicabl

by or at depository institutions. 15 U.S.C. § 6805(

[84] We did not corroborate or independently verify

[85] GAO, Financial Privacy: Status of State Action
Bliley Act's Privacy Provisions, GAO-02-361 (Washin
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2002).

[86] District of Columbia, Department of Insurance,
Banking, Preliminary Report: Status of Insurance In
Procedures to Protect the Privacy of Customer Infor
2005). According to department staff, the final rep
staff said the preliminary and final results should
the preliminary results included responses of more
the companies, including all of the large companies

[87] FTC's GLBA and FCRA regulations can be found a
313 and 314 and 16 C.F.R. Parts 600 through 698.

[88] FTC v. 30 Minute Mortgage, Inc., No. 03-60021-
2003); FTC v. Sainz Enterprises LLC, No. 04WM-2078
In the Matter of Superior Mortgage Corp., F.T.C. No

In the Matter of Sunbelt Lending Servs., FTC No. C-
Matter of Nationwide Mortgage Group, Inc., F.T.C. N
v. Nat'l. Consumer Council, Inc., No. SACV04-0474CJ
2005); FTC v. Debt Mgmt. Found. Serv., Inc., No. 8:
(M.D. Fla. 2005). A consent agreement does not cons
of a violation of law.

[89] See 12 U.S.C. § 1867 (FRB, FDIC, and OCC); and
1464(d)(7) (OTS).

[90] In January 2006, we reported on contractors' a

of Social Security numbers and federal oversight of
that contract for services. See GAO, Social Securit
Protections Needed When Contractors Have Access to
(Washington, D.C.: Jan. 23, 2006).

[91] NCUA had temporary authority to examine third-
providers under the Examination Parity and Year 200
for Financial Institutions Act, Pub. L. No. 105-164

20, 1998) but that authority expired as of December
§ 1786a(c) and (f).

[92] GAO, Credit Unions: Financial Condition Has Im
Opportunities Exist to Enhance Oversight and Share
Management, GAO-04-91 (Washington, D.C.: Oct. 27, 2

[93] NASD Notice to Members 05-48 (July 2005).

[94] NASD Notice to Members 05-49 (July 2005).

[95] SR-NYSE-2005-22, Proposed Rule 340, Outsourcin
Conditions in the Use of Service Providers, and Pro
Rule 342, Offices - Approval, Supervision and Contr
[96] See Testimony of the Federal Trade Commission
Committee on Science, Commerce, and Transportation
at [Hyperlink, http://www.ftc.gov/opa/2005/06/datas
[97]Id. at p. 9, n.18.

[98] To date, the Commission has brought 13 legal a
entities that allegedly failed to implement reasona

data security for sensitive consumer data. See [Hyp
http://www.ftc.gov/privacy/index.html].

http://www.gao.gov/htext/d06674.html

Securities and
dustry Practices and
mation (September
ort is pending. The
not differ because
than 90 percent of

t 16 C.F.R. Parts

CIV (S.D. Fla.

(CBS) (D. Co. 2004);

. 052-3136 (2005);
4129 (2005); In the
09319 (2005); FTC

C (JWJX) (C.D. Cal.
04-cv-01674-EAK-MSS
titute an admission

12U.S.C. §

ccess to and sharing
regulated entities

y Numbers: Stronger
SSNs, GAO-06-238

party service

0 (Y2K) Readiness

, 112 Stat. 32 (Mar.
31, 2001. 12 U.S.C.

proved, but
Insurance
003).

g: Due Diligence and
posed Amendments to
ol (Mar. 16, 2005).

before the Senate
at p. 7, available
ectest.htm].

ctions against
ble and appropriate
erlink,

Page 53 of 55

9/19/2006



GAO-06-674, Personal Information: Key Federal Privacy Laws Do Not Require Infor...

GAOQO's Mission:

The Government Accountability Office, the investiga
Congress, exists to support Congress in meeting its
responsibilities and to help improve the performanc
of the federal government for the American people.
of public funds; evaluates federal programs and pol
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informed oversight, policy, and funding decisions.
good government is reflected in its core values of
integrity, and reliability.
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