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October 2005:
Nuclear Nonproliferation:

IAEA Has Strengthened Its Safeguards and Nuclear Se
Weaknesses Need to Be Addressed:

GAO-06-93:

GAO Highlights:

Highlights of GAO-06-93, a report to congressional
Why GAO Did This Study:

The International Atomic Energy Agency’s (IAEA) saf
been a cornerstone of U.S. efforts to prevent nucle
proliferation since the Treaty on the Non-Prolifera
Weapons (NPT) was adopted in 1970. IAEA has strengt
system and increased efforts to combat nuclear terr
countries secure nuclear and radioactive material a
report (1) identifies the steps IAEA has taken to s
safeguards, (2) assesses the challenges in implemen
safeguards, (3) identifies U.S. financial support f

(4) describes IAEA’s efforts to help secure nuclear
facilities.

What GAO Found:
IAEA has taken steps to strengthen safeguards, incl

more intrusive inspections, to seek assurances that
developing clandestine weapons programs. IAEA has b
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capability to independently evaluate all aspects of
activities rather than only verifying the peaceful

declared nuclear material. IAEA is also taking step
management of the safeguards program. However, desp
uncovering some countries’ undeclared nuclear activ
experts cautioned that a determined country can sti
weapons program.

IAEA faces challenges that limit its ability to imp
safeguards. First, about two-thirds of NPT signator
the Additional Protocol, which is designed to give
authority to search for clandestine nuclear activit
Second, safeguards are significantly limited or not
signatories because they possess small quantities o
or they have not concluded a comprehensive safeguar
IAEA faces a looming human capital crisis caused by
inspectors and safeguards management personnel expe
the next 5 years. Finally, IAEA does not have a sys
measure how effective its strengthened safeguards s
detecting undeclared nuclear activities.

For 2004, the United States is providing $45.3 mill
safeguards in assessed and voluntary cash contribut
of IAEA’s safeguards budget. In addition, various U
provided an estimated $27.2 million in technical su
reliance on voluntary contributions, particularly f
States, will continue despite the agency’s recent b
Finally, the agency does not have a process in plac
evaluate long-term resource requirements.

IAEA has increased its efforts to help countries im
protection of nuclear materials and facilities, sec
radioactive materials, and respond to acts of terro
established a Nuclear Security Fund to which countr
contributed $36.7 million. However, IAEA’s reliance
funds creates budgetary challenges, and State Depar
raised concerns about the agency'’s inability to mea
its efforts.

IAEA Inspectors Performing Safeguards Duties:
[See PDF for image]

[End of figure]

What GAO Recommends:

GAO recommends, among other things, that the Depart
with IAEA to consider (1) eliminating or reducing t
agreements that limit IAEA’s authority to implement
safeguards in countries with small quantities of nu
establishing better measures to evaluate the effect
safeguards and nuclear security activities, and (3)
capital practices that negatively impact IAEA’s abi
retain critical safeguards staff. The Department of
agreed with our recommendations. IAEA provided tech
which we incorporated into the report.

www.gao.gov/cgi-bin/getrpt?GAO-06-93.
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To view the full product, including the scope and m
the link above. For more information, contact Gene
3841 or aloisee@gao.gov.

[End of section]
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Abbreviations:

DOD: Department of Defense:

DOE: Department of Energy:

EURATOM: European Atomic Energy Community:
IAEA: International Atomic Energy Agency:

NPT: Treaty on the Non-Proliferation of Nuclear Wea
NRC: Nuclear Regulatory Commission:

MOX: Mixed plutonium/uranium oxide fuel:

POTAS: U.S. Program of Technical Assistance to IAEA
Letter October 7, 2005:

The Honorable Norm Coleman:

Chairman:

Permanent Subcommittee on Investigations:

Committee on Homeland Security and Governmental Aff
United States Senate:

The Honorable Bennie Thompson:
Ranking Member:

Committee on Homeland Security:
House of Representatives:

Revelations about the clandestine nuclear programs
Iran, and Libya, as well as clandestine nuclear tra
have significantly increased international concerns
weapons of mass destruction. In February 2004, Pres
highlighted the proliferation dangers of nuclear we
the international community to support the Internat
Agency's (IAEA) strengthened safeguards measures.[F
Treaty on the Non-Proliferation of Nuclear Weapons
force in 1970, IAEA's safeguards system has been a
and international efforts to prevent nuclear weapon
NPT expanded IAEA's original inspection responsibil
signatory non-nuclear weapons states--countries tha
manufactured and detonated a nuclear device before
agree not to acquire nuclear weapons and to accept
all nuclear material used in peaceful activities.[F

Safeguards allow the agency to independently verify
weapons states that signed the NPT are complying wi
Under the safeguards system, IAEA, among other thin
facilities and locations containing nuclear materia
countries to verify its peaceful use. Inspectors fr

of Safeguards verify that the quantities of nuclear
non-nuclear weapons states declared to the agency h
diverted for other uses. In addition, the agency in

and surveillance measures, such as video cameras, t
nuclear material and tampering with agency equipmen
2004, 923 facilities and other locations containing
metric tons of nuclear material were under safeguar
safeguards budget was approximately $115.2 million,

http://www.gao.gov/htext/d0693.html

pons:

Safeguards:

airs:

of North Korea,
fficking networks,
about the spread of
ident Bush

apons and called on
ional Atomic Energy
ootnote 1] Since the
(NPT) came into
cornerstone of U.S.
s proliferation. The
ities by requiring

t had not

January 1, 1967--to
IAEA safeguards on
ootnote 2]

that non-nuclear

th its requirements.
gs, inspects all

| declared by

om IAEA's Department
material that these
ave not been

stalls containment

o detect movement of
t. As of December
about 164,000

ds. In 2004, IAEA's
or about 38 percent

1/19/2006



GAO-06-93, Nuclear Nonproliferation: IAEA Has Strengthened Its Safeguards and Nucle

of IAEA's total budget.

The discovery in 1991 of a clandestine nuclear weap
confirmed the need for a broader and more effective
safeguards. As a result, IAEA began a two-stage pro
strengthening its safeguards system to provide assu
nuclear weapons states were not engaged in undeclar
activities. First, in the early 1990s, IAEA began u
authority under safeguards agreements with individu
obtain additional information about states' nuclear
activities. Most countries have negotiated an agree
known as a comprehensive safeguards agreement. Seco
Board of Governors approved what it called the "Mod
Protocol," which, when brought into force, requires
provide the agency with a broader range of informat
and nuclear-related activities. It also gives the a
access to an expanded range of declared activities
including buildings at nuclear sites, and locations
activities are suspected. The Additional Protocol i
agreement, which supplements each country's existin
agreement with IAEA.

In addition to its safeguards activities, IAEA has

its member states to confront the threat of nuclear
example, since 1995, IAEA's nuclear security progra
states improve the security of their nuclear materi
vulnerability of their nuclear facilities. Addition
helped states to meet their responsibilities under
the Physical Protection of Nuclear Material, which

in 1987 and, among other things, binds its signator
certain levels of physical protection while transpo
materials internationally. In light of the Septembe
IAEA increased its nuclear security efforts by deve
physical protection guidelines and recommendations
improve the security of their nuclear facilities an
install radiation detection equipment at their bord
prevent illicit trafficking of nuclear materials.

As the largest contributor to IAEA, the United Stat
interest in supporting and improving IAEA's safegua
nuclear security activities to curb the spread of w
destruction. In July 1998, we reported that IAEA ha
to implement strengthened safeguards measures, but
early to assess IAEA's progress.[Footnote 3] In thi

us to review IAEA's safeguards and nuclear security
report (1) identifies the steps IAEA has taken to s
safeguards system, (2) assesses the challenges IAEA
implementing its strengthened safeguards measures,
extent to which IAEA relies on the United States fo
budgetary support, and (4) describes how IAEA is he
states secure their nuclear material and facilities
challenges to implementing the program.

To address these objectives, we collected and analy
related to IAEA's safeguards and nuclear security p
and U.S. agencies, including the Departments of Com
(DOD), Energy (DOE), and State and the Nuclear Regu
(NRC). We also interviewed key IAEA and U.S. agency
addition, we conducted structured interviews based
sample to obtain the views of representatives of ni
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states--Canada, China, Germany, Hungary, Israel, Ja
United Kingdom, and the United States--on IAEA's sa
security programs.[Footnote 4] This sample included
belonged to IAEA's Board of Governors, both nuclear
weapons states, and states with special safeguards
IAEA. We also analyzed budgetary information, perfo
reliability assessment of the data we obtained, and
knowledgeable IAEA and U.S. officials on the reliab
We determined that these data were sufficiently rel
purposes of this report. We conducted our work from
August 2005 in accordance with generally accepted g
standards. Appendix | provides a more detailed disc
methodology.

Results in Brief:

IAEA has taken steps to strengthen safeguards by mo
seeking assurances that countries have not engaged
nuclear activities, but the agency still cannot be
countries are not developing secret weapons program
departure from the past practice of only verifying

a country's declared nuclear material at declared f
begun to develop the capability to independently ev
of a country's nuclear activities by, among other t
more intrusive inspections and collecting and analy
samples to detect traces of nuclear material at fac
locations. In addition, IAEA is trying to improve t
efforts by applying integrated safeguards, which co
reduction in the number of inspections in certain ¢
also taking a number of steps to strengthen its man
safeguards program. For example, current initiative
multiyear strategic plans and modernizing the agenc
information management system. Finally, although De
and IAEA officials told us that IAEA's strengthened
have successfully revealed previously undisclosed n
Iran, South Korea, and Egypt, IAEA's former Deputy
Safeguards and a group of safeguards experts cautio
determined country can still conceal a nuclear weap

IAEA faces a number of challenges that hamper its a
effectively implement strengthened safeguards. Firs
thirds, or 120 out of 189, of the NPT signatories h
the Additional Protocol into force, including the U
Impediments to expanding adoption of the Additional
among other things, the financial costs associated

it. A second challenge to implementing strengthened
safeguards are significantly limited or not applied
percent, or 113 out of 189, of the NPT signatory co
because they have an agreement (known as a small qu
with IAEA, and are not subject to most safeguards m
they have not concluded a comprehensive safeguards
IAEA cannot verify that these countries are not div
material for non-peaceful purposes or engaging in s
activities. Third, while IAEA is increasingly relyi

skills of its staff to detect countries' undeclared

the agency is facing a looming human capital crisis
years, IAEA will experience a large turnover of sen
inspectors and high-level management officials. Del
critical safeguards positions and a shrinking pool
limit IAEA's ability to implement strengthened safe

http://www.gao.gov/htext/d0693.html

pan, Russia, the
feguards and nuclear
states that

and non-nuclear
agreements with
rmed a data
interviewed

ility of the data.
iable for the
October 2004 to
overnment auditing
ussion of our

re aggressively

in clandestine
certain that

s. In a radical

the peaceful use of
acilities, IAEA has
aluate all aspects
hings, conducting
zing environmental
ilities and other

he efficiency of its
uld resultin a
ountries. IAEA is
agement of the

s include developing
y's safeguards
partment of State
safeguards measures
uclear activities in
Director General for
ned that a

ons program.

bility to

t, about two-

ave not yet brought
nited States.
Protocol include,
with implementing
safeguards is that
in about 60
untries--either
antities protocol)
easures, or because
agreement with IAEA.
erting nuclear
ecret nuclear

ng on the analytical
nuclear activities,
.Inthe next5

ior safeguards

ays in filling

of nuclear experts
guards. Further,

1/19/2006



GAO-06-93, Nuclear Nonproliferation: IAEA Has Strengthened Its Safeguards and Nucle

personnel policies, such as a mandatory retirement
ability to hire and retain staff with critical safe
example, IAEA would not hire one expert with unique
environmental sample analysis because he was over t
retirement age. Consequently, to retain his skills,
hired him as a part-time consultant to IAEA. Finall
have a system in place to measure how effective its
safeguards system is in detecting undeclared nuclea

IAEA relies heavily on the United States to meet it
obligations, and this situation is likely to contin
recent budget increase. For 2004, the United States
million to support IAEA's safeguards program in ass
cash contributions--over 34 percent of IAEA's total

In addition, in 2004, the U.S. Departments of State
Defense and the Nuclear Regulatory Commission provi
$27.2 million in technical support for activities s
environmental samples to detect the presence of nuc
2004, IAEA's safeguards budget was increased for th
years (beyond adjustments for inflation and staff s
$19 million to be phased in over a 4-year period. H
increase, U.S. and IAEA officials said that IAEA is

to rely on voluntary contributions--in particular,
United States--to meet critical needs because of th
responsibilities under strengthened safeguards. Fin
have a process to systematically evaluate resource
than 2 years into the future or develop reliable es

of all its safeguards activities. Without a systema
evaluate requirements and their costs over the long
make a convincing case to its member states that th
additional resources.

In the aftermath of September 11, 2001, IAEA increa
help countries improve the physical protection of n
facilities, secure other radioactive materials, and
malicious acts or threats. However, IAEA's reliance
for these efforts creates challenges, and Departmen
raised concerns about the agency's inability to mea
its efforts. Specifically, to help countries improv
security, IAEA, among other things, assesses the vu
facilities to better protect them against sabotage
radiation detection equipment to prevent illicit tr

and radioactive materials. In 2002, IAEA establishe
Fund to support these activities, and countries pro
million as of mid-May 2005. However, IAEA relies on
support for about 89 percent of its nuclear securit
creates a budgetary challenge to long-term planning
levels vary from year to year. Furthermore, in 2003
these funds were earmarked by donors for specific a
result, IAEA does not have the flexibility to alloc
meet its highest priority needs. In addition, Depar
officials raised concerns about IAEA's inability to
nuclear security funds and measure achievements in
response, IAEA developed a system to monitor and re
expenditures. However, IAEA still does not systemat
impact of its nuclear security activities.

To help strengthen IAEA's safeguards system and nuc

program, this report makes several recommendations.
other things, that the Secretary of State, working

http://www.gao.gov/htext/d0693.html

age, impede IAEA's
guards skills. For
skills in

he agency's

the United States
y, IAEA does not
strengthened

r activities.

s safeguards

ue despite IAEA's
is providing $45.3
essed and voluntary
safeguards budget.
, Energy, and

ded an estimated
uch as analyzing
lear material. In

e first time in 20
alaries) by about
owever, despite this
likely to continue
those from the

e agency's growing
ally, IAEA does not
requirements more
timates of the costs
tic process to

term, IAEA cannot
e agency requires

sed its efforts to
uclear material and
respond to

on voluntary funds
t of State officials
sure the results of
e their nuclear
Inerability of

and helps provide
afficking in nuclear
d a Nuclear Security
vided about $36.7
this voluntary

y funding, which
because funding

, over 94 percent of
ctivities. As a

ate contributions to
tment of State
track the use of

a systematic way. In
port on program
ically measure the

lear security
We recommend, among
with IAEA and its

... Page 7 of 68

1/19/2006



GAO-06-93, Nuclear Nonproliferation: IAEA Has Strengthened Its Safeguards and Nucle... Page 8 of 68

member states through the Board of Governors, consi
or at a minimum, reducing the number of agreements,
authority to implement strengthened safeguards acti
with small quantities of nuclear material; (2) esta
meaningful measures to better evaluate the effectiv
and nuclear security activities; and (3) rectifying
practices that negatively impact IAEA's ability to
critical safeguards staff.

We provided the Department of State and IAEA with d
report for their review and comment. IAEA provided
which we incorporated as appropriate. In its writte
Department of State generally agreed with our findi
and recommendations and noted that our recommendati
reasonable ways that the administration can continu
to improve its effectiveness. State also noted that
fairly recognized the significant progress IAEA has
from the United States and other member states, in
safeguards system and in supporting international e
the physical protection and security of nuclear mat
provided technical comments, which we incorporated
appropriate.

Background:

IAEA is an independent organization affiliated with

Its governing bodies include the General Conference
representatives of the 138 IAEA member states, and
of Governors, which provides overall policy directi
Secretariat, headed by the Director General, is res
implementing the policies and programs of the Gener
Board of Governors. The United States is a permanen
Board of Governors. IAEA funds its programs through
for which all members are assessed, and by voluntar
and technical support from member states, including
U.S. policy regarding the agency is developed by an
chaired by the Department of State. The U.S. Missio
Organizations in Vienna, Austria, works closely wit
Washington, D.C., to promote the effective function
including management reform.

IAEA derives its authority to establish and adminis
its statute, the Treaty on the Non-Proliferation of
regional nonproliferation treaties, bilateral commi
states, and project agreements with states.[Footnot
came into force in 1970, it has been subject to rev
states every 5 years. The 1995 NPT Review and Exten
extended the life of the treaty indefinitely, and t
conference occurred in May 2005. Article Il of the
the treaty's 184 signatory states that had not manu
exploded a nuclear device prior to January 1, 1967
treaty as non-nuclear weapon states) to conclude an
that applies safeguards to all source and special n
all peaceful nuclear activities within the state's
jurisdiction, or carried out anywhere under its con

The five nuclear weapons states that are parties to
France, the Russian Federation, the United Kingdom,
States--are not obligated by the NPT to accept IAEA
However, each nuclear weapons state has voluntarily
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legally binding safeguards agreements with IAEA, an
designated nuclear materials and facilities to IAEA
demonstrate to the non-nuclear weapon states their
in the administrative and commercial costs of safeg
lists states that are subject to safeguards, as of

As of July 2005, all but four countries with signif
activities had comprehensive safeguards agreements
India, Israel, and Pakistan are not parties to the
regional nonproliferation treaties.[Footnote 7] As

not have comprehensive safeguards agreements with |
three states have IAEA safeguards agreements that |
the agency's safeguards activities to specific mate
facilities. India and Pakistan are known to have nu
programs and to have detonated several nuclear devi
Israel is also believed to have produced nuclear we
North Korea joined the NPT in 1985 and briefly acce
1992 and 1993, but expelled inspectors and threaten
the NPT when IAEA inspections uncovered evidence of
plutonium production. North Korea announced its wit
in early 2003, which under the terms of the treaty,
comprehensive safeguards agreement.

IAEA's safeguards objectives, as traditionally appl
comprehensive safeguards agreements, are to account
specific type of material necessary to produce a nu
the time it would take a state to divert this mater

use and produce a nuclear weapon. IAEA attempts to
objectives by using a set of activities by which it

that nuclear material subject to safeguards is not
weapons or other proscribed purposes. For example,
visit a facility at certain intervals to ensure tha
nuclear material is detected before a state has had
nuclear weapon. IAEA also uses material-accounting
guantities of nuclear material declared to the agen

in the quantities over time. Additionally, containm
used to control access to and the movement of nucle
Finally, IAEA deploys surveillance devices, such as
detect the movements of nuclear material and discou
IAEA's containment measures.

In addition to IAEA's long-standing role in safegua
materials, it has undertaken efforts to assist stat
securing their nuclear materials. In 1972, IAEA iss
guidelines that outlined the minimum standards for
physical protection of nuclear materials. Following
Soviet Union, concern about smuggling nuclear and o
materials increased. In 1992, IAEA started assistin
states to enhance the security of their nuclear mat
established a database to systematically collect in
reported incidents of trafficking in radioactive ma
Additionally, in 1994, the Board of Governors agree
services that IAEA could offer countries to improve
nuclear material and to detect and suppress traffic
materials. For example, in 1996, IAEA started condu
missions at states' request that involved assessing
protection of nuclear materials at a facility.

IAEA Has Taken Steps to Strengthen Safeguards, but
Clandestine Nuclear Weapons Programs Is Not Assured
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IAEA has taken steps to strengthen safeguards by mo
seeking assurances that a country is not pursuing a
program. In a radical departure from past practices
the peaceful use of a country's declared nuclear ma
facilities, IAEA has begun to develop the capabilit
evaluate all aspects of a country's nuclear activit

to improve the efficiency of its efforts by applyin
safeguards which could result in a reduction in the
inspections in countries that have a proven record
safeguards. In addition, the agency is taking a num
strengthen its management of the safeguards program
Department of State and IAEA officials told us that
safeguards measures have successfully revealed prev
nuclear activities in Iran, South Korea, and Egypt.
safeguards experts recently cautioned that a determ
still conceal a nuclear weapons program.

Strengthened Safeguards Have Broadened IAEA's Focus

Nuclear Activities in a Country:

Over the past decade, IAEA has taken steps to stren
system to detect clandestine nuclear activities. Th
safeguards are a radical departure from the agency’
safeguards approach, which focused on verifying tha
material at specific facilities or locations in a ¢
diverted for nuclear weapons. While the strengthene
continues to rely on traditional nuclear material a
containment and surveillance measures to ensure dec
not diverted, IAEA has broadened its focus from dec
materials to a more comprehensive assessment of a ¢
activities. The first strengthened safeguards steps
early 1990s, increased the agency's ability to moni
undeclared activities at nuclear facilities. These
implemented under the agency's existing legal autho
comprehensive safeguards agreements at declared nuc
include (1) conducting short notice and unannounced
taking location-specific environmental samples insi
detect traces of nuclear material, and (3) using me
surveillance systems that operate unattended and ca
transmit data about the status of nuclear materials
headquarters. IAEA reported that in 2004 it perform

at 598 facilities and other locations and took 590
samples at 90 facilities. In addition, by June 2004

91 unattended monitoring systems in 44 nuclear faci

The second series of steps under strengthened safeg
when IAEA's Board of Governors approved the Additio
Protocol.[Footnote 8] The Additional Protocol is de
countries' safeguards agreements by requiring count
with broader information on and access to nuclear a
activities. Because the Additional Protocol broaden
and the requirements on countries under existing co
safeguards agreements, each country must take certa
it into force. Under the Additional Protocol, IAEA

* receive more comprehensive information from a cou
aspects of its nuclear fuel cycle,[Footnote 9] incl
about research and development on the fuel cycle, t
exporting of sensitive and other key nuclear-relate
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buildings on a nuclear site, and compare this infor
information from other sources;

* conduct "complementary access," which enables IAE
inspection rights for the purpose of ensuring the a
nuclear material and activities; and:

* collect environmental samples beyond declared nuc
when deemed necessary.

When IAEA can use the full range of strengthened sa
(under a comprehensive safeguards agreement and the
Protocol), the agency can provide assurances that a
material is being used for peaceful purposes and th
declared all of its nuclear material or activities,

2004, the agency reported that comprehensive safegu
the Additional Protocol were implemented in 61 coun
Taiwan,[Footnote 10] and that:

* for 21 countries, there was no indication of the
material placed under safeguards and no indication
nuclear material or activities for the country as a
basis, IAEA concluded that all nuclear material in
remained in peaceful use or was otherwise adequatel

* for an additional 37 countries (plus Taiwan), the
of the diversion of nuclear material placed under s
evaluations aimed at drawing conclusions about the
undeclared nuclear material and activities had not

* three countries (Iran, Libya, and South Korea) we
previously undisclosed nuclear activities and there
complying with their respective safeguards agreemen
and Libya have not formally brought the Additional
they have informed IAEA that they are acting as if
been implemented.

For each country with a safeguards agreement, IAEA
evaluates all information available about the count
activities and draws conclusions regarding a countr
its safeguards commitments. Major sources of inform
the agency include data submitted by countries to |
safeguards agreements--referred to as state declara
information from internal IAEA databases, open sour
and IAEA inspections. Countries are required to pro
declaration of their nuclear activities under the A
within 180 days of bringing the Additional Protocol
Examples of information provided in an Additional P
include the manufacturing of key nuclear-related eq
and development activities related to the nuclear f
and contents of buildings on a nuclear site; the lo
operational status of uranium mines; and the quanti
locations of nuclear material exempted from safegua
the state declarations as a starting point to deter
information provided by the country is consistent a
other information available based on its own review
document, known as a state evaluation report, serve
IAEA's assessment of a country's compliance with it
commitments.
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State evaluations are central to the process by whi
conclusions are drawn. For a state with an Addition
force, drawing the initial broader conclusion regar
undeclared nuclear material and activities for the
can take several years to complete depending on (1)
country's nuclear program, (2) whether there are ga
submitted by the country, and (3) whether there are
between the country's declaration and IAEA's indepe
that country's nuclear program. IAEA officials told
took 5 years to draw the initial broader safeguards
Japan because of the volume of information containe
declaration and the magnitude of its nuclear progra
Drawing the initial broader safeguards conclusion f
expected to take a similar amount of time because o
nuclear program. State evaluation reports are updat
country after the Additional Protocol is in force.
evaluation reports were completed and reviewed, inc
countries that had additional protocols in force or
they did.

IAEA uses various types of information to verify th
Inspections of nuclear facilities and other locatio
material are the cornerstone of the agency's data ¢
Under an Additional Protocol, IAEA has the authorit
complementary access at any place on a site or othe
nuclear material in order to ensure the absence of
material and activities, confirm the decommissioned
facilities where nuclear material was used or store
guestions or inconsistencies related to the correct
completeness of the information provided by a count
other declared or undeclared locations. During comp
IAEA inspectors may carry out a number of activitie
making visual observations, (2) collecting environm
using radiation detection equipment and measurement
applying seals. In 2004, IAEA conducted 124 complem
countries.

In addition to its verification activities, IAEA us
information to evaluate countries’ declarations. Th
information from the agency's internal databases, o
satellite imagery, and outside groups. The agency e
offices within the Department of Safeguards to focu
source and satellite imagery data collection. Analy
searches to acquire information generally available
open sources such as scientific literature, trade a
publications, commercial companies, and the news me
the agency uses commercially available satellite im
the information it receives through its open source
Satellite imagery is used to monitor the status and
declared nuclear facilities and verify state declar
sites. The agency also uses its own databases, such
nuclear safety, nuclear waste, and technical cooper
general knowledge about countries' nuclear and nucl
activities. In some cases, IAEA receives informatio
such as other countries.

Figure 1 shows the types of information IAEA uses t
compliance with its safeguards obligations.

Figure 1: Types of Information Used by IAEA to Veri
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Compliance with Their Safeguards Obligations:
[See PDF for image]
[End of figure]

To further enhance its capability to detect undecla
and activities, IAEA collects information about cla
that are engaged in the illicit trafficking of nucl
equipment. In 2004, the agency established the Nucl
Unit that is responsible for investigating and obta
about clandestine networks. The unit's mission incl
institutional memory of nuclear supply networks, ce
analysis of covert nuclear technology networks, and
reviews of state evaluations. Some information used
derived from safeguards reports routinely submitted
as state declarations.

IAEA is seeking to streamline and make the safeguar
efficient by applying integrated safeguards. Integr
applied in countries (1) that have brought the Addi
force and complied with all its requirements; (2) w
complementary access and other means, has resolved
inconsistencies regarding nuclear activity in these
where IAEA has concluded that there has been no div
material and no indication of undeclared nuclear ma
activities. As of July 2005, IAEA was applying inte
eight countries--Australia, Bulgaria, Hungary, Indo
Norway, Peru, and Uzbekistan. For these countries,
number of routine, scheduled inspections at certain
facilities, such as light water reactors and low en
conversion plants. Agency officials told us that th
savings resulting from the implementation of integr
which will free up resources for increased activiti
where significant questions and inconsistencies ari

Although the U.S. government supports the introduct
safeguards, some concerns have been raised about it
According to Department of State officials, it is e
integrated safeguards not compromise the underlying
safeguards--routine inspections of nuclear faciliti
declared quantities of nuclear material are account
under safeguards continues to be the fundamental ba
safeguards conclusions that countries are not diver
material for clandestine activities. Department of

that integrated safeguards should be applied slowly
to ensure that the safeguards system remains credib

IAEA s Taking Steps to Improve the Management of t
System:

IAEA has several management initiatives under way t
strengthened safeguards system, including (1) devel
strategic plans, (2) modernizing the agency's safeg
management system, (3) improving the agency's coord
to develop and procure equipment and technology, an
inspector training program. IAEA has developed 5-ye
strategies that identify specific goals and objecti
agency missions, including safeguards. IAEA's strat
calls for the agency's safeguards system to be furt
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its capability to detect undeclared nuclear materia
increased. In addition, the strategy calls for IAEA
utilize new sources of information to help ensure t

not engaged in clandestine nuclear activities. Acco
officials, the strategy requires safeguards program
identify how their specific activities fit into the
strategic objectives and medium term plan. These ma
to plan and request funding based on the objectives
medium-term strategies.

Another important initiative is IAEA's efforts to r
agency's information management system. This system
central repository for all safeguards information,
generate reports for safeguards inspectors and IAEA
According to U.S. and IAEA officials, the informati
system, which started operation in the late 1970s,
needs to be modernized. As currently configured, IA
safeguards personnel cannot easily use the system f
purposes because there is no centralized database.
over 40 different databases, the agency dedicates s
of time and funds to train staff on how to store an
information. The project to modernize the safeguard
management system is expected to take about 3-1/2 y
cost over $30 million. IAEA plans to finance the pr
regular budget and member states' voluntary contrib
sustained U.S. support for the project, which IAEA

at least 50 percent of the total planned voluntary

is uncertain. In May 2004, the former U.S. ambassad
Mission to the U.N. Systems Organization in Vienna
States could not commit to pledging continued suppo
due to, among other things, the lack of contributio
countries. He noted that nuclear nonproliferation i
and that the United States expects IAEA to work wit
states to secure funding for the project. However,
review, only the United States, Germany, the Czech
United Kingdom had pledged voluntary contributions

In 2001, the Department of Safeguards took steps to
equipment management process. As part of this initi
equipment coordination committee was reorganized to
effectiveness. The committee reviews, prioritizes,
equipment and technology needs for all divisions wi
The committee also reviews and approves any equipme
and development projects. IAEA and U.S. government
that the equipment management process has helped th
coordination among member states to better plan for
use of funds. In addition, IAEA has generated 2-yea
help coordinate funding to implement projects and d
For example, in its most recent plan, IAEA identifi
including developing technology that detects undecl
activities and re-engineering its safeguards inform
system.

Finally, IAEA officials told us they recognize that
inspectors' responsibilities under strengthened saf
combination with advanced safeguards equipment and
significantly increases the amount of training insp

goal is to provide the best training possible to en
inspectors' skills are continuously improved to mai

of performance, enhance credibility, and promote a
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professionalism among the staff. Inspectors must de
many new areas while maintaining competence in the
material accountancy measures. As a result, IAEA ha
training curriculum and continued the development a
advanced and refresher training on strengthened and
safeguards measures, the Additional Protocol, and t
upgraded containment and surveillance equipment. In
introduced a qualification process to ensure that a
the necessary knowledge and skills to perform their
acceptable level. Training also includes courses to
analytical skills, including enhanced communication
writing skills. Initially, a new inspector performs

in the field under the supervision of a more experi
Once an inspector becomes fully qualified to indepe
inspections, additional training is required to mai

Despite IAEA's recent efforts to strengthen its tra
uncertain the extent to which training alone will a
inspectors for their expanding responsibilities und
safeguards. For example, U.S. safeguards experts, i
IAEA inspector, raised concerns about the adequacy
former inspector told us that all "in-house" traini
English, the official working language of the agenc
noted that this makes it difficult for some inspect

a good grasp of English to fully absorb and underst
materials and oral presentations. In addition, this
IAEA has not implemented a good system to provide m
inspectors who need practical hands-on experience w
field performing inspections. Brookhaven National L
who are responsible for managing the U.S. Program o
Assistance to IAEA Safeguards (POTAS), told us that
qualified training instructors are leaving IAEA eit
retirement or attrition. In addition, many of these

are also full-time inspectors, are facing increased
strengthened safeguards and have less time to teach
staffing difficulty combined with expanding inspect
has created a gap in the effective transfer of know
provided to entry-level inspectors.

Strengthened Safeguards Result in Discoveries of So
Undisclosed Activities but System Has Limitations:

IAEA's strengthened safeguards system has produced
some countries' previously undeclared nuclear activ
disclosed. In particular, U.S. and IAEA officials n
cases of Iran, South Korea, and Egypt, strengthened
surfaced undeclared activities requiring further in
clarification by the agency. Specifically:

* |AEA and Department of State officials noted that
safeguards have helped the agency verify Iran's nuc
although many questions about that country's nuclea
been resolved. In late 2003, Iran agreed to act as
Protocol were in force. Iran's acceptance of the Ad
has enabled the agency to gain increased access to
activities. Iran subsequently submitted a declarati
activities, and IAEA has undertaken numerous inspec
complementary access on humerous occasions, and pre
reports of its findings and concerns for its Board
2004, the agency completed four reports on the stat
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Iran. IAEA noted that Iran had been providing infor
to the agency's requests, but in some cases, the in
presented too slowly and did not fully meet the age
noted that it is not yet prepared to draw definitiv
regarding the correctness and completeness of Iran'
the agency continues to make steady progress in und
program. IAEA also noted that it had been able to v
suspension of enrichment-related activities at spec
sites, but key issues still remained regarding the
Iran's enrichment program. Further, the agency stat
the board that it was important for Iran to support
efforts to gain a full understanding of all remaini
continuing to provide access to locations, personne
information in order to meet its safeguards obligat

* In August 2004, as a result of preparations to su
declaration under the Additional Protocol, South Ko
that it had not previously disclosed nuclear experi
enrichment of uranium and plutonium separation. Spe
Korea told the agency that the experiments had been
scale, involved the production of only milligram qu
uranium, and that these activities had been termina
IAEA sent a team of inspectors to South Korea to in
In November 2004, IAEA's Director General reported
Governors that although the quantities of nuclear m
were not significant, the nature of the activities
failure to report these activities in a timely mann
concern. IAEA is continuing to verify the correctne

of South Korea's declarations.

* |AEA inspectors have investigated evidence of pas
activities in Egypt based on the agency's review of
information that had been published by current and
nuclear officials. Specifically, in late 2004, the
evidence that Egypt had engaged in undeclared activ
uranium extraction, conversion, and reprocessing at
According to available reports, Egypt used small am
material to conduct experiments related to producin
highly enriched uranium. In January 2005, the Egypt
announced that it was fully cooperating with IAEA a
was limited in scope. IAEA inspectors have made sev
to investigate this matter. IAEA's Secretariat repo
Governors on these activities in February 2005, but
final conclusions or made recommendations.

Although the strengthened safeguards system has hel
information about some countries' previously undisc
activities, and provided assurances that other coun
engaged in clandestine activities, the system has |
limitations impact the agency's ability to draw con
absolute assurance--about whether a country is deve
nuclear weapons program. For example, IAEA does not
inspection rights and cannot make visits to suspect
any time. According to the Additional Protocol, com
resolve questions related to the correctness and co
information provided by the country or to resolve i
usually be arranged with at least 24 hours advanced
Complementary access to buildings on sites where IA
already present are usually conducted with a 2-hour
Furthermore, IAEA officials told us that there are
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that restrict access. For example, inspectors must
visit certain countries that cannot normally be arr

24 hours. In some cases, nuclear sites are in remot
inspectors need to make travel arrangements, such a
transportation, in advance, which requires that the
prior to the visit.

IAEA's environmental sampling activities, which pla
detecting undeclared nuclear material and activitie
well in two main areas. First, IAEA relies on a con
laboratories located in eight countries, including
known as the Network of Analytical Laboratories, to
environmental samples it obtains. However, accordin
officials, the network is being used beyond its cap
significant increase in the number of samples colle
Libya. IAEA noted that the number of samples collec
countries from 2003 to 2004 increased by about 100
year. The strain on the network's capacity has had
the timely processing and reporting of results from
samples being collected. Officials from the Departm
the U.S. Air Force Technical Applications Laborator
responsible for analyzing the majority of environme
us that some samples received from IAEA have taken
to analyze. Even if a sample is a high priority, it
weeks, and the average time to analyze a sample is
result, critical, time sensitive analyses are not b
consistent basis. According to IAEA officials, IAEA
the capacity of the network to analyze more samples
bring the Additional Protocol into force.

Second, an environmental sampling technique, which
area sampling, can only be used when approved by th
Governors. Wide area sampling, if implemented, woul
to collect environmental data from soil, rivers, an
declared nuclear facilities. However, it has not be
board because, among other reasons, wide area sampl
reductions in cost before it would be practical, ac
international experts.

Finally, a November 2004 study by a group of safegu
appointed by IAEA's Director General evaluated the
program to examine how effectively and efficiently
safeguards measures were being implemented. Specifi
mission was to evaluate the progress, effectiveness
implementing measures to enhance the agency's abili
conclusions about the nondiversion of nuclear mater
safeguards and, for relevant countries, the absence
nuclear material and activities. The group conclude
IAEA had done a very good job implementing strength
despite budgetary and other constraints. However, t
IAEA's ability to detect undeclared activities rema
untested. If a country decides to divert nuclear ma
undeclared activities, it will deliberately work to
discovering this. Furthermore, IAEA and member stat
that the conclusions drawn by the agency cannot be
absolute. This view has been reinforced by the form
General for Safeguards who has stated that even for
strengthened safeguards in force, there are limitat
information and locations accessible to IAEA inspec
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IAEA Faces Challenges That Impede Its Ability to Ef
Strengthened Safeguards:

IAEA faces a number of challenges that hamper its a
effectively implement strengthened safeguards. Firs
thirds, or 120 out of 189, of the NPT signatories h
the Additional Protocol into force, including the U
second challenge is that safeguards are significant
applied in about 60 percent, or 113 out of 189, of
countries either because they possess small quantit
material--and are not subject to most safeguards me
not concluded a comprehensive safeguards agreement
cannot verify that these countries are not divertin

for nonpeaceful purposes or engaging in secret nucl
Third, IAEA faces a looming human capital crisis. |
IAEA will experience a large turnover of senior saf
and high-level management officials. Delays in fill
safeguards positions, a shrinking pool of nuclear e
restrictive personnel policies, such as a mandatory
impede IAEA's ability to hire and retain staff with
Finally, IAEA does not have a system in place to me
its strengthened safeguards system is in detecting
activities.

IAEA's Ability to Detect Clandestine Nuclear Activi
because Many Countries Have Not Adopted the Additio

One of the major challenges IAEA faces in implement
safeguards is increasing the number of countries th
Additional Protocol into force, which would greatly
access to countries' nuclear programs. Without the
in force, IAEA has limited ability to detect clande
programs, and its inspection efforts remain focused
material and facilities. Of the 189 countries that

120 (or 63 percent) have not brought the Additional
force, including two of the five nuclear weapons st
States and Russia. Figure 2 shows the countries tha
Additional Protocol into force worldwide.

Figure 2: Status of the Additional Protocol by Coun
[See PDF for image]
[End of figure]

Of the 120 countries that have not adopted the Addi
are engaged in significant nuclear activities,[Foot
Argentina, Brazil, Egypt, North Korea, and Syria. M
Iran and Libya have allowed IAEA to investigate the
activities as if the Additional Protocol were in fo

fully implement all strengthened safeguards measure
unannounced inspections--an important tool in detec
activities. Lastly, while 69 countries have brought
force, U.S. officials said that many of these count
significant nuclear proliferation risk.

IAEA has recognized that progress in getting countr
Additional Protocol since it was approved by the Bo
1997 has been slow. In response, the agency has inc
to encourage countries to adopt the Additional Prot
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developed and began to implement a strategy to prom
implementation of the Additional Protocol through a
efforts, which included providing experts to assist
preparing their state declarations of nuclear activ
technical workshops and seminars. For example, in 2
seven training events at the national, regional, an
levels to improve countries' nuclear material accou
what countries' obligations would be under the Addi
Since IAEA implemented its strategy, 51 countries h
Additional Protocol into force. Further, in 2004, t

with support from the other G-8 group of countries,
and IAEA, sent demarches (or official requests) to
them to bring the Additional Protocol into force an
information on their efforts to bring it into force

State received responses from 47 countries. Finally
draw attention to countries that have not brought t
Protocol into force, IAEA has begun to list their n
safeguards report to the Board of Governors.

Despite these efforts, the agency faces a number of
getting more countries to adopt the Additional Prot
responses to the Department of State's demarches an
U.S. and IAEA officials, some member states are hes
the Additional Protocol because of (1) concerns abo
costs associated with it; (2) an unwillingness to s
intrusive inspection regime; (3) their inadequate r
collect information on all nuclear-related activiti
political factors, such as the time needed for nati
approve the Additional Protocol. For example:

* Brazil has delayed signing, stating that the meas
Additional Protocol do not need to be universally a
countries and that inspections and IAEA requests fo
overly intrusive;

* Egypt will not bring the Additional Protocol into
signs the NPT, concludes a comprehensive safeguards
implements the Additional Protocol; and:

* Serbia and Montenegro's national legislature has
Additional Protocol before it can proceed with deve
nuclear regulatory system.

In addition, the United States has been slow to bri
Protocol into force. According to IAEA officials, t
challenge because it weakens U.S. efforts to encour
to bring their additional protocols into force. Alt
States signed its Additional Protocol in June 1998,
not provide its advice and consent until March 2004
toward U.S. ratification of the Protocol.[Footnote
for ratifying the Protocol to make it legally bindi
States, the Senate directed the President to meet ¢
including completing vulnerability assessments of U
facilities and developing regulations that limit or
nuclear facilities from IAEA inspections where thos
compromise sensitive proprietary or national securi

Since March 2004, the Departments of State, Energy,

Defense and the Nuclear Regulatory Commission have
outreach, data collection, and other tasks, such as
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regulations for commercial nuclear facilities and c
vulnerability assessments, to meet the Senate's con
ratification. Once the conditions are met, the Pres
the Protocol in order to bring it into force. In ad
regulations to implement the Protocol can be publis
said that Congress must pass legislation that estab
framework for U.S. agencies to collect information
nuclear activities and facilities, and grant access
U.S. officials told us that adopting the Additional
underscore U.S. support for IAEA's strengthened saf
make U.S. efforts to encourage more countries to ad
Protocol more effective and credible. However, acco
from the Departments of Commerce, Defense, Energy,
Nuclear Regulatory Commission, there is no specific
meeting the Senate's conditions for ratification.

IAEA Safeguards Are Significantly Limited or Not Ap
Half of the NPT Signatories:

A second major challenge hampering IAEA's ability t
strengthened safeguards is that safeguards are sign
not applied to about 60 percent, or 113 out of 189,
signatories: 76 countries with agreements (known as
protocols) in force that limit the agency's ability
strengthened safeguards measures and 37 countries t
concluded a comprehensive safeguards agreement with
result, IAEA cannot conduct inspections and indepen
nuclear material has been placed under safeguards a
diverted to clandestine nuclear activities. In addi
limited information and authority concerning nuclea
countries that are not signatories to the NPT--Indi
Pakistan--and in North Korea, which recently withdr

Countries with Small Quantities of Nuclear Material
the Safeguards System:

Countries with small quantities of nuclear material
percent of the NPT signatories and almost one-third
that have the Additional Protocol in force.[Footnot
IAEA's Board of Governors has authorized the Direct
conclude an agreement, known as a small quantities
countries and 76 of these agreements were in force,
IAEA's Board of Governors has approved the protocol
countries without having IAEA verify that they met

it. Even if these countries bring the Additional Pr

IAEA does not have the right to conduct inspections
surveillance equipment at certain nuclear facilitie

and Department of State officials, this is a weakne
ability to detect clandestine nuclear activities or
nuclear material and equipment through the country.
IAEA's Director General stated that these small qua
pose a challenge to the safeguards program. In resp
a proposal to the Board of Governors recommending t
approving small quantities protocols and give IAEA
negotiate with countries to rescind them. At the ve
proposal recommended that IAEA be allowed to conduc
limit the protocols to countries without any nuclea
September 2005, the Board of Governors endorsed IAE
guantities protocols constituted a weakness of the
and directed IAEA to negotiate with countries to ma
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protocols, including reinstating the agency's right
inspections.

Some Countries Do Not Have Comprehensive Safeguards

IAEA:

The application of safeguards is further limited be

that have signed the NPT have not brought into forc
safeguards agreement with IAEA. The NPT requires no
states to conclude comprehensive safeguards agreeme
18 months of becoming a party to the Treaty. Howeve
General has stated that these 37 countries have fai
legal obligations. Moreover, 28 of the 37 have not
comprehensive safeguards agreements into force more
becoming party to the NPT, including Kenya, Niger,
2005, IAEA reported that some countries do not have
safeguards agreements with the agency because they
concluding an agreement a low priority compared wit
priorities, (2) have an insufficient understanding
requirements to implement safeguards, and (3) lack
system to implement safeguards. As part of its stra
countries better understand and prepare for impleme
comprehensive safeguards agreements, IAEA is involv
outreach efforts, such as seminars and workshops. H
IAEA officials, the agency is limited in its abilit
countries to conclude a comprehensive safeguards ag
agency is not responsible for enforcing compliance.

IAEA Has Limited Ability to Assess Nuclear Activiti
Are Not Members of the NPT:

Another weakness in the strengthened safeguards sys
only limited information about the nuclear activiti

and Pakistan, which are not members of the NPT. Sin
countries are not signatories to the NPT, they do n
comprehensive safeguards agreements with IAEA, and
declare all of their nuclear material to the agency
special safeguards agreements that limit the scope
safeguards activities to monitoring only specific m

and facilities. In addition, under their special sa

these countries are required to declare only export
nuclear material. With the recent revelations of th
international trade in nuclear material and equipme
told us that they would like more information, in p
countries' nuclear exports.

IAEA also has limited information on the nuclear ac
Korea. North Korea signed the NPT in 1985 and concl
safeguards agreement with IAEA in 1992. IAEA inspec
between 1992 and 1994 uncovered numerous discrepanc
nuclear material declarations. For example, when 1A
conducted environmental sampling tests of equipment
facilities, they discovered a discrepancy between w
reported and what the inspectors' independent analy
on the analysis of these samples, IAEA determined t
might have continued to reprocess plutonium much la
its declaration and in much larger quantities than
North Korea restricted IAEA's inspection activities

the agency to resolve the discrepancies. Beginning
activities in North Korea were limited to verifying
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freeze, of North Korea's nuclear activities, as cal
agreement negotiated between the United States and
December 2002, North Korea expelled IAEA inspectors
surveillance equipment and seals at nuclear facilit
2003, announced its withdrawal from the NPT. These
widespread concern that North Korea diverted some o
material to produce nuclear weapons.

IAEA May Lose Critical Skills and Knowledge because
Filling Key Positions and Restrictive Personnel Pol

Another major challenge facing IAEA is a looming hu
that may hamper the agency's ability to meet its sa
About 51 percent, or 38 out of 75, of IAEA's senior
inspectors and high-level management officials, suc
Department of Safeguards and the directors responsi
all inspection activities of nuclear programs, are

5 years.[Footnote 15] According to U.S. officials,

loss of knowledge and expertise could compromise th
analysis of countries' nuclear programs. For exampl
inspectors with expertise in uranium enrichment tec
primary means to produce nuclear weapons material,
time when demand for their skills in detecting clan
activities is growing.

The loss of this expertise raises concerns for IAEA
because IAEA is finding it increasingly difficult t
inspectors. In 2004, less than 10 percent of the ap
for inspector positions at IAEA were considered wel
recruiting difficulties arise because of, among oth
shrinking pool of people pursuing careers in the nu
countries and intense competition from the private
services. For example, in 2000, a group of experts
laboratories and the Organization for Economic Coop
Development's Nuclear Energy Agency warned that an
downward trend in enrollment in nuclear engineering
countries, and in particular in the United States,
availability of future nuclear expertise at risk. T

has continued. As we reported in February 2005, few
were seeking advanced degrees or technical training
science and engineering.[Footnote 16] In addition,
officials, the pool of qualified candidates that wo
agency's requirements, such as 6 years of experienc
field and knowledge of uranium enrichment or fuel r
found in only a limited number of countries worldwi

IAEA officials told us that it is also difficult to

critical Department of Safeguards positions. For ex
satellite imagery analysts can be complicated becau
approval by the candidates' national governments be
sensitive nature of these positions. In addition, i
cannot provide competitive salaries for analyst pos
certain critical needs, such as open source analysi
consultants, cost-free experts, and interns, primar
States.

While IAEA has taken a number of steps to address t
issues, officials from the Department of State and

the U.N. System Organizations in Vienna have expres
IAEA is not adequately planning to replace staff wi
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needed to fulfill its strengthened safeguards missi
began to develop a plan that includes (1) determini
competencies needed to meet strengthened safeguards
identifying gaps in skills and competencies, (3) im
capital strategies that are targeted toward address

(4) evaluating the success of these strategies. Acc
officials, implementing this plan will allow the ag

the number of inspectors and support staff needed,
better policies and practices to recruit and retain
However, at the time of our review, this plan was n

it had not yet been reviewed or approved by the Dep
Safeguards' management. IAEA has also begun to enha
efforts by targeting employees with experience in e
reprocessing activities at nuclear facilities in fi

major nuclear programs. IAEA officials hope that th
improve the agency's chances of recruiting highly g

in an increasingly competitive job market. Despite
efforts, Department of State and U.S. Mission offic
concern that IAEA is not acting quickly enough to a
high turnover rate.

Compounding a likely shortage of staff with critica
IAEA officials identified a number of IAEA personne
practices that hamper the Department of Safeguards
and retain these highly specialized experts, includ
retirement age, (2) limits on the number of support
contribute to the analysis of safeguards-related in
delays in filling critical positions. First, IAEA's
retirement age of 62 has hindered the agency's abil
skills.[Footnote 17] For example, former IAEA perso
Los Alamos National Laboratory, said that the agenc
safeguards inspectors with unique expertise and kno
countries' nuclear fuel cycles because of mandatory
case, an individual who had worked for IAEA for 25
section head in each of the Department of Safeguard
divisions was forced to retire. According to Depart
officials, this policy may be misguided at a time w
having difficulty finding qualified staff. U.S. off

that IAEA's mandatory retirement policy is negative
United States' ability to provide IAEA with critica

For example, in 2003, IAEA asked the United States
with a unique expertise in environmental sample ana
tool in detecting undeclared nuclear activities--bu
because he was 62 years old. To prevent losing this
United States hired him as a part-time consultant t
higher cost. Although Department of State officials
concerns with IAEA officials, IAEA officials have s
follow the United Nations retirement policy, which
IAEA's Board of Governors, and generally do not mak
to hire or retain highly skilled staff.

Second, in 2004, Department of Safeguards officials
was pressure across the agency to reduce the number
They found that this practice was shortsighted beca
the Department of Safeguards include not only secre
administrative positions, but also technicians who
remote monitoring equipment and open source informa
According to Department of Safeguards officials who
staff, they do not have enough staff to meet growin
safeguards requirements, such as technicians and en
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install new surveillance and remote monitoring equi
in 2003, IAEA officials reported that they could no
and install new surveillance and unattended monitor
Chernobyl and a facility in Switzerland because of
This shortage increased the risk of failure of agen

of accelerated testing and assembly.[Footnote 18] |
rely heavily on the United States to supply experts
contractors to meet growing demand for these techni

Lastly, according to U.S. and IAEA officials, delay
critical safeguards positions limit IAEA's ability
strengthened safeguards measures and detect clandes
many cases, a new inspector or support staff member
position becomes vacant, and since it takes, on ave
hire new staff, the position is vacant for at least

time. For example, it took more than 2 years to fil
technician position to analyze environmental sample
Analytical Laboratory. U.S. Mission officials told
concerned that there may not be sufficient time to
knowledge and skills of senior safeguards inspector
experts to new recruits before these more experienc
personnel retire. While new staff have advanced deg
work experience, they require additional, job-speci
mentoring because of IAEA's specialized work. Accor
officials, it usually takes 1 to 2 years for inspec

and engineers to be fully comfortable and capable o
Furthermore, if experienced staff retire before new
prepared to meet all mission requirements, there ma
skills.

IAEA Lacks a System to Evaluate the Results of Stre

IAEA does not have a system in place to measure how
strengthened safeguards system is in detecting unde
The performance measures IAEA has in place are outp
directed at measuring the agency's ability to detec
nuclear material at declared facilities. For exampl
report to the Board of Governors, IAEA, among other
the declared quantities of nuclear material it acco
whether it met its goal of conducting routine inspe
facilities. According to Los Alamos National Labora
these indicators may be appropriate for measuring p
the diversion of nuclear material at declared facil
adequate to measure the effectiveness of strengthen
activities to detect undeclared activities or nucle
officials told us that IAEA should assess the exten
strengthened safeguards activities, such as environ
complementary access, are sufficient to detect clan
and establish specific performance measures to eval
IAEA officials recognized the difficulties of measu
effectiveness and impact of the agency's strengthen
activities.

In June 2005, IAEA's Board of Governors established
committee, based on a proposal by President Bush in
ways to strengthen IAEA's safeguards system. Accord
State officials, this committee would, among other
systematically evaluate lessons learned from streng
implementation and illicit trafficking of nuclear m
provide recommendations to the Board of Governors t
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the safeguards system by 2007. The committee will h
year mandate, which will be reviewed for extension

IAEA Depends Heavily on U.S. Financial Support to M
Obligations:

The United States is the largest financial contribu
safeguards program, and for 2004, is providing over
agency's total safeguards budget through assessed a
contributions. IAEA's reliance on U.S. financial su
continue despite the agency's recent budget increas
other reasons, the agency's budget has not kept pac
workload under strengthened safeguards, and cost-sa
the application of integrated safeguards have not y
Further, because the agency's budget has not kept p
increased workload, IAEA depends on voluntary annua
the United States and other countries to meet criti
needs, such as equipment and funding for staff with

In addition, IAEA's ability to successfully negotia
increases from member states is hampered by the abs
evaluations of long-term resource needs, and its la
estimates of the costs of its strengthened safeguar

The United States Is the Largest Financial Contribu
Safeguards:

IAEA is heavily dependent on U.S. financial support
safeguards obligations, and historically the United
IAEA's primary supporter and its largest contributo
United States is providing $72.5 million to support
safeguards program: $33.0 million in assessed contr
million in voluntary cash contributions, and $27.2
U.S. agencies in technical support, such as analyzi
samples to detect the presence of nuclear material.
3 provides a breakdown of U.S. contributions to IAE
program for 2004 by funding category.

Figure 3: U.S. Contributions to IAEA's Safeguards P
[See PDF for image]
[End of figure]

For 2004, U.S. assessed and voluntary cash contribu
34 percent of IAEA's total safeguards budget. These
and voluntary contributions provided by the United
safeguards budget since 1998 are shown in table 1.

Table 1: Contributions to IAEA's Safeguards Budget
2004:

Dollars in millions.

Year[A]: 1998;

IAEA's total safeguards budget[B]: $90.6;

U.S. contributions to IAEA's total safeguards budge
total): $30.8 (34.0%);

IAEA's assessed safeguards budget[C]: $80.5;

U.S. assessed contributions to IAEA's safeguard's b
percentage of total): $23.1 (28.7%);
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Voluntary cash contributions to IAEA's safeguards b
U.S. voluntary cash contributions[E] (and percentag
(75.7%).

Year[A]: 1999;

IAEA's total safeguards budget[B]: 89.8;

U.S. contributions to IAEA's total safeguards budge
total): 29.5 (32.9);

IAEA's assessed safeguards budget[C]: 79.3;

U.S. assessed contributions to IAEA's safeguard's b
percentage of total): 20.7 (26.2);

Voluntary cash contributions to IAEA's safeguards b
U.S. voluntary cash contributions[E] (and percentag
(83.4).

Year[A]: 2000;

IAEA's total safeguards budget[B]: 84.2;

U.S. contributions to IAEA's total safeguards budge
total): 29.5 (35.0);

IAEA's assessed safeguards budget[C]: 70.9;

U.S. assessed contributions to IAEA's safeguard's b
percentage of total): 17.9 (25.3);

Voluntary cash contributions to IAEA's safeguards b
U.S. voluntary cash contributions[E] (and percentag
(86.8).

Year[A]: 2001;

IAEA's total safeguards budget[B]: 88.9;

U.S. contributions to IAEA's total safeguards budge
total): 35.3 (39.8);

IAEA's assessed safeguards budget[C]: 70.1;

U.S. assessed contributions to IAEA's safeguard's b
percentage of total): 18.6 (26.6);

Voluntary cash contributions to IAEA's safeguards b
U.S. voluntary cash contributions[E] (and percentag
(89.2).

Year[A]: 2002;

IAEA's total safeguards budget[B]: 95.5;

U.S. contributions to IAEA's total safeguards budge
total): 37.7 (39.5);

IAEA's assessed safeguards budget[C]: 77.9;

U.S. assessed contributions to IAEA's safeguard's b
percentage of total): 22.5 (28.9);

Voluntary cash contributions to IAEA's safeguards b
U.S. voluntary cash contributions[E] (and percentag
(86.2).

Year[A]: 2003;

IAEA's total safeguards budget[B]: 111.8;

U.S. contributions to IAEA's total safeguards budge
total): 42.7 (38.2);

IAEA's assessed safeguards budget[C]: 92.9;

U.S. assessed contributions to IAEA's safeguard's b
percentage of total): 26.5 (28.6);

Voluntary cash contributions to IAEA's safeguards b
U.S. voluntary cash contributions[E] (and percentag
(85.2).

Year[A]: 2004;
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IAEA's total safeguards budget[B]: 132.6;

U.S. contributions to IAEA's total safeguards budge
total): 45.3 (34.2);

IAEA's assessed safeguards budget[C]: 115.2;

U.S. assessed contributions to IAEA's safeguard's b
percentage of total): 33.0 (28.6);

Voluntary cash contributions to IAEA's safeguards b
U.S. voluntary cash contributions[E] (and percentag
(71.0).

Source: GAO analysis of data provided by IAEA and t
State.

Note: Numbers may not add due to rounding.

[A] IAEA is one of 10 international organizations t
States makes payments to on a deferred basis. In so
assessed payments to IAEA's budget are not made in
which they are assessed. Table 1 shows U.S. contrib
budget based on the year for which they were assess
which the funds were actually paid.

[B] IAEA's total safeguards budget is calculated us
rates, rather than IAEA's fixed exchange rate. As a
IAEA's total safeguards budget, reflected in the ta
represent inflationary cost increases and fluctuati
rates rather than an actual change in IAEA's budget
in 2004, when IAEA received the first part of a 4-y
budget.

[C] IAEA's budget includes both dollar and non-doll
Non-dollar contributions are calculated using the a
exchange rate based on the International Monetary F
Financial Statistics.

[D] A portion of the U.S. contribution to IAEA's bu
dollars, while a portion is made in euros. Prior to

the euro in 2002, U.S. non-dollar contributions to
made in Austrian schillings. The U.S. contribution
calculated using the average monthly exchange rate
which the euro/Austrian schilling payment was made
rates are based on the International Monetary Fund'
Financial Statistics.

[E] For purposes of this report, U.S. voluntary con
include only cash contributions, and do not include
assistance, which is also provided on a voluntary b

[End of table]

For 2004, the U.S. assessed contribution to IAEA's
about $33.0 million, which IAEA uses to fund safegu
staff salaries, training, and other costs directly
operation of IAEA's safeguards program. The U.S. as
budget is based on a scale used by the United Natio
contributions for its members.[Footnote 20] The U.S
safeguards contribution for 2004 is about 35 percen
second largest financial supporter, Japan.

The United States has also been the largest contrib
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funds to IAEA's safeguards program. Our analysis sh
through 2004, U.S. voluntary cash contributions, on
percent of the total of all such member states' con
countries making voluntary contributions included C
Germany, Japan, and the United Kingdom. In 2004, th
provided over $12.3 million in voluntary funds to |
program. These funds were provided by the Departmen
included:

* $4.36 million for the purchase of safeguards equi

* $4 million for the U.S. Program of Technical Assi
Safeguards (POTAS)--managed by Brookhaven National
safeguards equipment at a nuclear facility in Japan
costs for IAEA staff associated with POTAS-funded p

* $2 million to assist IAEA in re-engineering the D
Safeguards' information management system;

* $1.2 million to cover IAEA's costs of applying sa
nuclear material at U.S. facilities; and:

* $770,500 for high priority safeguards projects.[F

In addition to U.S. assessed and voluntary safeguar
estimated that, in 2004, the Departments of State,

and the Nuclear Regulatory Commission provided IAEA
in technical support. For example:

* DOE spent almost $12.7 million on various activit
applying safeguards at nuclear facilities in other
developing technologies to detect and characterize
composition of uranium and plutonium, and providing
material accounting and control;

* the Department of State provided over $9.2 millio
activities such as funding U.S. national laboratori
implement safeguards technologies and funding Brook
Laboratory officials to support IAEA's safeguards a
and consultants to IAEA, and other high priority sa

* the Departments of Energy, State, and Defense spe
analyzing environmental samples taken by IAEA to de
characterize the types of nuclear material present
locations; and:

* NRC spent $29,500 in staff costs to assist IAEA i
safeguards procedures and practices.

For 2005, the United States is expected to contribu
million to IAEA's regular safeguards budget, or abo
than Japan. Also, we estimate that for 2005, the De
will provide $11.4 million in voluntary cash contri
safeguards program, and that various U.S. agencies
million in technical support.

IAEA Will Continue to Rely on U.S. Voluntary Suppor
Increase in Its Regular Budget:

In 2004, IAEA's safeguards budget was increased by
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first part of a 4-year, $19.4 million increase agre
states. For almost two decades prior to 2004, membe
limited growth in IAEA's budget to adjustments for
salaries. Additionally, the agency's ability to inc
safeguards activities has been limited by some memb
maintain a balance of funding between IAEA's safegu
cooperation programs. As a result, Department of St
that a shortfall developed between the growing dema
strengthened safeguards activities and its availabl
example, IAEA was not able to hire additional staff
equipment technicians) as its safeguards responsibi
address this shortfall, the United States led a suc
increase IAEA's budget.[Footnote 22] According to D
and IAEA officials, the agency has used its budget
additional staff and purchase new safeguards equipm
unattended monitoring systems.

Despite the increase in the agency's safeguards bud
continue to rely on U.S. voluntary contributions. D
officials said that even with the budget increase,
program remains underfunded because its budget has
increases in its workload and responsibilities. As
effort to increase IAEA's regular budget, a Departm
analysis found that the agency would need around $3
million more than the actual increase--to meet its
safeguards responsibilities. Brookhaven National La
also questioned whether the safeguards budget incre
sufficient to meet future needs because of the agen
responsibilities under strengthened safeguards. For
officials said it is unclear how IAEA will finance
stemming from the Additional Protocol, such as anal
samples, or fund improvements to the agency's safeg
management system.

In addition, IAEA officials said the agency will co
voluntary funding, primarily from the United States
equipment and maintain a research and development p
official told us that the purpose of the agency's b

in part, to ensure that the budget covers most of t
equipment needs by 2007. However, agency officials
managing and maintaining safeguards equipment told
safeguards budget increase gave IAEA the ability to
its equipment needs beginning in 2004, the remainin
met almost exclusively using voluntary contribution
States. Furthermore, additional equipment requireme
the implementation of strengthened safeguards are |
the agency's reliance on voluntary funds. Finally,
stated that the agency cannot maintain a research a
program without member states' voluntary support be
have the financial resources or technical expertise

Country-specific events could also require increase
commitments by IAEA that may strain the agency's sa
IAEA officials said that demands on the agency's bu
events in individual countries. For example, IAEA o
Japan's new reprocessing plant at Rokkashomura--the
agency safeguards--will require a significant inves
resources, including an on-site laboratory to analy
samples and an increase in inspection activity roug
efforts of 10 inspectors.[Footnote 23] IAEA indicat
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these new inspectors were included in the budget in
$727,000 for the on-site laboratory. Further, in th
agreement between the United States and India, Indi
its civilian nuclear facilities under IAEA safeguar
State officials said that the agreement could incre
commitments because of the additional nuclear mater
be required to safeguard. Also, recent events in Ir
forced IAEA to commit more safeguards resources for
analyzing an increased quantity of environmental sa

Additionally, according to IAEA, Department of Stat
National Laboratory officials, a change in the Euro
Community's (EURATOM) participation in safeguards a
place an additional financial burden on IAEA. In th
shared the costs of safeguards activities by partic
inspections and maintaining safeguards equipment at
facilities. However, in December 2004, EURATOM info
intention to reduce its participation in inspection
equipment costs. While EURATOM's decision had not b
May 2005, an IAEA official estimated EURATOM's with
safeguards activities could require the agency to h
additional inspectors and 6 or 7 technicians to con
maintain equipment at European Union nuclear facili
Department of State officials said that reduced par
safeguards by EURATOM would require IAEA to replace
equipment at European Union facilities, and estimat
cost around $1.5 million per year over the next 4 t

At the same time, cost-savings that IAEA expected t
integrated safeguards have not yet materialized. In
qguestioned IAEA's assumptions about cost-savings fr
safeguards because at that time, the agency did not
which its new measures would allow it to reduce ins
we stated that savings in cost and inspector effort
integrated safeguards might not be fully realized.
reduced inspection activities in some countries whe
integrated safeguards, there has been an increase i
needed to analyze data received from unattended mon
installed at nuclear facilities and collected from
information. Moreover, the time it takes for IAEA s
complementary access is double the preparation time
inspection activities. For example, IAEA officials
complementary access requires 4 days of preparation
headquarters for every day of inspection, as oppose
preparation and analysis for routine inspections. |
though advanced technologies have reduced the need
inspections at certain facilities, IAEA officials t
purchase, installation, and maintenance costs of th
exceed savings from fewer inspections. Lastly, unde
safeguards, IAEA may increase inspection activities
locations to ensure that a country is not engaged i
nuclear activities.

IAEA told us that the first few countries where int
were being applied had small nuclear programs, whic
potential cost-savings. IAEA officials told us that

to achieve more cost-savings as more countries, suc
Germany, and Japan, apply integrated safeguards. Ho
ranking Department of Safeguards official told us t
increasing costs of complementary access to verify
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completeness of information contained in countries'
other factors, have offset cost-savings from reduce
activities in countries with integrated safeguards.

We also found that in some instances, IAEA does not
efficient use of its safeguards resources. For exam

* Brookhaven National Laboratory officials were con
use of U.S. voluntary contributions to pay for busi
instead of taking advantage of economy class fares,
effective. One Brookhaven official said that this t
from other safeguards priorities such as paying for
training. For example, the official said that for t
Austria, to Albuquerque, New Mexico (near Los Alamo
Laboratory where some training courses are held for
obtains business class tickets costing $3,300 or le
official said that these tickets, when purchased in
class rates, rarely cost more than $2,000 and are o
we estimate that economy class rates for these tick
average $1,235.[Footnote 24] IAEA officials acknowl
cases business class tickets are more costly than e
said that most often the difference between busines
class tickets is paid by IAEA, not by U.S. voluntar
reviewing a draft of this report, IAEA officials st
agency's policy is to fly economy class whenever pr
the officials said that IAEA's travel regulations a

use business class travel for trips over 7 hours in
officials emphasized that in such cases, the agency
advantage of reduced business class fares whenever

* In some cases, IAEA's restrictive personnel polic
resources to be used inefficiently. As was mentione
could not hire an individual as a cost-free expert
expertise in detecting traces of nuclear material ¢
environmental samples because he was 62--IAEA's man
age. Cost-free experts are hired by IAEA using coun
contributions to provide short-term skills that IAE
regular staff. To retain his expertise, the United

paid this individual as a consultant to IAEA. Howev
this individual is only working on a part-time basi
States is required to pay him $56,000 more than his
as a cost-free expert over a 2-year period.

* JAEA's policy of rotating technical staff causes
additional costs related to training replacement st
officials could not quantify these costs, they said
policy of rotating technical staff every 7 years ca
technicians and engineers to leave early to pursue
As a result, IAEA is continually faced with having
to operate and maintain its specialized equipment.
of the difficulty it has in maintaining sufficient
technical staff, IAEA has less time for testing and
equipment, which increases the risk of failures. A
IAEA's unit for unattended monitoring systems said
equipment fails, IAEA would have to expend a signif
resources to go back and verify all of the nuclear
facility.

IAEA Does Not Systematically Evaluate Long-Term Res
or Reliably Estimate Safeguards Costs:
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IAEA does not have a process in place to systematic
long-term resource requirements. Given member state
the past 2 decades to increase IAEA's budget, futur
depend upon the agency's ability to make a convinci
additional resources are required to meet safeguard
strategic planning practices, which would help to m
include describing the relationship between long-te
budgetary needs. However, while IAEA has developed
strategies for its activities, these plans are not

term budgetary requirements because IAEA's budget p
and development plan are only designed to forecast
2-year basis. In 2004, a group of safeguards expert
needed to increase linkages between its medium-term
strategic objectives of the Department of Safeguard
program and budget. Department of State officials a
although IAEA has substantially improved its planni
still have better assessments of its long-term budg
Additionally, Brookhaven National Laboratory offici
needs to develop a long-term plan to better priorit
goals and timeframes to financial resources. Furthe
2005 report by IAEA's Office of Internal Oversight
evaluated the agency's management of member states'
contributions, found that while the Department of S
research and development plan provides adequate pla
2 to 3 years into the future, IAEA lacks an effecti
identifying and investigating new safeguards techno
detection of undeclared nuclear material and activi

3 year-timeframe. As a result, the office recommend

a long-term plan for research and development activ

IAEA has taken steps to improve its short-term budg
process. For example, IAEA has implemented results-
links objectives, outcomes, and performance indicat
resource needs in the agency's biennial budget. Fur
officials said that they did detailed resource plan
agency's efforts to negotiate the 2004 budget incre
IAEA developed a document that identified each proj
safeguards program, provided information on the pro
the 2004-2005 budget period, and indicated how thes
reflected in the requested budget increase. However
said that this was an effort that required a signif
planning and negotiating.

Another impediment to systematically evaluating lon
requirements is that IAEA does not have reliable es
of all of its strengthened safeguards activities--p
costs related to increased activity levels at IAEA

as analyses of countries' declarations of their nuc
example, a 2004 review of the safeguards program by
safeguards experts found that one measure of costs
past--person days of inspection--actually accounted
of the safeguards budget in 2003. Therefore, attemp
measure to represent the costs of all IAEA's safegu
problematic because the majority of safeguards acti
to the costs of person days of inspection. Departme
officials also said that IAEA's measures of safegua
inadequate. In particular, they said that the perso
measure does not account for differences in the typ
performed and the costs of equipment and technologi
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Additionally, they said that this measure represent
hour days spent inspecting a facility. However, eve
lasts less than 8 hours, it still counts as a full
Furthermore, without good measures of the costs of
activities, IAEA has difficulty setting benchmarks,

to measure whether alternative approaches to safegu
material, such as integrated safeguards, actually r
savings. For example, the 2004 review of the safegu
that IAEA's lack of accurate cost information was a
assessing the efficiency of its operations.

One high-ranking Department of Safeguards official
agency has difficulty estimating the costs of safeg
The official noted that while IAEA's Department of
introduced a new measure--calendar days in the fiel
estimate travel and labor costs, it still does not
related to other safeguards activities, such as com
The official said that the agency has assigned a st
requested a French expert to work on developing a n
calculate the costs of safeguards activities. Addit
incorporated a project into its 2004-2005 budget to
information, including the cost of activities relat
Protocol, to achieve more efficient and effective p
monitoring, and resource management.

According to Department of State officials, Congres
voluntary funding for IAEA's safeguards program to
that cannot be met from its assessed budget. The of
the purpose of this funding is not to pay for norma
costs. However, without adequate measures of the co
strengthened safeguards activities and a systematic
these measures to identify long-term resource needs
to convince member states of its budgetary needs. A
will continue to rely on some member states' volunt
provided in large part by the United States--for re
costs. For example:

* |JAEA's 2004-2005 budget identified a number of co
which no budgetary funds were available, including
the costs of safeguarding nuclear material in count
agreements. IAEA anticipated that member states wou
$10.9 million in voluntary support for these activi
IAEA's 2004-2005 budget also identified an estimate
potential safeguards activities, such as applying s
facilities in North Korea should it agree to resume

for which the agency did not have budgetary funding
anticipate receiving voluntary support.[Footnote 25

* A 2004 independent review of IAEA's Safeguards An
found that in some cases, supplies needed for routi
safeguards equipment were not funded by IAEA's safe
instead were included in agency requests for volunt
result, some instruments were inoperable for up to
necessary spare parts were funded through voluntary
review also found that IAEA's voluntary requests in
maintain its laboratory facilities, and recommended
maintenance needs of laboratory equipment and facil
included in IAEA's budget. IAEA said that all essen
equipment needs have been included in the agency's
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* Department of State officials said that the Unite
concerned that in some cases IAEA is relying on cos
of which are funded by U.S. voluntary support--on a
when it should really be creating permanent positio
According to Brookhaven National Laboratory officia
experts are intended to provide short-term speciali
not available among IAEA staff. These positions are
an extension of IAEA's regular staff. As a result,
that the United States is generally reluctant to ex
cost-free experts beyond four years. However, witho
experts provided by the United States and other cou
have difficulty finding staff to perform key streng
activities, such as analyzing open source informati
unattended surveillance equipment. IAEA noted that
steps, such as developing a policy and an approval
that cost-free experts are not being relied on for

IAEA Has Increased Efforts to Help Countries Protec
Material and Facilities, but Reliance on Voluntary
a Challenge:

Following September 11, 2001, IAEA increased its ef
countries in protecting their nuclear and radiologi
facilities. To support these activities, IAEA estab
Security Fund to which countries can provide volunt
contributions. However, IAEA's heavy reliance on th
contributions creates challenges in planning and im
security activities. Increasing demands on the agen
nuclear security assistance could provide further ¢
Additionally, the United States has raised concerns
ability to track the use of nuclear security funds
results of its activities in a systematic way. In r
concerns, IAEA developed a system to track the use
Fund contributions. However, the agency still does
measure the results of its nuclear security efforts

IAEA Has Increased Its Efforts to Help Countries Se
Material and Facilities:

In March 2002, IAEA's Board of Governors approved a
increase the agency's assistance to prevent, detect
acts of terrorism against nuclear and radiological
facilities. IAEA's nuclear security action plan con
areas encompassing efforts undertaken by IAEA prior
2001, as well as new efforts developed in response
concerns about the potential for nuclear terrorism.
included enhancing the physical protection of nucle
facilities, improving countries' ability to secure
radioactive material, and ensuring that measures ar
and prohibit the illicit trafficking of materials.

manage the implementation of its action plan, IAEA
Nuclear Security within a new Department of Nuclear
Security.

IAEA's nuclear security action plan has guided the
help countries improve their security by, for examp
guidance, facilitating advisory missions, providing
response to illicit trafficking and emergencies, an
security assistance. Specifically, since September
published a variety of updated or newly drafted sec
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recommendations. For example, IAEA developed guidan
radioactive materials in transport and a handbook o
trafficking. In addition, in January 2004, IAEA pub

Code of Conduct on the Safety and Security of Radio
guide countries in developing policies, laws, and r
maintaining the safety and security of radioactive

code includes, among other things, enhanced require
radioactive sources. As of June 2005, 73 countries
implementing the code. Further, in September 2004,
Governors and General Conference approved new guida
and export of radioactive sources, which is designe
ensure that high-risk radioactive sources are suppl
authorized end-users.

Furthermore, IAEA increased the types of advisory m
countries upon their request, and facilitated over
countries, including Argentina, Iran, Mexico, Niger
between 2001 and March 2005. To conduct these advis
organizes teams of international experts to assess
recommendations for improving countries' nuclear se
such as the physical protection of their nuclear ma
facilities, or their regulatory infrastructures. Si

also introduced advisory missions that go beyond th
protection of material and facilities to look at th

entire country--including border controls--and asse
systems of accounting and control of nuclear materi

In addition, IAEA provided nuclear security trainin
individual country representatives and conducted al
courses for about 1,500 participants between 2001 a
IAEA's training courses include instruction on gene
the fundamental principles and objectives of physic
well as more focused national training opportunitie
countries' programs and facility-specific needs, su
protection system design and the use of radiation d
instruments. IAEA targets some training on a region
specific requirements, such as combating illicit tr
promoting regional cooperation. IAEA also offers tr
nuclear operators and government and law enforcemen
topics such as nuclear security awareness, combatin
trafficking, and nuclear forensics.

IAEA also increased its efforts to assist countries
capabilities to respond to incidents of illicit tra
materials and to nuclear and radiological emergenci
IAEA encouraged countries to contribute data to its
Database to help identify trends in illicit traffic
increased information exchange on incidents involvi
acquisition, provision, possession, use, transfer,
nuclear and other radioactive materials. As a resul
efforts, IAEA had increased the number of countries
the database from 25 to 81, as of June 2005. Furthe
to improve countries' abilities to respond to nucle
emergencies. In June 2004, IAEA's Board of Governor
to assist countries to develop an international com
for information on nuclear and radiological emergen
international assistance for emergency response, an
sustainable international response infrastructure.

Finally, IAEA worked to improve coordination with m
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provide nuclear security assistance. For example, |
country-specific integrated nuclear security suppor
prioritize measures the agency identifies as necess
countries to strengthen their nuclear security. Acc
2004 status report on IAEA's nuclear security effor
help the agency to coordinate assistance provided b
an important part of IAEA's efforts to improve phys
measures at facilities and illicit trafficking dete

at international borders. As of December 2004, IAEA
integrated nuclear security support plans for 16 co

Heavy Reliance on Voluntary Contributions Has Creat
IAEA's Nuclear Security Efforts:

In 2002, IAEA established a Nuclear Security Fund t
nuclear security program, and countries had volunta
about $36.7 million through mid-May 2005. However,
reliance on these voluntary contributions for about
nuclear security funding creates challenges for the
and implementing its activities. For example, the ¢
donors place on the use of their funds limit IAEA's
resources to meet program needs. Given IAEA's relia
contributions, its ability to plan and implement nu
activities could be further challenged by, for inst
scope of an international security agreement that ¢
countries' requests for assistance.

IAEA Established the Nuclear Security Fund to Suppo

To implement its nuclear security action plan, in 2

the Nuclear Security Fund to which countries could
contributions for the agency's nuclear security act
through mid-May 2005, 26 countries, the European Un
nongovernmental organization made voluntary contrib
about $36.7 million.[Footnote 26] In addition, a nu
have contributed to IAEA's nuclear security efforts
services, equipment, and the use of facilities.

The United States has made significant contribution
Security Fund. From 2002 through 2004, as shown in
Departments of State and Energy contributed approxi
million--almost 61 percent of all contributions--to
Security Fund. For example:

* DOE provided $9.95 million for radioactive materi

* the Department of State provided $2.1 million to
missions, training courses, and other efforts to im
protection of nuclear materials;

* the Department of State contributed around $2.25
illicit trafficking advisory missions, training cou
efforts to detect malicious activities involving nu
radiological materials;

* the Department of State provided $1.6 million to
coordination and management of nuclear security inf
example, increasing the utility of IAEA's lllicit T

and:
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* the Department of State also contributed $5.65 mi
efforts as improving countries' systems of nuclear
and control, providing a cost-free expert, and esta
fund for unanticipated expenses.

Table 2: U.S. Nuclear Security Fund Contributions,

Source of contribution: Department of State;
2002: $3,199,700;

2003: $4,200,300;

2004: $4,200,000;

Total: $11,600,000.

Source of contribution: Department of Energy;
2002: $3,001,209;
2003: $2,500,000;
2004: $4,450,000;
Total: $9,951,209.

Source of contribution: Total;
2002: $6,200,909;

2003: $6,700,300;

2004: $8,650,000;

Total: $21,551,209[A].

Source: GAO presentation of IAEA data.

[A] This total does not include interest on U.S. co
Nuclear Security Fund. Also, it does not include $1
to the fund in 2003, but which IAEA did not receive
2004.

[End of table]

The Department of State estimated that it would pro
the Nuclear Security Fund in 2005, while DOE offici
the Department will not provide direct contribution
2005.

Furthermore, in 2004, DOE and NRC provided an estim

other technical support for IAEA's nuclear security
example, DOE provided about $1.4 million for nuclea
to participate in IAEA's advisory missions to impro
protection of nuclear materials and facilities, and
training courses for foreign nationals on the physi
accounting and control of nuclear materials. In add
contributed $59,000 in staff costs to assist IAEA w
radioactive material security and the physical prot
materials in transit. For 2005, U.S. agencies estim
provide $2.89 million in technical support for IAEA
activities.

IAEA's Heavy Reliance on Voluntary Funding Creates

IAEA depends on voluntary contributions for about 8
nuclear security funding, which creates challenges
implementing nuclear security activities because al
place conditions on how their Nuclear Security Fund
to be spent. In 2002 and 2003, respectively, only 2
the contributions to the fund were provided without

http://www.gao.gov/htext/d0693.html
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example, a number of countries contribute to the fu
help secure nuclear and radioactive materials in Ru
countries of the former Soviet Union. IAEA does not
flexibility to shift these funds to support activit

with nuclear security concerns and for which limite
available, such as Southeast Asia and Latin America
said that as a result, some activity areas have rec

in excess of levels proposed in the 2002 nuclear se
while other areas have remained under-funded. Accor
August 2004 report on the status of its nuclear sec
may hamper the comprehensive approach necessary for
security.

Another challenge related to IAEA's heavy reliance
contributions is its restricted ability to recruit
sufficient staff to meet growing obligations. While
increased funding for nuclear security activities,
budgetary funds to pay for staff to meet its increa
Only about 11 percent of IAEA's nuclear security re
million, comes from its budget. However, DOE offici
agency's financial regulations prohibit voluntary f

to pay for permanent staff costs. The officials sai
voluntary funds could be used to pay for cost-free
increases IAEA's reliance on cost-free experts, whi
primarily by the United States. IAEA officials ackn
agency's inability to use voluntary funds to pay fo
been the largest administrative challenge to implem
security program. However, according to IAEA's Augu
security status report, the agency's administrative
designed for programs where the majority of funds c
contributions.

Further, IAEA indicated that the agency has not rec
funding to meet the needs of all of its nuclear sec
April 2002, IAEA estimated that annual funding need
security program would be about $32 million--$12 mi
advisory missions and other program activities, and
security equipment procurements and upgrades such a
radiation detection equipment at countries' borders
Board of Governors only approved voluntary funding
missions and other program activities, not for equi
and upgrades. As a result, IAEA indicated that it h
countries for assistance in order to provide equipm
to respond to security problems identified through
advisory missions. IAEA officials said that coordin
between countries has been one of the challenges th
in improving states' nuclear security because some
unwilling to share information with IAEA regarding
have received from, or given to, other countries. H
DOE officials, the U.S. position is that assistance
upgrade security equipment should be provided on a
by IAEA. Further, they questioned whether IAEA, thr
of integrated nuclear security support plans and ot
effectively coordinated this assistance.

Finally, according to IAEA's 2004 nuclear security
Department of State officials, unpredictable volunt
member states restrict the agency's ability to plan
activities. For example, IAEA data on Nuclear Secur
receipts from 2002 through 2004 showed that 30 perc
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pledged to the agency were not provided in the same
pledged.[Footnote 27] Furthermore, data for 2002 an
that funds were often not provided until later in t
IAEA's financial regulations do not allow it to mak

on pledges and, thus, contributions must be receive
expenditures can be approved. One IAEA official sai
restriction prevents the agency from implementing c
according to its plan. The official told us that if
funding were more predictable and received in a mor
IAEA could hire staff sooner, and that activities s
advisory missions and providing border monitoring e
better planned and delivered. Further, participants
coordination meeting of Nuclear Security Fund donor
IAEA faces a challenge in managing its nuclear secu
predictable resource levels. In an effort to ensure
approach, IAEA officials said that the agency devel
activity plans as a basis for requesting contributi
Security Fund. However, the officials said that the
contributions still presents a challenge to impleme
security program.

Increased Assistance Demands Could Further Challeng
Plan and Implement Nuclear Security Activities:

Future increases in demands for IAEA to provide ass
further challenge the agency's ability to plan and
security activities. For example, in July 2005, 88
EURATOM adopted amendments to the Convention on the
of Nuclear Material,[Footnote 28] which could incre
IAEA assistance to enhance the security of countrie
and facilities. The existing convention requires co
party to it to protect nuclear material used for pe

while in international transport, and to criminaliz
involving nuclear material. When in force, the adop
among other things, expand the scope of the convent
requirements for securing nuclear materials in peac
storage, and transport and for protecting domestic
against acts of sabotage. IAEA officials stated tha
experience a significant increase in requests for s
particularly for advisory missions to assess the vu
countries' material and facilities as a result of t
convention. Also, according to a Department of Stat
will be responsible for providing leadership, train
assistance, such as guidance in establishing legisl
infrastructures, to help countries to comply with t
under the amended convention. However, IAEA officia
whether the agency is planning sufficiently for the

in its activities. Moreover, the officials stated t

Fund resources would be inadequate to meet countrie
requests for advisory missions and for associated p
follow-up actions.

In addition, IAEA could experience an increase in d
nuclear security assistance as a result of agency p
more comprehensive nuclear security program. Accord
2004 nuclear security status report, the agency is

plan of activities to be presented to the Board of
approval in 2005. A primary objective of the plan w
worldwide application of the agency's services and
comprehensively improve countries' nuclear security
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reliance on voluntary contributions to fund its nuc
program could create challenges in implementing thi
countries' conditions on the use of their funds cou
for IAEA to achieve worldwide application of its co
security approach. Further, IAEA's Deputy Director
Department of Nuclear Safety and Security said that
its nuclear security goals, higher and more predict
will be required in the future.

IAEA Does Not Systematically Measure the Results of
Security Efforts:

In addition to the challenges resulting from the ag
voluntary contributions, the United States has rais
IAEA's ability to track the use of nuclear security
results in a systematic way. For example, according
State officials, as a result of concerns over the p
coordination of IAEA's nuclear security efforts, th
requested that the Office of Nuclear Security provi
oriented reporting on a systematic basis. In respon
created an information management system to track p
the Nuclear Security Fund. According to IAEA offici
became operational at the beginning of 2004 and all
to donors on the use of their contributions. A Depa
official said that the United States received its f
2005, and that this report contained adequate infor
U.S. contributions to the fund.

However, IAEA still does not systematically measure
nuclear security activities. For example, while the

to report periodically to the Board of Governors an
Conference on its progress in implementing nuclear
these reports do not indicate the extent to which t
have helped to improve the security of nuclear mate
For example, IAEA's 2004 nuclear security status re
information on the countries for which it conducted
advisory missions since July 2003 but did not repor
which these missions actually improved security at
Similarly, IAEA reported on its efforts to train me
representatives involved in combating illicit traff
However, IAEA's report did not include an assessmen
which the detection capabilities of personnel who a
training sessions had increased.

Furthermore, while IAEA's 2004-2005 budget identifi
objectives, outcomes, and performance indicators fo
nuclear security activities, the 2004 nuclear secur
did not always use these performance indicators to
results. For example, two performance indicators id
2004-2005 budget for meeting outcomes related to im
security and the capability of countries to detect
malicious acts were (1) the number of people traine
sponsored training courses and (2) the number of co
agency-developed nuclear security guidelines and re
However, the 2004 nuclear security report did not p
on the numbers of country representatives trained,

implementing agency-developed guidelines and recomm

officials said that the agency will soon begin work
results based on the performance indicators identif
and that information on the number of country repre
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will be included in a report to the Board of Govern
2005.

IAEA officials said that it is difficult for the ag

security efforts, such as recommendations stemming
missions, to results, such as whether recommendatio
Other IAEA officials attributed this difficulty to

advisory role, noting that states are not obligated
guidelines or implement its recommendations. Moreov
said that while follow-up advisory missions can hel
whether previous recommendations were implemented,
generating new requests for advisory missions, not
activities.

A DOE official who is responsible for developing an
security performance measures stated that it is pos
performance of security activities even where expli
require action does not exist. DOE and other U.S. a
implemented programs to improve the security of nuc
in the United States and in other countries. For ex
National Nuclear Security Administration directs ef
international borders against illicit trafficking,
improving the physical protection of their nuclear
facilities, and enhance the security of radioactive
official said that a first step to measure performa
develop data on output measures that IAEA can influ
the achievement of outcomes. Such output measures c
number of facilities where advisory missions are co

of people trained, or the amount of equipment provi
outcome-oriented measures could be created, such as
facilities IAEA assessed as having adequate securit
on international standards.

Conclusions:

IAEA is being called upon by its member states to a
in reducing the risks of nuclear proliferation. How
responsibilities continue to expand, IAEA faces a b
challenges that hamper its ability to fully impleme
safeguards measures and nuclear security activities
maximize the impact and effectiveness of strengthen
experts we talked to believe that universal complia
adherence to the Additional Protocol is needed. Alt
States is in the process of bringing the Protocol i
that it has not yet done so may provide other count
not to do so as well. Progress towards increasing t
countries that have brought the Additional Protocol
increase the political pressure on the remaining co
could make it more difficult to hide proliferation

Even with the Additional Protocol in force, IAEA's
compliance with safeguards is limited in 76 countri
guantities of nuclear material. The small quantitie
IAEA's Board of Governors approves for these countr
risk that nuclear proliferation activities could go
Moreover, IAEA's human capital practices reduce the
effectiveness because, in some cases, they are rigi
regardless of the agency's overall needs. In light
capital crisis resulting from the upcoming turnover
safeguards staff and a shrinking pool of nuclear ex
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the agency hires, trains, and retains the most tale
critical to meet growing strengthened safeguards re

Further, IAEA's system for funding its safeguards a
programs faces a number of challenges. Although the
emergence from a zero real growth budget for its sa
positive step, it may not be adequate to meet futur
convincing case to member states of its future reso
and ensure that its safeguards budget keeps pace wi
workload, IAEA will need reliable cost estimates th
resource needs for all its strengthened safeguards
process to systematically evaluate these costs and
long term. In addition, even with IAEA's recent saf
increase, the agency will continue to rely heavily
contributions, particularly from the United States.

is essential for the program'’s continued viability,
safeguards is a shared responsibility, and the fina

be distributed more equitably among as many IAEA me
possible. At the same time, we are concerned that t
on countries' yearly voluntary contributions for th
program does not provide enough flexibility to effe
implement nuclear security activities. While we rec
program is still evolving, member states may need t
different approach to funding these efforts so that

its activities in a more systematic manner and meet
priority needs. Finally, we are concerned that in s
may not be using safeguards resources in the most e
given the agency's limited funds and growing respon

Another major challenge facing IAEA is its limited
the effectiveness of its strengthened safeguards sy
security activities. The agency does not have syste
measure the impact of its strengthened safeguards o
activities. For example, IAEA reports on the number
performed and the countries where nuclear security
are conducted. While these measures are useful in r
efforts, they do not assess the impact and effectiv
safeguards and nuclear security activities. As are
cannot provide member states assurance that its act
detecting clandestine nuclear weapons programs or h
nuclear and radioactive materials against sabotage
threats.

Recommendations for Executive Action:

Because safeguards are a cornerstone of U.S. nonpro
it is important that strengthened safeguards measur
many countries as possible. Therefore, we recommend
of State, working with IAEA and its member states t
Board of Governors, consider eliminating, or at a m
number of agreements that limit IAEA's authority to
strengthened safeguards activities in countries wit

of nuclear material.

To help ensure that IAEA's safeguards and nuclear s
effective, the agency needs to systematically evalu
its efforts. Therefore, we also recommend that the
working with IAEA and its member states through the
Governors, consider developing clear and meaningful
evaluate the effectiveness of IAEA's strengthened s
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and nuclear security activities.

Furthermore, to improve IAEA's personnel practices
determine resource requirements over the long term,
that the Secretary of State, working with IAEA and
through the agency's Board of Governors, consider:

* rectifying human capital practices that negativel
ability to recruit and retain the critical staff ne
strengthened safeguards and make changes as appropr

* developing a systematic process that forecasts sa
requirements for the long term--beyond the current

* increasing efforts to encourage more member state
voluntary contributions to support IAEA's safeguard

* determining whether the nuclear security program
regular budget funds, and ensure that voluntary con
provided with enough flexibility to plan and accomp
program objectives.

Finally, to maximize the benefits for safeguards-re
recommend that the Secretary of State, in consultat
managers of the U.S. safeguards technical support p
IAEA to consider ways to ensure that safeguards res
and spent in the most efficient manner. In particul
should focus on, among other things, encouraging 1A
cost effective means of travel, whenever possible.

Agency Comments and Our Evaluation:

We provided the Department of State and IAEA with d
report for their review and comment. IAEA provided
which we incorporated as appropriate. The Departmen
written comments, which are presented as appendix |
provided technical comments, which we incorporated
Department of State generally agreed with our findi
and recommendations and noted that our recommendati
reasonable ways that the administration can continu
to improve its effectiveness. The department also n
report fairly recognized the significant progress |
support from the United States and other member sta
strengthening the safeguards system and in supporti
efforts to improve the physical protection and secu
materials.

In its written comments, the Department of State no
with small quantities of nuclear material and count
comprehensive safeguards agreements have very limit
activities and therefore they are unlikely to compr
effectiveness of the safeguards system. In addition
that IAEA has a limited ability to measure the effe
strengthened safeguards activities, State indicated
cannot be fully solved because of the difficulty in
undeclared activities. State also noted that our co
cannot provide member states assurance that its act
detecting undeclared nuclear weapons programs or he
and radioactive material is not fully consistent wi
contents, which depict IAEA's successes in uncoveri
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nuclear activities and the extent of its work in ad
nuclear security.

In our view, the report provides an accurate and re
challenges facing IAEA's safeguards program, includ
posed by countries that have small quantities of nu
are subject to limited safeguards measures as well
are outside of the safeguards system entirely. A go
program is to ensure that all countries comply with
safeguards obligations. By not applying the full sc
measures to over 100 countries IAEA's ability to de
activities is significantly limited. In fact, in re
concerns regarding countries with small quantities
the agency's Board of Governors took the first step
safeguards measures in countries with small quantit
material in September 2005. IAEA's Director General
recent actions address some important limitations i
system.

We concur with the Department of State's belief tha
ability to measure the impact of strengthened safeg
fully solved. In our report, we recognize the diffi
performance measures for IAEA's strengthened safegu
we believe that it is important that IAEA continue

refine such measures. Assessing the effectiveness o
safeguards in detecting clandestine nuclear weapons
essential element in evaluating the agency's overal

Finally, the Department of State commented that our
IAEA cannot provide assurance that it is detecting
weapons programs or helping to secure nuclear and r
materials--is not fully consistent with the body of

noted in the report that IAEA has achieved success
clandestine nuclear activities in certain countries

Iran, South Korea, and Egypt. We also noted that 1A
efforts to help countries secure their nuclear mate
IAEA has not developed a systematic approach to mea
effectiveness of its strengthened safeguards and nu
programs, the agency cannot track its progress in i

to detect clandestine nuclear programs or ensuring
security of member states' nuclear material has imp
approach to measuring performance would add a great
transparency to IAEA's safeguards and nuclear secur
would also provide member states' with a clearer un
the agency reaches conclusions about countries' com
safeguards obligations.

As agreed with your offices, unless you publicly re

of this report earlier, we plan no further distribu

from the report date. We will then send copies of t
Secretary of Energy; the Administrator, National Nu
Administration; the Secretary of State; the Secreta
Chairman, Nuclear Regulatory Commission; the Direct
Management and Budget; and interested congressional
also providing IAEA's Deputy Directors General for
Nuclear Safety and Security with copies of this rep
make copies available to others upon request. In ad
will be available at no charge on the GAO Web site
http://www.gao.gov].
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If you or your staff have any questions concerning

be reached at 202-512-3841 or [Hyperlink, aloisee@g
points for our Offices of Congressional Relations a
may be found on the last page of this report. GAO s
contributions to this report are listed in appendix

Signed by:

Gene Aloise:
Director, Natural Resources and Environment:

[End of section]
Appendixes:
Appendix I: Scope and Methodology:

To identify the steps IAEA has taken to strengthen
system and assess the challenges IAEA faces in impl
strengthened safeguards, we obtained and analyzed d
IAEA's strengthened safeguards activities, includin
Board of Governors, such as the agency's annual rep
implementation, strategic planning documents, and i

In December 2004 and March 2005 we visited IAEA Hea
Austria, to meet with IAEA officials from the Depar
including the Deputy Director General and the direc
responsible for managing inspection activities, col
analyzing satellite imagery and open source informa
safeguards equipment, and from the Office of Extern
observed a demonstration of remote monitoring and o
equipment at IAEA Headquarters, and we toured IAEA'
Analytical and Clean Laboratories, where environmen
analyzed. Further, we obtained the views of officia
Mission to the U.N. System Organizations in Vienna
had made in implementing strengthened safeguards me
reported on safeguards in 1998. While in Vienna, we
structured interviews with a nonprobability sample[
representatives from IAEA member states in March 20
views on IAEA's strengthened safeguards system and
activities.

We developed the structured interview guide for int
representatives from IAEA member states by identify
related to the effectiveness and progress of IAEA's
nuclear security programs and drafting questions to
issues. Because the practical difficulties of devel
administering a structured interview guide may intr
resulting from how a particular question is interpr

or from differences in the sources of information a
respondents in answering a question--we included st
development and administration of the structured in
the purpose of minimizing such errors. After initia
GAO review, and pretesting and modification of the
guide, we further modified the structured interview
basis of pretesting and comments from two Departmen
with extensive experience with IAEA's safeguards an
activities. We finalized the structured interview g
conducting pretests with a member of the U.S. Missi
representative from the Czech Republic.

http://www.gao.gov/htext/d0693.html
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We identified a nonprobability sample of 25 IAEA me
respond to our structured interview guide, designed
inclusion of a range of views across different type
Our sample included states that belong to IAEA's 35
Governors, which provides overall policy direction
IAEA; both nuclear and non-nuclear weapons states;
with respect to bringing into force new strengthene
measures; states that do not belong to the Board of
offer valuable insights into the challenges IAEA fa
undeclared activities and strengthening its safegua
states with special safeguards agreements with IAEA
member states selected for interviews, we completed
representatives from 9 member states. We completed
with Canada, China, Germany, Hungary, Israel, Russi
Kingdom, and the United States. We obtained written
structured interview guide from Japan. We were unab
interviews with the other 16 member states because
those countries were unwilling to respond to our qu
absence of official government approval of their re
the nine responses we received reflect a broad rang
state representatives from the selection categories
including states that differ with respect to bringi
strengthened safeguards measures and states with sp
agreement with IAEA.

In addition, to assess IAEA's progress in strengthe

the challenges it faces, we met with and gathered d
officials from the Department of State's Office of

Affairs, the Department of Energy's Office of Inter

the Department of Defense's Air Force Technical App
the Department of Commerce in Washington, D.C; the
Commission in Rockville, Maryland; Brookhaven Natio
New York; and Sandia and Los Alamos National Labora
Mexico. We also obtained independent assessments an
safeguards from the Departments of State and Energy
with experts knowledgeable about safeguards and non
issues, including from the Monterey Institute of In

and the Massachusetts Institute of Technology. We a
former IAEA inspectors, cost-free experts, and the
unattended remote monitoring systems unit to discus
personnel policies. Lastly, we met with representat
Technologies, which provides IAEA with the majority
equipment, and toured its production facility.

To identify the extent of IAEA's reliance on the Un
finance safeguards activities, we met with official
Departments of Management and Safeguards, including
Division for Budget and Finance and other staff inv
budgeting, and the Departments of State, Energy, an
Nuclear Regulatory Commission, and Brookhaven, Los
National Laboratories. We gathered financial data f
U.S. and other member states' assessed, voluntary,
support contributions to IAEA's safeguards program
2004. We chose 1998 as the starting year for our an
the data presented in our 1998 report on U.S. contr
safeguards program. While 2004 was the last year fo
data on IAEA's safeguards budget and U.S. contribut
we present some 2005 estimates where possible. Base
with U.S. and IAEA officials, we defined voluntary

cash contributions to IAEA, while technical support
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defined as funding used to assist IAEA's efforts bu
provided to IAEA. Further, we analyzed documentatio
from the Office of Internal Oversight Services, an
safeguards experts, and IAEA's Board of Governors,
and strategic planning documents. We also held disc
and U.S. officials to determine the extent to which
term resource requirements.

In our analysis of assessed, voluntary, and technic
contributions to IAEA's safeguards budget we used (
assessed safeguards budget; (2) IAEA data on U.S. p
safeguards assessment; (3) IAEA data on voluntary ¢
countries other than the United States; (4) Departm
U.S. voluntary contributions to IAEA's safeguards p
from the Departments of State, Energy, and Defense
Regulatory Commission to estimate U.S. technical su
safeguards program. Since a portion of member state
contributions to IAEA's budget is made in euros (pr
dollar contributions were made in Austrian schillin
exchange rates based on the International Monetary
Financial Statistics to show the dollar value of th

of IAEA's assessed safeguards budget and U.S. contr
calculated the non-dollar portion of IAEA's assesse
using an average annual exchange rate. We calculate
portion of U.S. payments towards its safeguards ass
average monthly exchange rate for the month in whic
made to IAEA.[Footnote 30] Also, we used the averag
rates from January through July 2005 to estimate th
the non-dollar portions of the 2005 IAEA safeguards
safeguards assessment. Additionally, IAEA data on U
indicate the portion applicable to safeguards versu
programs. To identify the safeguards portion of U.S
payments, we used the percentage of the total U.S.
assessment for each year that IAEA data indicated w
Finally, in some cases it was not possible to obtai
breakdown of U.S. support that was provided as volu
versus technical support. In such instances, we cha
support as voluntary contributions for purposes of

To describe how IAEA is helping its member states b
nuclear material and facilities from nuclear terror
impediments to implementing the program, we collect
documentation, including IAEA's yearly reports to i
Governors on its nuclear security program. We also
from IAEA's Offices of Nuclear Security and Legal A
Departments of State and Energy, the Nuclear Regula
Sandia National Laboratory. Moreover, we also toure
Security Equipment Laboratory at IAEA Headquarters
demonstration of hand held radiation detection equi
IAEA, Department of State, and Department of Energy
contributions to the Nuclear Security Fund in order
extent to which IAEA relies on U.S. support for its
program, and to analyze the timing of contributions
fund.[Footnote 31] Further, we gathered data from t
Energy and the Nuclear Regulatory Commission to est
support to IAEA's nuclear security program. Similar
contributions to IAEA's safeguards program, we defi
support as funding used to assist IAEA's efforts bu
provided to IAEA.

http://www.gao.gov/htext/d0693.html
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To assess the reliability of all these data we rece
and nuclear security budget and contribution data--
U.S. officials to discuss these data in detail, and
from different sources to identify any discrepancie
and reviewed responses from key officials with IAEA
U.S. agencies to a series of data reliability quest
such areas as data entry, data access, quality cont
data accuracy and completeness. Follow-up questions
necessary. In addition, we obtained written respons
Department of Safeguards and U.S. officials to clar
the data we received. Based on this work, we determ
were sufficiently reliable for the purposes of this

We conducted our review from October 2004 through A
accordance with generally accepted government audit

[End of section]

Appendix II: Countries’ Safeguards Agreements with
Force, as of July 2005:

Non-nuclear weapons states:

State: Afghanistan;

Comprehensive safeguards agreement;
Additional protocol;

Small quantities protocol.

State: Albania;
Comprehensive safeguards agreement.

State: Algeria;
Comprehensive safeguards agreement.

State: Andorra: None.
State: Angola: None.

State: Antigua and Barbuda,;
Comprehensive safeguards agreement;
Small quantities protocol.

State: Argentina;
Comprehensive safeguards agreement.

State: Armenia;
Comprehensive safeguards agreement;
Additional protocol.

State: Australia;

Comprehensive safeguards agreement;
Additional protocol;

Integrated safeguards.

State: Austria;
Comprehensive safeguards agreement;
Additional protocol.

State: Azerbaijan;
Comprehensive safeguards agreement;
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Additional protocol;
Small quantities protocol.

State: Bahamas;
Comprehensive safeguards agreement;
Small quantities protocol.

State: Bahrain: None.

State: Bangladesh;
Comprehensive safeguards agreement;
Additional protocol.

State: Barbados;
Comprehensive safeguards agreement;
Small quantities protocol.

State: Belarus;
Comprehensive safeguards agreement.

State: Belgium;
Comprehensive safeguards agreement;
Additional protocol.

State: Belize;
Comprehensive safeguards agreement;
Small quantities protocol.

State: Benin: None.

State: Bhutan;
Comprehensive safeguards agreement;
Small quantities protocol.

State: Bolivia;
Comprehensive safeguards agreement;
Small quantities protocol.

State: Bosnia and Herzegovina;
Comprehensive safeguards agreement.

State: Botswana: None.

State: Brazil;
Comprehensive safeguards agreement.

State: Brunei Darussalam;
Comprehensive safeguards agreement;
Small quantities protocol.

State: Bulgaria;

Comprehensive safeguards agreement;
Additional protocol;

Integrated safeguards.

State: Burkina Faso;

Comprehensive safeguards agreement;
Additional protocol;

Small quantities protocol.

http://www.gao.gov/htext/d0693.html
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State: Burundi: None.

State: Cambodia;
Comprehensive safeguards agreement;
Small quantities protocol.

State: Cameroon;
Comprehensive safeguards agreement;
Small quantities protocol.

State: Canada;
Comprehensive safeguards agreement;
Additional protocol.

State: Cape Verde: None.
State: Central African Republic: None.
State: Chad: None.

State: Chile;
Comprehensive safeguards agreement;
Additional protocol.

State: Colombia;
Comprehensive safeguards agreement.

State: Comoros: None.
State: Congo, Republic of the: None.

State: Costa Rica;
Comprehensive safeguards agreement;
Small quantities protocol.

State: Cote d'lvoire;
Comprehensive safeguards agreement.

State: Croatia;

Comprehensive safeguards agreement;
Additional protocol;

Small quantities protocol.

State: Cuba;
Comprehensive safeguards agreement;
Additional protocol.

State: Cyprus;

Comprehensive safeguards agreement;
Additional protocol;

Small quantities protocol.

State: Czech Republic;
Comprehensive safeguards agreement;
Additional protocol.

: IAEA Has Strengthened Its Safeguards and Nu...

State: Democratic People's Republic of Korea[A];

Comprehensive safeguards agreement.

State: Democratic Republic of the Congo;

http://www.gao.gov/htext/d0693.html
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Comprehensive safeguards agreement;
Additional protocol.

State: Denmark;
Comprehensive safeguards agreement;
Additional protocol.

State: Djibouti: None.

State: Dominica;
Comprehensive safeguards agreement;
Small quantities protocol.

State: Dominican Republic;
Comprehensive safeguards agreement;
Small quantities protocol.

State: Ecuador;

Comprehensive safeguards agreement;
Additional protocol;

Small quantities protocol.

State: Egypt;
Comprehensive safeguards agreement.

State: El Salvador;

Comprehensive safeguards agreement;
Additional protocol;

Small quantities protocol.

State: Equatorial Guinea: None.
State: Eritrea: None.

State: Estonia;
Comprehensive safeguards agreement;
Small quantities protocol.

State: Ethiopia;
Comprehensive safeguards agreement;
Small quantities protocol.

State: Fiji;
Comprehensive safeguards agreement;
Small quantities protocol.

State: Finland;
Comprehensive safeguards agreement;
Additional protocol.

State: Gabon: None.

State: Gambia;

Comprehensive safeguards agreement;
Small quantities protocol.

State: Georgia;

Comprehensive safeguards agreement;
Additional protocol.

http://www.gao.gov/htext/d0693.html
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State: Germany;
Comprehensive safeguards agreement;
Additional protocol.

State: Ghana;
Comprehensive safeguards agreement;
Additional protocol.

State: Greece;
Comprehensive safeguards agreement;
Additional protocol.

State: Grenada;
Comprehensive safeguards agreement;
Small quantities protocol.

State: Guatemala;
Comprehensive safeguards agreement;
Small quantities protocol.

State: Guinea: None.
State: Guinea-Bissau: None.

State: Guyana;
Comprehensive safeguards agreement;
Small quantities protocol.

State: Haiti: None.

State: Holy See;

Comprehensive safeguards agreement;
Additional protocol;

Small quantities protocol.

State: Honduras;
Comprehensive safeguards agreement;
Small quantities protocol.

State: Hungary;

Comprehensive safeguards agreement;
Additional protocol;

Integrated safeguards.

State: Iceland;

Comprehensive safeguards agreement;
Additional protocol;

Small quantities protocol.

State: Indonesia;

Comprehensive safeguards agreement;
Additional protocol;

Integrated safeguards.

State: Iran[B];
Comprehensive safeguards agreement.

State: Iraq;
Comprehensive safeguards agreement.

http://www.gao.gov/htext/d0693.html
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State: Ireland;
Comprehensive safeguards agreement;
Additional protocol.

State: Italy;
Comprehensive safeguards agreement;
Additional protocol.

State: Jamaica;
Comprehensive safeguards agreement;
Additional protocol.

State: Japan;

Comprehensive safeguards agreement;
Additional protocol;

Integrated safeguards.

State: Jordan;

Comprehensive safeguards agreement;
Additional protocol;

Small quantities protocol.

State: Kazakhstan;
Comprehensive safeguards agreement.

State: Kenya: None.

State: Kiribati;
Comprehensive safeguards agreement;
Small quantities protocol.

State: Korea, Republic of;
Comprehensive safeguards agreement;
Additional protocol.

State: Kuwait;

Comprehensive safeguards agreement;
Additional protocol;

Small quantities protocol.

State: Kyrgyzstan;
Comprehensive safeguards agreement;
Small quantities protocol.

State: Laos;
Comprehensive safeguards agreement;
Small quantities protocol.

State: Latvia;
Comprehensive safeguards agreement;
Additional protocol.

State: Lebanon;
Comprehensive safeguards agreement;
Small quantities protocol.

State: Lesotho;

Comprehensive safeguards agreement;
Small quantities protocol.

http://www.gao.gov/htext/d0693.html
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State: Liberia: None.

State: Libya[C];
Comprehensive safeguards agreement.

State: Liechtenstein;
Comprehensive safeguards agreement.

State: Lithuania;
Comprehensive safeguards agreement;
Additional protocol.

State: Luxembourg;
Comprehensive safeguards agreement;
Additional protocol.

State: Madagascar;

Comprehensive safeguards agreement;
Additional protocol;

Small quantities protocol.

State: Malawi;
Comprehensive safeguards agreement;
Small quantities protocol.

State: Malaysia;
Comprehensive safeguards agreement.

State: Maldives;
Comprehensive safeguards agreement;
Small quantities protocol.

State: Mali;

Comprehensive safeguards agreement;
Additional protocol;

Small quantities protocol.

State: Malta;

Comprehensive safeguards agreement;
Additional protocol;

Small quantities protocol.

State: Marshall Islands;
Comprehensive safeguards agreement;
Additional protocol.

State: Mauritania: None.

State: Mauritius;

Comprehensive safeguards agreement;
Small quantities protocol.

State: Mexico;
Comprehensive safeguards agreement.

State: Micronesia: None.
State: Monaco;

Comprehensive safeguards agreement;
Additional protocol;

http://www.gao.gov/htext/d0693.html
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Small quantities protocol.

State: Mongolia;

Comprehensive safeguards agreement;
Additional protocol;

Small quantities protocol.

State: Morocco;
Comprehensive safeguards agreement;
Small quantities protocol.

State: Mozambique: None.

State: Myanmar;
Comprehensive safeguards agreement;
Small quantities protocol.

State: Namibia;
Comprehensive safeguards agreement;
Small quantities protocol.

State: Nauru;
Comprehensive safeguards agreement;
Small quantities protocol.

State: Nepal;
Comprehensive safeguards agreement;
Small quantities protocol.

State: Netherlands;
Comprehensive safeguards agreement;
Additional protocol.

State: New Zealand;

Comprehensive safeguards agreement;
Additional protocol;

Small quantities protocol.

State: Nicaragua,;

Comprehensive safeguards agreement;
Additional protocol;

Small quantities protocol.

State: Niger: None.

State: Nigeria;
Comprehensive safeguards agreement.

State: Norway;

Comprehensive safeguards agreement;
Additional protocol;

Integrated safeguards.

State: Oman: None.

State: Palau;

Comprehensive safeguards agreement;
Additional protocol.

State: Panama;

http://www.gao.gov/htext/d0693.html
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Comprehensive safeguards agreement;
Additional protocol;
Small quantities protocol.

State: Papua New Guinea,;
Comprehensive safeguards agreement;
Small quantities protocol.

State: Paraguay;

Comprehensive safeguards agreement;
Additional protocol;

Small quantities protocol.

State: Peru;

Comprehensive safeguards agreement;
Additional protocol;

Integrated safeguards.

State: Philippines;
Comprehensive safeguards agreement.

State: Poland;
Comprehensive safeguards agreement;
Additional protocol.

State: Portugal;
Comprehensive safeguards agreement;
Additional protocol.

State: Qatar: None.
State: Republic of Molodova: None.

State: Romania;
Comprehensive safeguards agreement;
Additional protocol.

State: Rwanda: None.

State: St. Kitts and Neuvis;
Comprehensive safeguards agreement;
Small quantities protocol.

State: St. Lucia;
Comprehensive safeguards agreement;
Small quantities protocol.

State: St. Vincent and the Grenadines;
Comprehensive safeguards agreement;
Small quantities protocol.

State: Samoa,;

Comprehensive safeguards agreement;
Small quantities protocol.

State: San Marino;

Comprehensive safeguards agreement;
Small quantities protocol.

State: Sao Tome and Principe: None.

http://www.gao.gov/htext/d0693.html
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State: Saudi Arabia: None.

State: Senegal;
Comprehensive safeguards agreement;
Small quantities protocol.

State: Serbia and Montenegro;
Comprehensive safeguards agreement.

State: Seychelles;

Comprehensive safeguards agreement;
Additional protocol;

Small quantities protocol.

State: Sierra Leone: None.

State: Singapore;
Comprehensive safeguards agreement;
Small quantities protocol.

State: Slovakia;
Comprehensive safeguards agreement.

State: Slovenia;
Comprehensive safeguards agreement;
Additional protocol.

State: Solomon Islands;
Comprehensive safeguards agreement;
Small quantities protocol.

State: Somalia: None.

State: South Africa,
Comprehensive safeguards agreement;
Additional protocol.

State: Spain;
Comprehensive safeguards agreement;
Additional protocol.

State: Sri Lanka;
Comprehensive safeguards agreement.

State: Sudan;
Comprehensive safeguards agreement;
Small quantities protocol.

State: Suriname;
Comprehensive safeguards agreement;
Small quantities protocol.

State: Swaziland;
Comprehensive safeguards agreement;
Small quantities protocol.

State: Sweden;

Comprehensive safeguards agreement;
Additional protocol.

http://www.gao.gov/htext/d0693.html
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State: Switzerland;
Comprehensive safeguards agreement;
Additional protocol.

State: Syria;
Comprehensive safeguards agreement.

State: Tajikistan;

Comprehensive safeguards agreement;
Additional protocol;

Small quantities protocol.

State: Thailand;
Comprehensive safeguards agreement.

State: The Former Yugoslav Republic of Macedonia;

Comprehensive safeguards agreement;
Small quantities protocol.

State: Timor-Leste: None.
State: Togo: None.

State: Tonga;
Comprehensive safeguards agreement;
Small quantities protocol.

State: Trinidad and Tobago;
Comprehensive safeguards agreement;
Small quantities protocol.

State: Tunisia;
Comprehensive safeguards agreement.

State: Turkey;
Comprehensive safeguards agreement;
Additional protocol.

State: Turkmenistan: None.

State: Tuvalu;

Comprehensive safeguards agreement;
Small quantities protocol.

State: Uganda: None.

State: Ukraine;
Comprehensive safeguards agreement.

State: United Arab Emirates;
Comprehensive safeguards agreement;
Small quantities protocol.

State: United Republic of Tanzania;
Comprehensive safeguards agreement;
Additional protocol;

Small quantities protocol.

State: Uruguay;

http://www.gao.gov/htext/d0693.html

Page 58 of 68

1/19/2006



GAO-06-93, Nuclear Nonproliferation: IAEA Has Strengthened Its Safeguards and Nu...

Comprehensive safeguards agreement;
Additional protocol.

State: Uzbekistan;

Comprehensive safeguards agreement;
Additional protocol;

Integrated safeguards.

State: Vanuatu: None.

State: Venezuela;
Comprehensive safeguards agreement.

State: Vietnam;
Comprehensive safeguards agreement.

State: Yemen,
Comprehensive safeguards agreement;
Small quantities protocol.

State: Zambia;

Comprehensive safeguards agreement;
Small quantities protocol.

State: Zimbabwe;

Comprehensive safeguards agreement;
Small quantities protocol.

Nuclear weapons states with voluntary safeguards ag
State: China;

Comprehensive safeguards agreement;
Additional protocol.

State: France;

Comprehensive safeguards agreement;
Additional protocol.

State: Russia Federation;
Comprehensive safeguards agreement.

State: United Kingdom;
Comprehensive safeguards agreement;
Additional protocol.

State: United States;
Comprehensive safeguards agreement.

States with special safeguards agreements:

State: India: None.

State: Israel: None.

State: Pakistan: None.

[A] Although North Korea concluded a comprehensive

with IAEA in 1992, it announced its withdrawal from
2003.
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[B] Although Iran has not ratified the Additional P
acting as if the Additional Protocol was in force.

[C] Although Libya has not ratified the Additional
acting as if the Additional Protocol was in force.

[End of table]
[End of section]
Appendix lll: Comments from the Department of State

United States Department of State:
Assistant Secretary and Chief Financial Officer:
Washington, D.C. 20520:

SEP 22 2005:

Ms. Jacquelyn Williams-Bridgers:
Managing Director:

International Affairs and Trade:
Government Accountability Office:
441 G Street, N.W.

Washington, D.C. 20548-0001.:

Dear Ms. Williams-Bridgers:

We appreciate the opportunity to review your draft
NONPROLIFERATION: IAEA Has Strengthened Its Safegua
Security Programs, but Weaknesses Need to Be Addres
360518.

The enclosed Department of State comments are provi
incorporation with this letter as an appendix to th

If you have any questions concerning this response,
Robert Newman, Action Officer, Bureau of Internatio
Nonproliferation, at (202) 647-9715.

Sincerely,
Signed by:
Sid Kaplan (Acting):

cc: GAO - Glen Levis;
NP - Rademaker;
State/OIG - Mark Duda:

Department of State Comments on GAO Draft Report Nu
Nonproliferation: IAEA Has Strengthened Its Safegua
Security Programs, but Weaknesses Need to Be Addres
Code 360518):

Thank you for the opportunity to comment on your dr
"Nuclear Nonproliferation: IAEA Has Strengthened It
Nuclear Security Programs, but Weaknesses Need to B
Department of State welcomes the report and general
findings. Over the past nine months, the Department
with the GAO team to assist in the latter's efforts

http://www.gao.gov/htext/d0693.html
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IAEA's programs. We are grateful for the quality an
efforts.

The President has emphasized the threat that weapon
destruction, and particularly proliferation of nucl
America and the world. The Administration has activ
of policies to construct and strengthen a multi-lay

that threat. The IAEA and its programs are an impor
this nonproliferation framework.

In the broader nuclear area, with U.S. leadership,
Security Initiative has enhanced the readiness of p
countries to interdict illicit transfers of nuclear
nuclear materials; the UN Security Council adopted
establishing for the first time binding obligations
states to enact and enforce legal measures against
8 Global Partnership against WMD has secured and el
related facilities and materials and redirected the
communities involved in WMD projects into civilian
Threat Reduction Initiative has identified and secu
dangerous nuclear materials; our ongoing nuclear th
programs have helped deter and detect illicit nucle
strengthened export controls, anti-smuggling, detec
enforcement tools at border crossings; the dismantl
Khan nuclear trafficking network has impeded would-
efforts to acquire key technologies; and negotiatio
verified dismantlement of Libya's previously covert
and to an agreement in principle by North Korea to
its nuclear programs.

Additionally, the world must create a safe, orderly
civilian nuclear plants without adding to the dange
proliferation. Enrichment and reprocessing are not
nations seeking to harness nuclear energy for peace
the President and the Director General of the IAEA
this is an inherent weakness in the nonproliferatio

be solved only by means of more effective safeguard
leading nuclear exporters should ensure that states
access at reasonable cost to fuel for civilian reac
those states renounce enrichment and reprocessing.

The IAEA plays important roles in this broad policy
safeguards system is an essential part of efforts t
covert nuclear activities in non-nuclear weapon sta
Nuclear Non-Proliferation Treaty (NPT), and thus he
production of weapons materials and weapons at thei
nuclear security programs also contribute to broade
international efforts to secure nuclear facilities
materials in many nations, reducing the risk that m
into dangerous hands. The Administration has devote
attention and resources to strengthening the IAEA a
and to maximizing their effectiveness in these key

The Administration has continued U.S. leadership to
effective implementation of the IAEA's strengthened
At the technical level, we continue to work closely
ensure that its methods and technologies effectivel
detect the diversion of nuclear material, the prese
nuclear material and activities, and the use of cov
facilities. As your report reflects, we provide sig

http://www.gao.gov/htext/d0693.html
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technical advice, and technical support for the saf
addition to working to ensure the system as a whole
possible, we have worked to ensure its effective us
concern. IAEA inspections have confirmed two decade
significant noncompliance with its safeguards oblig

It is also important to emphasize that for the IAEA
to be effective, it must be enforced and noncomplia
be reported. It is the charge of the International

not only to uncover covert nuclear activity around

to report noncompliance to the U.N. Security Counci

The President proposed, in February 2004, the estab
special committee of the IAEA Board of Governors to
capability of the IAEA to ensure that nations compl
international obligations. Based on this proposal,
Governors established such a committee in June 2005
meet for the first time this fall. We also will be
encourage acceptance of the principle, as espoused
February 2004, that only states in compliance with
proliferation obligations should serve on the Board
Committee.

The Administration has worked with the IAEA, with t
bilaterally to promote universal adherence to compr
agreements and Additional Protocols. In 2004, under
the G-8 undertook a global program of joint demarch
letter from the G-8 Foreign Ministers, urging adher
instruments. The USG also gained agreement in the A
Cooperation (APEC) Forum last year that all APEC ec
yet done so would aim to sign Additional Protocols
We intend to continue such efforts, which are consi
recommendations of your report. We also continue to
U.S. Additional Protocol into force.

The Administration also sought and obtained in 2003
increase in the IAEA's budget. The bulk of this inc

of $25.1 million overall, or 77%) is for safeguards
first in nearly 20 years, is being phased in over a
(2004-2007). The IAEA had grown excessively depende
contributions, largely from the United States, to ¢
safeguards responsibilities. The budget increase su
the funding gap, although as the draft report notes
remain heavily dependent on voluntary assistance fr
particularly for safeguards research and developmen
will continue to support adequate funding for an ef
system.

The Administration has strongly supported the stren
expansion of IAEA nuclear security programs. Workin
and with like-minded member states, we have been su
achieving a much strengthened Convention on the Phy
Nuclear Material; significantly broadened IAEA guid
strengthening physical security at nuclear faciliti
strengthened IAEA programs of assistance, including
at strengthening the security of nuclear facilities

and radioactive sources in Member States; and furth
standards for the protection of radioactive sources
made significant extra-budgetary contributions to |
programs, and successfully solicited nuclear securi

http://www.gao.gov/htext/d0693.html
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from other states, to support these initiatives.

The Department of State generally agrees with GAO's
thrust of its conclusions and recommendations. In o
recognize the significant progress the IAEA has mad
of the United States and other member states, in st
safeguards system and in supporting international e
physical protection and security of nuclear materia
also reasonably portrays key weaknesses and challen
efforts.

We take a slightly different view of two issues tha
characterizes as challenges facing implementation o
strengthened safeguards system. First, regarding th
coverage for states with small quantities of nuclea
without safeguards agreements in force, we agree wi
safeguards coverage should be corrected, as the IAE
States, and other like-minded states are already wo
However, because the states in question have very |
activities, and in many cases limited scientific an
infrastructure, we would note that for the most par
IAEA's ability to verify compliance is unlikely to
effectiveness of the safeguards system.

Second, the USG has long supported efforts to asses
of IAEA programs, and we agree with the report that
limited ability to measure the effectiveness of its
safeguards measures. However, we do not believe tha
fully solved. The effectiveness of traditional safe
assessed with reasonable thoroughness, but success
undeclared activities is much harder to measure. A
would implicitly require information about the pres
covert activities as a basis for judging success in

We also believe the report's conclusion on this poi
cannot provide member states assurance that its act
detecting clandestine nuclear weapons programs or h
nuclear and radioactive materials," is not fully co
body of the report which discusses the IAEA's succe
undeclared nuclear activities in Iran and Egypt and
work advising states on nuclear security. We believ
provide meaningful assurances that its activities i
and nuclear material security are contributing to U
security. Nevertheless, we continue to support impr
effectiveness in IAEA programs.

The report's recommendations offer a reasonable lis
Administration can continue to work with the IAEA t
effectiveness.

As we have discussed above, efforts are under way o
points. We expect to continue to push forward with
initiatives to improve the Agency's effectiveness a
within the broader framework of our nuclear nonprol

[End of section]

Appendix IV: GAO Contact and Staff Acknowledgments:

GAO Contact:

http://www.gao.gov/htext/d0693.html
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Gene Aloise (202) 512-3841:
Staff Acknowledgments:

In addition to the contact named above, Virginia Ch
Cogliani; Nancy Crothers; Glen Levis; Christopher M
Keith Rhodes (GAQO's Chief Technologist); and F. Jam
key contributions to this report.

(360518):
FOOTNOTES

[1] IAEA, an autonomous international organization
United Nations, was established in Vienna, Austria,
has the dual role of promoting the peaceful uses of
transferring nuclear science and technology through
and applications and technical cooperation programs
through its safeguards program, that nuclear materi
safeguards are not diverted to nuclear weapons or o
purposes.

[2] Under the NPT, nuclear weapons states pledged t
transfer of peaceful nuclear technology to non-nucl
but not to assist them in acquiring nuclear weapons

[3] GAO, Nuclear Nonproliferation: Uncertainties Wi

IAEA's Strengthened Safeguards System, GAO/NSIAD/RC

(Washington, D.C.: July 9, 1998).

[4] Results from nonprobability samples cannot be u
inferences about a population, because in a nonprob
elements of the population being studied have no ch
chance of being selected as part of the sample.

[5] Regional treaties, including the Treaty for the
Nuclear Weapons in Latin America (the 1967 Treaty o
South Pacific Nuclear Free Zone Treaty (the 1985 Tr
the African Nuclear-Weapon-Free Zone Treaty (the 19
Pelindaba), and the Southeast Asia Nuclear-Weapon-F
Bangkok Treaty) require each participating country
comprehensive safeguards agreement with IAEA. Addit
2005, five Central Asian states announced that they
agreement on the text of a treaty to establish a nu
zone.

[6] Nuclear materials include source materials, suc
uranium, depleted uranium, and thorium, and special
materials, such as enriched uranium and plutonium.

[7] Previously, Cuba was included in this group of

Cuba acceded to the NPT, effective November 4, 2002
Tlatelolco Treaty, effective October 23, 2002. Cuba
comprehensive safeguards agreement on September 18,
brought into force June 3, 2004.

[8] Model Protocol Additional to the Agreement(s) B

the International Atomic Energy Agency for the Appl
Safeguards.
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[9] There are several steps in the nuclear fuel cyc
the fuel cycle includes uranium mining and milling,
enrichment, and fuel fabrication. Once uranium beco
(after being used to produce electricity), the back
follows. This may include temporary storage, reproc
and waste disposal.

[10] Although IAEA does not officially recognize Ta
applies safeguards there, including measures under
safeguards agreement and the Additional Protocol.

[11] About one-third of Japan's electricity is gene
power. Japan has been engaged in fuel reprocessing
plutonium in mixed plutonium/uranium oxide (MOX) fu
20 years to develop its nuclear fuel cycle. Japan i
capability with the construction and commissioning
scale Rokkashomura reprocessing plant in northern J
integrated nuclear fuel cycle center will perform s
storage, reprocessing, high-level waste treatment a
fabrication. Uranium enrichment is carried out at t

[12] IAEA defines a country with significant nuclea
that has declared nuclear material in a facility or
facilities.

[13] The U.S. Senate must consent to all internatio
they enter into force.

[14] IAEA refers to a small quantity of nuclear mat
among other things, less than one kilogram of pluto
an enrichment of greater than 20 percent Uranium-23

[15] In 2004, the Department of Safeguards had 552
these, 251 were safeguards inspectors.

[16] GAO, National Nuclear Security Administration:
Strategies to Recruit and Retain a Critically Skill
Generally Effective, GAO-05-164 (Washington, D.C.:

[17] IAEA's mandatory retirement age is based on th
Joint Staff Pension Fund. The normal retirement age
personnel that were hired or rehired on or after Ja

[18] In an October 2003 internal written assessment
equipment testing, IAEA officials expressed concern
systems at a third site--the Iranian enrichment fac
also not thoroughly tested. In reviewing a draft of
officials clarified that there are currently no una
systems at the Natanz facility in Iran and that the

in this written assessment was a mistake. According
IAEA has installed standard surveillance cameras th
tested before deployment at the Natanz facility.

[19] Roughly $4.1 million of U.S. assessed contribu
calendar year 2004 had not been provided as of July

[20] The U.S. assessment is 25 percent of IAEA's bu

assessment for IAEA member states. |IAEA retained th
United Nations' decision in 2000 to reduce its maxi

http://www.gao.gov/htext/d0693.html
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percent. However, the United States, along with 31
contributes slightly more than 25 percent of the sa
compensate for some countries that are assessed at
July 2003, IAEA's Board of Governors decided to req
that pay less to contribute more as of January 1, 2
countries that pay less will be required to begin ¢

of January 1, 2008.

[21] The U.S. contribution for high priority safegu
not been expended as of September 2005.

[22] Department of State officials said that the de
has been, and continues to be, restricted growth in
international organizations. The department has mad
substantive policy reasons, such as security-relate
However, Department of State officials also said th
to maintain pressure on IAEA to identify efficienci
reallocation of resources to high priority activiti
safeguards.

[23] IAEA attempts to quantify the costs of anticip
resource commitments in its budget. In part, these
presented as core activities for which the agency e
voluntary contributions, or for which the agency ha
funding source.

[24] Estimates are from SatoTravel, the leading pro
services for the U.S. government. Rates are for Jul
2005. The economy class estimate is an average of t
civilian rates.

[25] These unfunded core activities primarily repre
activities that IAEA was unsure of implementing. Ot
activities included applying safeguards at a reproc
India and additional efforts required as a result o
decision.

[26] Countries contributing to the Nuclear Security
Australia, Austria, Bulgaria, Canada, the Czech Rep
France, Germany, Greece, Hungary, Iran, Ireland, Is
the Republic of Korea, the Netherlands, New Zealand
Slovenia, Spain, Sweden, Ukraine, the United Kingdo

States. The nongovernmental organization was the Nu

Initiative.

[27] The United States was more timely with its con
other Nuclear Security Fund donors, with almost 74
contributions arriving in the same year they were p

to about 63 percent of non-U.S. contributions.

[28] The IAEA Director General, the depositary of t
responsible for convening the group of experts that
amendments and for coordinating the conference for
consider the amendments.

[29] Results from nonprobability samples cannot be
inferences about a population, because in a nonprob
elements of the population being studied have no ch
chance of being selected as part of the sample.
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[30] U.S. assessed payments to IAEA's budget are no
same year for which they are assessed. Our analysis
at the actual time of payment to identify the dolla
contributions. However, we present U.S. contributio
year for which they were assessed, not the year in
actually paid. Additionally, in some cases, previou

are credited to member states' assessed contributio
calculated the value of the non-dollar portion of t

an average of the September and October exchange ra
official indicated that cash surpluses are made ava
states to credit towards their budget assessment du

[31] We did not include interest paid on Nuclear Se
contributions in our analysis.
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The Government Accountability Office, the investiga
Congress, exists to support Congress in meeting its
responsibilities and to help improve the performanc
of the federal government for the American people.
of public funds; evaluates federal programs and pol
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informed oversight, policy, and funding decisions.
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integrity, and reliability.
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